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1. MACHIOPT ®OHJA OHEHOYHbLIX CPEJICTB

B pesymbrate ocBoeHus mnpodeccuoHanpHoro wmoxyns IIM.02 «3BammTta uHGOpManuu B
aBTOMATHU3HPOBAHHBIX CHUCTEMaX MPOTPAMMHBIMU U  MPOTPaAaMMHO-ANMNapaTHBIMU  CPEICTBAMU
oOyuaromuiicst JoHKeH 00anath npeaxycMoTpeHHbiMu @I'OC mo mporpaMMe MOoATrOTOBKH CICIIHATTUCTOB
cpennero 3BeHa 1o crnenuanbHocTd 10.02.05 «O6Gecneyenue wuHPOPMAMOHHON 0€30MMacCHOCTH
aBTOMATH3MPOBAHHBIX CHUCTEM» CIECAYIOUMMH YMEHUSMH, 3HAHUSAMHU, OOUIMMU M TPOQeCcCHOHATHHBIMU
KOMITETCHIIUSIMHU:

V1 - ycranaBnuBarh, HaCTpauBaTh, IPUMEHAThH IPOrPAMMHBIE U IIPOrPaMMHO-aIIIAPATHBIE CPEICTBA
3a1uThl HH(OPMALIUU;

Y2 - ycraHaBiMBaTb M HACTpauMBaTh CpPEJICTBA AHTUBMPYCHOM 3aIMTHl B COOTBETCTBUU C
MIPeIbABISIEMbIMUA TPEOOBAHUSIMU;

V3 - amarHocTUpoOBaTh, YCTpPaHATh OTKa3bl, 00€CIeUnBaTh PaOOTOCIIOCOOHOCTh M TECTHUPOBATH
(GYHKIIUN MPOTrpaMMHO-aNapaTHRIX CPEICTB 3alIUThl HHPOPMAIUH;

VY4 - npuMeHATh MPOrpaMMHBIC M MPOTPAMMHO-AIMIAPATHRIE CPEACTBA IS 3alIUThl HHPOPMALIUU B
0a3ax JaHHLIX;

VY5 - mpoBepsATh BBHINOJHEHHE TPEOOBaHH MO 3amiuTe MH(OOPMAIMH OT HECAHKIIMOHHUPOBAHHOTO
JIOCTYTIA MPH aTTeCTalli 00bEKTOB MH(OPMATU3ALIUHU 110 TPEOOBAHUAM O€30MMaCHOCTH HH(OPMAIIHH;

VY6 - npUMeHATh MaTeMaTHYECKHUI anmapaT JUIs BBIIOJIHEHUS KpUNTOrpaduuecKux mpeodpa3oBaHuii;

Y7 - wucnonp3oBaTh THUIOBBIE MPOrpaMMHBIE KpuUNTOrpaduveckre CpeAcTBa, B TOM YHUCIE
ANEKTPOHHYIO MOAIHKCH;

VY8 - IpUMeHSATh CpeCTBA TAPAaHTUPOBAHHOTO YHHUUTOKEHUSI HHPOpMAIUY;

VY9 - ycranaBnuBaTh, HaCTpanBaTh, IPUMEHATH IPOTrPAMMHBIE 1 IPOrPaMMHO-aINapaTHBIE CPECTBA
3alUThl HH(OPMALINN;

V10 - ocymecTBIAT, MOHUTOPUHT M PETMCTPALMIO CBEJICHUH, HEOOXOAUMBIX JUIS 3aIUThl 0OBEKTOB
nH(pOPMAaTH3aLIUY, B TOM YHCJIE C UCIOJIb30BAaHUEM MPOTPAMMHBIX U MPOrpPaMMHO-AIaPATHBIX CPE/ICTB
OoOHapyKeHMsI, IPEAYIPEXKACHUS U JTUKBUAALUH TOCIEACTBUN KOMITBIOTEPHBIX aTaK;

31 - ocoOeHHOCTH U cNOCOOBI MPUMEHEHUs MPOTPaMMHBIX U MPOrpaMMHO-aIIapaTHBIX CPEICTB
3alIUThl HH(OPMAILIMHK, B TOM YHCIIE, B OTIEPALIMOHHBIX CUCTEMaX, KOMIBIOTEPHBIX CETSX, 0a3ax JaHHBIX;

32 - MeToApl TECTUPOBaHHSA (PYHKIMH OTAEIBHBIX MPOrPaMMHBIX U IMPOTPAMMHO-ANMapaTHBIX
CPEICTB 3alIUTHl HH(POPMAITUH;

33 - TUNOBBIE MOJIENH YIPABIEHUS JOCTYIIOM, CPEICTB, METOJOB U MIPOTOKOJIOB UIECHTU(UKALIUN U
ayTeHTU(UKALINY;

34 - OCHOBHBIE TOHATUS KpUNTOrpaduu M THUMOBBIX KPUOTOrpaUuecKUX METOJIOB M CPEICTB
3aIUThl HH()OPMAIINK;

35 - 0cOOEHHOCTH U CMOCOOBI MPUMEHEHHUs MPOTPaMMHBIX U MPOrpaMMHO-aIIapaTHBIX CPEICTB
rapaHTUPOBAHHOTO YHUYTOXKEHHS HHPOPMAIIHH;

36 - TUIOBBIE CPEACTBA U METOJbI BEACHUS ayquTa, CPEICTB U CIIOCOOOB 3alIUTHl UHPOpPMAIMK B
JIOKQJIBHBIX BBIYUCIUTENBHBIX CETSIX, CPEACTB 3aLIUTHI OT HECAHKLIIMOHUPOBAHHOTO JOCTYTIA.

OK 01 - Beibupatp crocoObl pemeHust 3a/1a4 Mpo(hecCHOHATBHON NeSTeTbHOCTH, TPUMEHUTEIHHO

K Pa3JIMYHbIM KOHTCKCTAaM.



OK 0 2 - OcymecTBisaTh TOUCK, aHAJIU3 W HWHTEpHpeTanuio WHOOpMaIuu, HEoOXOaMMOH
JJ11 BBIIIOJIHEHUSA 3a1a4 HpO(beCCHOHaHBHOﬁ ACATCIIBbHOCTH.

OK 03 - IInanupoBath U peain30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U TMYHOCTHOE PA3BUTHE.

OK 04 - Paborarb B KOJUIEKTHBE M KOMaHJe, 3(P(PEKTUBHO B3aUMOJCHCTBOBATH C

KOJIJIETaMH,
PYKOBOJICTBOM, KJINEHTAMHU.

OK 05 - OcymecTBiaTh YCTHYI0 M HNHUCbMEHHYI0 KOMMYHHKAIIMIO Ha TOCYJapCTBEHHOM S3BIKE
C y4€TOM 0COOEHHOCTEH COLMAIBHOIO U KYJIbTYPHOI'O KOHTEKCTA.

OK 0 6 - IIposBasATh TpakAaHCKO-TIATPUOTHYECKYIO TO3MLHUIO, JEeMOHCTPHUPOBATH
OCO3HAHHOE MOBE/IEHUE HA OCHOBE TPAJAUIIMOHHBIX 00IEYeI0BEYECKUX [IEHHOCTEH.

OK 07 - CopuelicTBOBaTh COXPAaHCHHIO OKPYKAIOIICH Cpeapl, pecypcocOepekeHHIO,
3¢ GEKTUBHO AEHCTBOBAThH B UPE3BBIYAMHBIX CUTYaLHSIX.

OK 08 - HUcnonb3oBark cpeacTBa GU3NUECKON KyJIbTYpBI Ui COXPAHEHHUS U YKPETIJICHUS 3/I0POBbS
B Tpomecce NpOPecCHOHATBHONH  JEATENBHOCTH W MOJJCpKaHHE  HEOOXOAUMOTO  YPOBHS
¢$u3n4ecKoil MoAroTOBIEHHOCTH.

OK 09 - Hcnonb3oBatk cpeacTBa GU3NUECKON KyJIbTYphl Uil COXPAHEHUS U YKPEIJICHUs 3/10pOBbS
B Tpomecce NpOoPecCHOHATBHONH  JEATENBHOCTH W MOJJCpKaHHE  HEOOXOAWMOTO  YPOBHS
(U3NIECKOil MOATOTOBICHHOCTH.

OK 10 - Ionp3oBaTbest NpodecCHOoHaIbHOM TOKyMEHTAlMeH Ha roCcyJapCTBEHHOM M MHOCTPaHHOM
A3BIKAX.

[IK 2.1 - OcymecTBiiTh YCTaHOBKY W HACTPOHKY OTAEIBHBIX HPOTPAMMHBIX, MPOrPAaMMHO-
anmapaTHbIX CPEJICTB 3alIUTHI HHPOPMALINH.

[IK 2.2 - OGecneunBarh 3aumMTy WHGOpPMAIMKM B aBTOMATU3MPOBAHHBIX CHUCTEMAaxX OTAEIbHBIMU
IPOrpaMMHBIMHU, IPOTPAMMHO-ANIAPATHBIMU CPEJICTBAMHU.

[IK 2.3 - OcymecTBiATh TeCTUpPOBaHUE (DYHKIMI OTHENBHBIX MPOTPAMMHBIX H IPOrPaAMMHO-
anmapaTHbIX CPEJICTB 3aIIUTHI HHPOPMALIUH.

1K 2.4 - OcymiecTBisATh 00pabOTKy, XpaHEHUE U Nepeaady HHPOpMAalUK OrPaHUUYEHHOTO JOCTYIIA.

[1K 2.5 - YanuToxath nHGOPMAIHMIO ¥ HOCUTETH HHPOPMAIIUH C UCTIOIIb30BAaHHEM IPOTPAMMHBIX H
IPOrpaMMHO-aNapaTHbIX CPEJCTB.

[1IK 2.6 - OcylmecTBiATh PErUCTPALlMI0 OCHOBHBIX COOBITHUH B aBTOMATHU3MPOBAHHBIX
(vHQOpMAIIMOHHBIX) CHCTEMaX, B TOM YHCIIE C HCIOJb30BAaHHEM MPOTPAMMHBIX W TIPOTPaMMHO-
anmapaTHbIX CpPEACTB OOHApY)KEHUs, MPEAYNPEXICHUS U JTUKBUIALUU TOCIEACTBUA KOMIBIOTEPHBIX

aTak.

2 PE3YJIBTATBI OCBOEHUSA NPOPECCHUOHAJIBHOT'O MOAYJISA, NOJJIEXKALIUE
ITPOBEPKE

B pesynbrate arrectauuu no yuebnoit aucuuruimHe «MJK.02.01. IIporpammHbie U mporpaMMHO-
anmapatHble CPeJCTBa 3alIUThl MH(OPMAIMM» OCYHIECTBISETCS KOMIUIEKCHAs MPOBEPKA CIEAYIOMINX

YMEHHUM W 3HaHU, a Takke AMHAMHUKAa (opMHpOBaHHS OOIIMX U MPOGECCHOHANTbHBIX KOMIIETEHIUN. 4



PesynbTaTsl 00ydyeHus:
yYMeHHsl, 3HAHMA,
npogdeccuoHabHbIE U 001IHE
KOMIIETeHIIUH

IToxa3aTenu oneHKH
pe3yJbTara

®opma KOHTPOJIA U
OLlCHUBAHUSA

YMmern:

VY1 - ycraHaBnuBarhb,
HACTpauBaTh, IPUMECHSThH
POrpaMMHBIE U TIPOTPAMMHO-
arrmapaTHbIe CpeCTBa 3alUThI
uHpopMauu

VY2 - ycTaHaBnuBaTh U
HACTpauBaTh CPECTBA
AHTUBUPYCHOU 3aITUTHI B
COOTBETCTBHH C
MPEIBABISIEMBIMUA TPEOOBAHUSIMU

VY3 - nuarHocTUpoBaTh,
YCTPaHATh OTKAa3bl, 00€CIICYNBaTh
paboTOCIOCOOHOCTD 1
TECTUPOBATH (PYHKIHH
IPOTPaMMHO-aINapaTHBIX
CPEICTB 3alUThl HHPOpMALUU

VY4 - npuMeHATh TPOrPaMMHBIC U
MIPOrPaMMHO-AITAPaTHBIE
CpEICTBA JIJIsl 3aIHUThI
nH(popmanuu B 6a3ax JaHHBIX

VY5 - mpoBepPSTH BBINOJIHEHNE
TpeOOBaHUM 1O 3aIIUTE
uHpOpMaLUU OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIa
IIPU aTTECTAllM 0ObEKTOB
nH(pOpMaTU3aLNU 1O
TpeOoBaHUsAM 0€30I1aCHOCTH
uHpopManuu

VY6 - npUMeHATh MaTEMaTHYECKUI
anmnapar JJIs BBIIOJTHEHUS
KpUnTorpaguueckux
npeoOpa3oBaHUA

V7 - IcIoab30BaTh TUITOBEIE
MporpaMMHBbIE
KpunTorpadguueckue CpesicTsa, B
TOM YHCJIC AJICKTPOHHYIO MOJITUCH

V8 - mpuUMeHsTh CpeicTBa
rapaHTHPOBAHHOTO YHUYTOXKEHUS
uHpopManun

VY9 - ycranaBiuBarsb,
HACTpauBaTh, IPUMEHATH

YcraHoBKa, HACTpOMKa,
MIPUMEHEHHE MMPOTPAMMHBIX U
IIpOrpaMMHO-anIapaTHbIX
CPENICTB 3alIUThl HHPOPMAITUH

YMeHue ycTaHaBIUBaATh U
HACTpauBaTh CPEICTBA
AQHTUBHUPYCHOM 3aIIUTHI B
COOTBETCTBUH C
MIPEIBSABISEMBIMHA TPEOOBAHUSIMU

BrImonHeHue TuarHocTuKH,
yCTpaHEHHUE OTKA30B,
obecrieueHre paboTOCIIOCOOHOCTH
Y TeCTUpOBaHKE (YHKIIMNA
MIPOrpaMMHO-aIMapaTHBIX
CpPEeACTB 3alIMTHI HH(POPMALIUU

JleMoHCTpanys yMeHUs
MIPUMEHATH POTPAMMHBIE U
MpOorpaMMHO-anIapaTHbIC
CpelcTBa ISl 3alIUThI
nH(popMaluu B 0azax JaHHBIX

YMeHue npoBepsATh BHIIOJHEHNE
TpeOOBaHMII 11O 3aIIUTE
nHpopmanuu oT
HECAHKIIMOHUPOBAHHOTO JIOCTYIA
IIpU aTTeCTallui 0ObEKTOB
nH(pOpMATU3ALINY IO
TpeOOBaHUSIM OE30MTACHOCTH
uH(popMaIu

[IpuMeHeHne MaTeMaTU4ecKOro
anmapara JJs BBIIOJHEHHUs
KpUNTOrpapuuecKux
npeoOpazoBaHmit

Wcnonp3oBaHNe THITOBBIX
MIPOTPaMMHBIX
KpUnTorpaguueckux CpescTB, B
TOM YHCJIE AIEKTPOHHOU MOATUCH

IIpuMeHeHue cpencTs
rapaHTUPOBAHHOTO YHUUTOXKECHUS
nHpopmanuu

YMeHue ycTaHaBIMBaTh,
HaCTpanBaTh, IPUMEHATH

DKcIepTHas OLICHKa
pPEe3yIbTATOB ACATEIBHOCTH
00yJaromuxcst Mpu
BBITIOJITHCHUH MPAKTHYECKUX
pabort:

IIpakTyeckas padora Ne 1
«O030p HOPMATHBHBIX
MIPABOBBIX AKTOB,
HOPMATUBHBIX METOJUICCKHIX
JIOKYMEHTOB TIO 3aIIIUTE
uH(popMaIuu, B COCTaB
KOTOPBIX BXOJST TPEOOBAHUS U
PEKOMEHIAIINH TI0 3aIUTe
nH(popMauK MPOrpaMMHBIMHU
U IIpOrpaMMHO-anmnapaTHbIMU
cpeacrBamu. Pabora ¢
CoJIep’)KaHuEeM HOPMATHBHBIX
MIPaBOBBIX aKTOBY.
IIpakTyeckas padora Ne 2
«O0630p crangaproB. PaboTta ¢
COJICpPI)KaHUEM CTaHJIAPTOBY.
IIpakTHyeckas padora Ne 3
«Yuert, 00paboTKa, XpaHEeHHE U
nepenavya nHpopMaluy B
AHUCH».

[IpakTyeckas padbora Ne 4
«OrpaHuueHue 1ocTyna Ha
BXOJI B CUCTEMY).
[IpakTuyeckas pabora Ne 5
«Unentudukanus u
ayTeHTUPUKALIHS
MOJIb30BaTEICH».
IIpakTyeckas padora Ne 6
«Pa3rpannuenue 1ocTymay.
[IpakTrueckas padora Ne 7
«Perucrpanus coobITHIA
(aymut)».

[TpakTuueckas padora Ne 8
«KOHTpOJIb IETOCTHOCTH
IaHHBIX ).

[IpakTryeckas padora Ne 9
«YHUYTOKEHHE OCTATOYHOMN
uH(pOpMALIUN».
[IpakTyeckasg pabora Ne 10
«YnpaBiaeHue MOJIUTHKON
0e30IacCHOCTI Y.
[IpakTuyeckas padora Ne 11
«Kpunrorpapudeckas 3ammura.
00630p mporpamm mudpoBaHUSL
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IIPOrpaMMHBIE ¥ TIPOTPaMMHO-
anmapaTHbBIC CPEACTBA 3aIUTHI
uHpopMauu

V10 - ocymecTBIATh MOHUTOPUHT
Y PETUCTPAIUIO CBEIICHHIA,
HEOOXOAUMBIX JUTSI 3aIIUThI
00BbeKTOB HHPOPMATHU3AIUH, B
TOM YHCJI€ C UCTIOJIb30BaHUEM
MPOrPaMMHBIX U IIPOTPAMMHO-
anmapaTHbIX CPE/ICTB
OOHapyKEHHUSI, IPEIYIPEHKICHUS
Y JIMKBUJAIMY TIOCIIECTBUIA
KOMITBIOTEPHBIX aTaK

OK 01. Beibupats criocoOb1
peleHus 3a1a4
npodeccHoHATEHOM
JeSTEeIbHOCTH, IPUMEHHUTEIBHO K
pa3IMYHBIM KOHTCKCTaM

OK 02. OcyiiecTBasiTh MOUCK,
aHAJIN3 U UHTEPIIPETALIHIO
nH(popManny, HEOOXOAUMOM TSt
BBLIIIOJITHEHHS 3a1a4
npodeccnoHanbHOM
JIEATEIbHOCTH

OK 03. IInmanupoBars u
peann30BbIBaTh COOCTBEHHOE
po¢eCCuOHAIBHOE U
JMYHOCTHOE Pa3BUTHE

OK 04. PaboraTh B KOJIJIEKTUBE U
KoMaHe, 3¢ (HEeKTUBHO
B3aMMOJICHCTBOBATh C KOJIJIETaMH,
PYKOBOJICTBOM, KIIMEHTaMHU

OK 05. OcymecTBasTh yCTHYIO U
MIMCbMEHHYIO KOMMYHHUKAIUIO Ha
roCylapCTBEHHOM SI3bIKE C
y4eToM o0coOeHHOCTeN
COLIMAJILHOTO U KYJIbTYPHOTO
KOHTEKCTa

IIPOrpaMMHBIE M TIPOTPAMMHO-
anmapaTHbBIE CPEACTBA 3alUThI
uHpopMaIu

JleMoHCTpanys yMeHus
OCYIIECTBIIATH MOHUTOPHUHT U
pETUCTpaALMIO CBEACHUN,
HEOOXOMMBIX IS 3aIUTHI
00BEKTOB MH(POPMATU3AINH, B
TOM YHCJIE C HCIOIb30BAaHHEM
MPOrpaMMHBIX U POrPaMMHO-
anmapaTHBIX CPENICTB
OOHapyKEHHUsI, TPEIYIPEKACHUS
Y JIMKBUJIAIMHU TTOCIIEICTBUI
KOMIIBIOTEPHBIX aTaK

O060CHOBaHHOCTDH MOCTAHOBKH
1IEJIU, BBIOOPA U IIPUMECHEHUS
METOJIOB U CIIOCOOOB PEIICHUS
npodeccCHOHABHBIX 33/1a4;
aJICKBaTHAas OIEHKA U CAaMOOIICHKA
3¢ PEKTUBHOCTH 1 KavyecTBa
BBINOJIHEHUS MTPO(HECCHOHATBHBIX
3aga4

Hcnonb3oBaHue pa3inyHbIX
HMCTOYHUKOB, BKJIFOYAst
3JIEKTPOHHBIE PECYPCHI,
Meanapecypchbl, UHTEPHET-
pecypchl, NEPUOTUUECKUE
W3IaHMS TI0 CTICIIUMATBHOCTH IS
perneHust mpoecCHOHATBHBIX
3a1a4

HGMOHCTpaIII/IH OTBECTCTBCHHOCTHU
3a MPUHSATHIC PELICHUS;
000CHOBaHHOCTh CaMOaHaln3a u
KOPPEKIUS pe3yIbTaTOB
coOCTBEHHOM pabOTHI

BzaumopeiicTtBue ¢
o0ydJaronmmMucs,
MpenoaBaTesIsiMi U MacTepaMHy B
XoJie 00y4eHus, ¢
PYKOBOAMUTEISIMH YICOHOU U
MPOU3BOJACTBEHHON MPAKTHUK;
000CHOBaHHOCTh aHaIN3a PabOThHI
YJICHOB KOMaH 16l (TOTYNHEHHBIX )

I'paMOTHOCTB yCTHOU U
IIACbMEHHOU pedH, SICHOCTh
(GhopMyIHPOBAaHUS U U3IIOKEHUS
MBICIIEN

JAHHBIX».
[IpakTuyeckas padora Ne 12
«[1Ta60HBI 0€30aCHOCTHY.
IIpakTuyeckas padora Ne 13
«PacrmipeneneHue kaHaJIOB B
COOTBETCTBUHU C HCTOYHHKAMH
BO3JCHUCTBUS Ha
HHpOpMaIHIo».
[Ipaktryeckasg pabora Ne 14
«OpraHu3anms 10CcTyna K
daiimam.

[IpakTuyeckas padora Ne 15
«O3HaKOMIICHUE C
COBPEMEHHBIMH
MPOrPaMMHBIMH U
IPOrPaMMHO-AITIapaTHBIMU
cpeactBamu 3amutbl or HCI.
[IpakTuueckas padora Ne 16
«[IpumeHeHHsI cpe/icTB
HCCIICIOBAHMS peecTpa
Windows 11 HaX 03KICHHS
CIIC0B aKTUBHOCTH
BpenoHocHOro I10x».
[IpakTuyeckas padora Ne 17
«3amnuTa nHGOpMAaIUU OT
HECaHKIIMOHUPOBAHHOTO
KOITMPOBAHUS C
HCIIOJIb30BaHUEM
CHEIHATM3HPOBAHHBIX
MIPOTPAMMHBIX CPEIICTBY.
[IpakTyeckasg padora Ne 18
«3aIIuTHEIE MEXAHU3MBI B
NPUIOKECHUSX (Ha mpuMepe
MSWord, MSEXcel,
MSPowerPoint)».
[IpakTyeckasg padora Ne 19
«IIpnmenenue cpencraa
BOCCTAQHOBJICHHUS OCTaTOYHOM
uH(pOpMaIIUY Ha TIPUMEpE
Foremost vt anaiora.
[TpakTuueckas padora Ne 20
«IIpumenenne
CHEIUAIN3UPOBAHHOTO
MPOrPaMMHOTO CPEACTBA IS
BOCCTAHOBJICHHS YIAJICHHBIX
¢aitnoBy.

[IpakTuyeckasg pabora Ne 21
«[IpumMeHeHHe TPOrpaMM ISt
0€3BO3BPATHOIO yJaJICHUS
JTAHHBIX».

[IpakTuyeckasg padbora Ne 22
«[IpumMeHeHHe TPOrpaMM ISt
mUppPOBaHUs JAHHBIX Ha
CBEMHBIX HOCUTEIIAX).
[IpakTuyeckasg pabora Ne 23




OK 06. [TposBasTh TpaX 1aHCKO-
MATPUOTHYECKYIO MTO3UIIHUIO,
JIEMOHCTPHUPOBATH OCO3HAHHOE
MOBE/ICHUE HAa OCHOBE
TPaIUITMOHHBIX
0011IeUeI0BEUECKUX 1IEHHOCTEM

OK 07. CopnelicTBOBaTh
COXPaHCHHIO OKPYKAIOIICH
Cpenbl, pecypcocOepekeHHUIO,
3¢ peKTUBHO NEHCTBOBATH B
YpEe3BBIYANHBIX CHTYAITHSIX

OK 08. lcnonb3oBaTh cpeacTBa
bu3MUECcKOil KyIbTYpBI IS
COXpaHEHHS U YKpPEIUICHHS
3JI0OPOBBS B TIpoOIIECCe
npodeccHoHATEHOM
AEATENILHOCTH U MOJICPKAHUS
HEOOXOMMOTO YPOBHS
(bU3NIECKOil MOATOTOBIEHHOCTH

OK 09. Ucnonp30BaTh
WH()OPMAIIMOHHBIC TEXHOJIOTHH B
npo¢ecCuOHAIBHON
JIeSITEIbHOCTH

OK 10. ITons3oBatbCst
npodeccnoHanbHOM
JOKYMEHTAIUeH Ha
rOCYAapCTBEHHOM U
HHOCTpPAaHHOM A3BIKC

IIK 2.1 - OcymiecTBasTh
YCTaHOBKY U HACTPOUKY
OTJENbHBIX IPOTPAMMHBIX,
IIPOrpaMMHO-AIIAPaTHBIX
CPEICTB 3alIUThl HHPOPMAIUU

[1K 2.2 - OGecnieunBath 3amuTy
uHpopManuu B
aBTOMAaTH3UPOBAHHBIX CHCTEMAax
OTAEITHLHBIMU IPOTPAMMHBIMH,
MIPOTPaMMHO-aIapaTHBIMU
cpeacTBaMu

ColnroieHne HoOpM MOBEJICHUS BO

BpeMs yueOHBIX 3aHATHH U
IIPOXOXKJICHHsI yUeOHOH U
IIPOU3BOJCTBEHHOM IIPAKTUK

O} PeKTUBHOCTD BBHITIOTHEHUS
npaBui Th Bo Bpemst yaeOHBIX
3aHATUH, TIPU IPOXOKIACHUU
y4eOHOH U TPOU3BOJICTBEHHOM
MPaKTUK; 3HAHUE U
HCIIOJIb30BaHUE
pecypcocOeperarmmux
TEXHOJIOTHI B 00J1acTH
TEJIEKOMMYHUKAINI

O PeKTUBHOCTD BBHITIOTHEHUS
npasmi Th Bo BpeMsi yueOHBIX
3aHSTHUNA, IPU MTPOXOKACHUU
y4eOHOH 1 IPOU3BOICTBEHHOM
MIPAKTUK

D¢ hEeKTUBHOCTH UCIIOJIb30BAHUS

HH(POPMaIIMOHHO-

KOMMYHHKAIIUOHHBIX TEXHOJOTHI

B Npo¢eCCHOHATHHOU
JeSITeNIbHOCTH COTTIAaCHO
(dhopMUpYEMBbIM YMEHUSIM U
MOJIy9aeMOMY TTPAKTHIECKOMY
OIIBITY

D¢ heKTUBHOCTH UCTIOJIH30BaAHUS

B npodeCcCHOHATHHOU
JeSITeIbHOCTH HE0OX0IMMOiA
TEXHUYECKOH TOKYMEHTAaIlUU, B

TOM YHCJIC Ha aHTJIMACKOM SI3BIKE

JleMOHCTpUpOBATh YMEHUS U
HpaKTI/IquKI/Ie HAaBBIKU B
YCTaHOBKE U HaCTpPOMKe
OTJIENIbHBIX MPOTPAMMHBIX,
MPOrpaMMHO-aNNapaTHbIX
CPENCTB 3alIUThI UHPOPMAITUH

JleMOHCTpHUpOBaTh 3HAHUS U
YMEHUS B 00ECTICYCHUH 3aIUTHI
nHpopmanuy B
aBTOMATHU3UPOBAHHBIX CUCTEMAaX
OT/IETIbHBIMU TPOTrPAMMHBIMH,
MIPOrpaMMHO-aMNIMapaTHBIMU

«MonenupoBaHue TPOBEACHUS
ataku. 3yuenue
WHCTPYMEHTAIBLHBIX CPEICTB
0OHapy>XCHHST BTOP>KCHUIN.
[IpakTuueckas padora Ne 24
«Pa3BepTeiBanne VPN».
[TpakTuueckas padora Ne 25
«M3ydeHne u cpaBHEHHE
apxurektyp Dual Homed Host,
Bastion Host, Perimetry.
[IpakTuueckas padora Ne 26
«M3ydeHne pa3InuHbIX
Croco0OB 3aKphITUS "OmacHBIX"
MTOPTOBY.

[IpakTuueckas padora Ne 27
«M3ydyeHne MEXaHH3MOB
3amuTel CYBJI MS Access».
[IpakTuueckas padora Ne 28
«M3yueHne mMTaTHBIX CPEACTB
samutel CYBJ] MSSQL
Servery.

[IpakTuueckas padora Ne 29
«M3yueHne u CpaBHUTEIIbHBIN
aHaAJIM3 PacIPOCTPAHECHHBIX
CETEBBIX MOHHUTOPOB Ha
npumepe RealSecure, SNORT,
NFR wnmm npyrux aHaiaorosy.
[Ipaktnyeckas padora Ne 30
«IIpoBenenue aynura JIBC
CETEBBIM CKaHEPOMY.
[IpakTyeckasg padora Ne 31
«Bp160p Mep 3ammuTh
uH(pOpMaLnU AJIs UX
peaM3anvu B
MH(OPMAIIMOHHON CHCTEME.
Br160p cooTBETCTBYIOMINX
MIPOTPaMMHBIX U TIPOTPAMMHO-
anmapaTHBIX CPEICTB H
PEKOMEHIALNM 110 UX
HaCTPOUKe».

[IpakTuueckas padora Ne 32
«Y CcTaHOBKa M HACTpOWKa
KOMIUIEKCHOTO CpeJICTBa Ha
npumepe SecretNetStudio
(yueOHas TUIICH3US ) UITH
JPYTHX aHAJIOTOBY.
[IpakTryeckasg pabora Ne 33
«YCcTaHOBKa U HacCTpoOMKa
MIPOTPAMMHBIX CPEJICTB OLICHKH
3aNTUIIICHHOCTH U ayUuTa
MH(POPMALMOHHOM
0€30macHOCTH, U3yUeHHE
GbyHKIMI 1 HacTpoKa
PEXXUMOB pabOTHI Ha IpUMeEpe
MaxPatrol 8 nnm apyrux




IIK 2.3 - OcymiecTBasTh
TecTupoBaHue GpyHKIUH
OTAENBHBIX MPOIPAMMHBIX U
IPOrpPaMMHO-aNIapaTHBIX
CpEACTB 3alUThl HH(pOPMALIUU

IIK 2.4 - OcymiecTBasTh
00paboTKy, XpaHEHHE U Tepeiady
nHpOpMAIUN OTPAaHUYEHHOTO
JocTyna

[IK 2.5 - YHu4TOXKAaTh
MH(POPMAILIUIO U HOCUTEIH
nH(pOpMAIUY C UCTIOJIB30BAaHUEM
MIPOrPaMMHBIX U TIPOTPAMMHO-
anmapaTHbIX CPEJICTB

IIK 2.6 - OcymecTBisiTh
PEruCTPalI0 OCHOBHBIX COOBITHI
B aBTOMATH3UPOBAHHBIX
(MH(pOPMAITMOHHBIX ) CUCTEMAX, B
TOM YHUCJIE C UCTIOIB30BaHUEM
MIPOrPaMMHBIX U TIPOTPAMMHO-
anrmapaTHbIX CPE/ICTB
OoOHapyKEeHHUsI, TPEAYIPEKACHUS
Y TUKBUAAIMU TTOCIIEACTBHIMA
KOMITBIOTEPHBIX aTaK

cpeicTBaMu

Brimonnenue nepeyns padot mo
TECTUPOBAHUIO (PyHKINI
OTJENBHBIX MPOTPAMMHBIX U
IPOTrPaMMHO-aNIapaTHBIX
CPEeACTB 3alMThl HH(POPMAIUU

[IposiBNATH 3HAHUS, HABBIKU U
yMEHUs B 00pabOTKe, XpaHCHUH U
nepenaye uHGHOpMaIH
OTPaHUYEHHOTO JAOCTYIa

JleMoHCTpanus aaropurma
IIPOBEEHUS padoT 1O
YHUUYTOXXECHUIO HH(POPMALIUH U
HocuTeNel nHpopMaIu ¢
UCIIOJIb30BaHUEM POTPAMMHBIX U
MIPOrpaMMHO-aIapaTHBIX
CpencTB

[IposiBAATH 3HaHUS U YMEHUS B
3alUTE aBTOMAaTU3UPOBAHHbIX
(MH(pOPMAIIMOHHBIX) CUCTEM C
UCIOJIb30BAaHUEM IIPOIPAMMHBIX U
IIPOrpaMMHO-aInapaTHbIX
CPEICTB OOHApPYKEHHUS,
MPEeNYNPEXACHUS U JTUKBUIALINU
MIOCTIEICTBUI KOMIIBIOTEPHBIX
aTak

aHaJIOTOBY.
[IpakTyeckas padora Ne 34
«M3ydeHne TUIIOBBIX pPELICHUN
nist noctpoenust VPN Ha
npumepe VipNet uiu 1pyrux
aHaJIOTOBY.

[TpakTuueckas padora Ne 35
«M3ydeHne cCoBpeMEeHHBIX
CUCTEM aHTUBHUPYCHOM 3aIIUTHI
Ha IpUMeEpPe KOPIIOPaTUBHBIX
pemenuii KasperskylLab wn
JIPYTUX aHAJIOTOBY.
[IpakTuueckas padora Ne 36
«M3ydenne GpyHKIIMOHANA U
obnacreit mpumenenust DLP
CHCTEM Ha IIpuUMepe
InfoWatchTrafficMonitor wim
JIPYTHX aHAJIOTOB)»

KontpoasHas padora Ne 1
«3amurta nHPOPMAITMOHHBIX
CHUCTEM

HpOBe,Z[eHI/Ie 3K3aMCHa

3HaTh:

31 - 0COOECHHOCTH U CIIOCOOBI
MPUMEHECHHS ITPOTPAMMHBIX U
MPOrPaMMHO-AMMapaTHBIX
CPEICTB 3alIUTHl HHPOpPMAIUH, B
TOM YHCJIE, B OTICPAITTOHHBIX
CUCTEMaX, KOMITBIOTEPHBIX CETSIX,
0a3zax JaHHBIX

[IpaBunBbHOCTE ONpeeneHus
0COOEHHOCTEH U cr1oco00B
IIPUMEHEHHUSI TPOTPAMMHBIX U
IIPOrpaMMHO-AIIAPATHBIX
CPEICTB 3alUThl HHPOpPMAIUH, B
TOM YHCIIE, B OTIEPAI[MOHHBIX
CUCTEMAaX, KOMIIBIOTEPHBIX CETSIX,
0azax JaHHBIX

DKcIepTHas OIICHKa
pe3yIbTaTOB JIESATEIHLHOCTH
00yyaromuxcst Npu
BBINOJIHEHUH TEKYILETO
KOHTPOJIS, YCTHOTO OTIPOCa;
KOHTpPOJIbHOM paboThl Ne 1
(pyOexHBIN KOHTPOJIb)

32 - METO/1bl TECTUPOBAHUS
(GYHKIUH OTAETBHBIX
MPOTPaMMHBIX U TIPOTPaAMMHO-
ammapaTHBIX CPEJCTB 3aIIUTHI
uH(popManun

3HaHHUE METOJI0B TECTUPOBAHHUS
(GyHKIMN OTACTBHBIX
IIPOrPaMMHBIX U IPOTPaMMHO-
anmnapaTHBIX CPEJCTB 3aIIUThI
nHpopmanuu

DKcnepTHas OlleHKa
pe3yabTaTOB AESATEILHOCTH
00yYaromuxcst Npu
BBITTOJTHEHUH TEKYIIETO
KOHTPOJIS, YCTHOTO OTIPOCa;
KOHTPOJILHOM paboTs! Ne 1
(pyOexHBI KOHTPOJIb)

33 - TUIOBEIE MOJICIIH
VIpaBIICHUS JTOCTYIIOM, CPE/CTB,
METOJIOB ¥ IPOTOKOJIOB
UICHTHU(DUKAIIIHN 1
ayTeHTU(UKALUU

[IpaBuiIbHOCTB OIpeneneHUs
TUIIOBBIX MOJIEJIe! yIIpaBiIeHUs
JIOCTYTIOM, CPEJICTB, METO/IOB U
MIPOTOKOJIOB JICHTU(DUKALIUHU U
ayTeHTU(UKALUU

DKcrepTHas OlleHKa
PE3yJIbTATOB JIEATEITBHOCTH
00ydJaronuxcs mpu
BBITIOJTHEHUH TEKYIIIETO
KOHTPOJIsI, YCTHOTO OIPOCa;
KOHTPOJIbHON paboThI Ne 1
(pyOexHBIN KOHTPOJIb)
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34 - 0CHOBHBIEC OHATHS
KpunTorpaduu 1 THIOBBIX
KpunTorpaguueckux MeTof0B U
CPEJICTB 3alMThl HH(POPMAITUH

[IpaBMIIBHOCTH OTIpeIeTIeHUS
OCHOBHBIX TTOHSTHI
KpUnTorpaguu U TUTIOBBIX
KpUNTOrpapUIECKUX METOJIOB U
CpPEeACTB 3alMThl HH(POpMALIUU

DKcrepTHas OLICHKa
PE3yJIbTAaTOB IEATEIbHOCTH
00yJaromuxcst mpu
BBIMIOJTHEHUH TEKYIIETO
KOHTPOJIS, YCTHOTO OTPOCa;
KOHTPOJIbHOM paboThr Ne 1
(pyOexHBI KOHTPOJIb)

35 - 0COOEHHOCTH U CIIOCOOBI
MPUMEHEHHUS ITPOTPAMMHBIX U
MIPOrpaMMHO-AIITapaTHBIX
CPEICTB TapaHTHPOBAHHOTO
YHUYTOXKECHUS WH()OpMALIUN

3HaHue 0COOEHHOCTEN U
CIOCO0O0B MPUMEHEHHS
MIPOTPAaMMHBIX U POTPAMMHO-
anmapaTHBIX CPEICTB
rapaHTHPOBAHHOT'O YHUYTOXEHUS
uHpOpMaIU

DKcrepTHas OleHKa
pe3yIbTaTOB ACSATEILHOCTH
00ydJarouuxcs npu
BBITTOJIHEHUH TEKYILETO
KOHTPOJISI, yCTHOTO OIPOCa;
KOHTpPOJIbHOM paboThl Ne |
(pyOexHBI KOHTPOJIB)

36 - TUTIOBBIE CPEJCTBA U METO/IbI
BEJICHUS ayJHNTa, CPEIICTB U
CTIIOCOOOB 3alIUTH HH(OPMAITIH B
JIOKAJIbHBIX BBIYMCIIATEILHBIX
CeTsIX, CPEIICTB 3aIIUTHI OT
HECAHKIIMOHHUPOBAHHOTO JOCTYIIa

3HaHUe TUIIOBBIX CpCACTB U
METOJIOB BEJICHUS ayIUTa,
CPEIICTB ¥ CIIOCOOOB 3aIIUTHI
HH(POPMAIIMU B JIOKATbHBIX
BBIYUCIIUTCIIBHBIX CCTAX, CPCACTB
3aIUTHI OT
HECAHKIIMOHMPOBAHHOTO JOCTYIIA

DKcIepTHas OLICHKa
PE3yNbTAaTOB JIEATEIbHOCTH
oOyyaromuxcst npu
BBIMIOJTHEHUH TEKYIIETO
KOHTPOJIsI, yCTHOT'O OIpOCa;
KOHTPOJIBbHOM paboThr No 1
(pyOexHBIA KOHTPOJIb)

B pesynbrate arrecranuu mo ydeOnoi mucumrummae «MJIK.02.02. Kpunrorpaduyeckue cpeacra

3aIMThl MH()OPMAIUI» OCYIIECTBIISIETCS KOMIUICKCHAs MPOBEpPKA CIEAYIONIMX YMEHUH W 3HAHWM, a

TaKkxe JMHAMHUKa (OPMUPOBAHUS OOIINX U MPOPECCHOHATBHBIX KOMIIETEHIUH.

PesyabTaThl 00yuenus:
yMeHHsl, SHAHUS,
npogeccnoHaNbHbIe U 001IHE
KOMIIeTCHIIUHN

IToxa3aTenu oLeHKH
pe3yjabTara

(I)opMa KOHTPOJIA U
OICHUBAHUSA

YMmerhb:

VY1 - ycTaHaBnuBaTh,
HACTpauBaTh, IPUMEHSATH
IIpOrpaMMHBIE U IPOTPAMMHO-
armapaTHble CPeACTBa 3aIIUTHI
uH(popManun

VY2 - ycTaHaBIMBaTh U
HACTpamBaTh CPECTBA
AHTUBUPYCHOM 3aIIUTHI B
COOTBETCTBHH C
MPEIBABIAEMBIMA TPEOOBAHUSIMHU

VY3 - aMarHocTUpoBaTh,
YCTPaHITh OTKa3bl, 00€CIIeUYnBaTh
paboTOoCOoCOOHOCTh U
TECTUPOBATH PYHKLIUU
IPOrpaMMHO-aNnapaTHBIX
CPEICTB 3alIUThl HHPOPMAIUU

V4 - npuMeHATh NPOrpaMMHBIE U
ITPOrpaMMHO-AIIIapaTHbIE

VYcraHoBKka, HaCTpoKa,
IIPUMEHEHHE ITPOIPAMMHBIX U
MIPOrpaMMHO-AIIAPATHBIX
CPEICTB 3alUThl HTHPOpMALIUU

YMeHHe yCTaHaBIMBATh U
HACTpanBaTh CPEJCTBA
AHTUBUPYCHOM 3aILIUTHI B
COOTBETCTBUH C
MpeIbABISEMBIMUA TPEOOBAaHUSIMU

Brimosaenune JAUardoCTHUKH,
yCTpaHEHHE OTKA30B,
obecrnieueHre paboTOCIOCOOHOCTH
U TeCTUpOBaHKE (YHKIIUH
MPOTPaMMHO-ANTIaPaTHBIX
CPENCTB 3alIUThl UHPOPMAITUH

JleMoHCcTpanust ymeHust
IIPUMEHATH IIPOTPAMMHBIE U

DKcrepTHas OIICHKa
PE3yNbTATOB JIEATEIHHOCTH
00yyaromuxcst Npu
BBITIOJTHEHUH MMPAKTUICCKUX
pabor:

[IpakTyeckasa padbora Ne 37
«[Ipumenenue anropurma
EBknuga s Hax oK aeHus
HO/I. Pemenne nuHEHHBIX
TU0(aHTOBBIX ypaBHEHUIN.
[IpakTryeckasg pabora Ne 38
«IIpoBepka uncen Ha
MIPOCTOTY.

[IpakTryeckasg padora Ne 39
«Pemenne 3a1a4 ¢ dJIIeMEHTaMH
TEOPUHU THCEI.
[IpakTyeckasg pabora Ne 40
«[IpumeHeHne KI1acCuIecKux
HIHPPOB 3aMEHBI».
[IpakTuyeckas padora Ne 41
«[IpumeHeHne KIIacCUIeCKuX




CpCaAcTBa AJid 3alIUThI
nH(popMaiuu B 6azax JaHHBIX

VY5 - npoBEPSTH BBINOJIHEHUE
TpeOOBaHUH 1O 3aIUTe
uHpOpMaLUU OT
HECAHKIIMOHUPOBAHHOTO JOCTYIa
IIpU aTTeCTallui 0OOBEKTOB
uHpOpMaTU3aLUH 110
TpeOoBaHUsM OE30MMACHOCTH
nHpopmaruu

V6 - npuMeHsITh MaTeMaTUYECKUH
anmnapar JiJisl BEIITOJIHEHUS
KpUnTorpaguueckux
peoOpa3oBaHU

VY7 - ucrionb30BaTh TUIIOBHIE
IIpOrpaMMHBbIE
KpUNTOTpaQHIECKUE CPENICTBA, B
TOM YHCJI€ IEKTPOHHYIO MOJIUChH

V8 - npuUMeHsATh CpeicTBa
rapaHTHPOBAHHOTO YHUYTOKEHUS
uHpOpMauu

VY9 - ycranaBiIMBars,
HaCTpauBaTh, IPUMEHSITH
MIPOTPaMMHBIE U TIPOTPAMMHO-
armapaTHble CPeACTBa 3aIIUTHI
uHpopManuu

V10 - ocymecTBIATh MOHUTOPUHT
U PErUCTPALUIO CBEJICHUH,
HEOOXOAUMBIX JUIS 3aLUThI
00BEKTOB MHPOPMATHU3AIIH, B
TOM YHCJIIE C HCIIOJIb30BAaHHEM
POrpaMMHBIX U IPOrPaMMHO-
anmapaTHbIX CpE/ICTB
oOHapyKeHHUsI, IPEeNYyIPEKACHUS
Y JINKBUJIAIIMY TIOCIIEICTBUIA
KOMIIBIOTEPHBIX aTaK

OK 01. Beibupats cioco0sl
pereHus 3a1a49
npo¢eCcCuOHATBHON
JesTeIbHOCTH, TIPUMEHHUTENIBHO K
Pa3IUYHBIM KOHTEKCTaM

OK 02. Ocy1iecTBasiTh MOUCK,
aHaJN3 ¥ WHTEPIIPETAIHIO

MIPOrpaMMHO-AIIapaTHBIE
CPEICTBA JIJISl 3aIIUTHI
nH(popmanuy B 6a3zax JaHHBIX

YMeHue npoBepsATh BHITOTHEHNE
TpeOOBaHUII 1O 3aIuUTe
uHpOpMaIUU OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYIIA
IIpU aTTECTalluU OOBEKTOB
WHPOPMATH3ALINY 110
TpeOoBaHUSAM 0€30MaCHOCTH
nHpopmauu

[TpuMeHeHre MaTeMaTHYECKOro
arrapara AJid BbIIIOJHCHUA
KPHUITOrpapuueCKUX
peoOpa3oBaHMA

Hcnonp30BaHne TUITOBBIX
MPOTPaMMHBIX
KpUNTOTpaQUIECKUX CPECTB, B
TOM YHCJIC AJICKTPOHHOU MOATMCH

[Tpumenenue cpencTs
rapaHTHPOBAHHOTO YHUUTOKCHUS
uH(pOpMaIU

YMeHue ycTaHaBIUBaTh,
HacTpauBaTh, IPUMEHSTh
MPOrpaMMHBIE U TIPOTPAMMHO-
anmapaTHble CpeACTBa 3aIIUTHI
uH(popMaIu

JleMoHCTpanus yMeHus
OCYILECTBIISATH MOHUTOPUHT U
pEerucTparmo CBeJIeHUH,
HEOOXOUMBIX JITSI 3aIIUTHI
00BEKTOB HHPOPMATHU3ALIH, B
TOM YHCJI€ C UCTI0JIb30BaHUEM
IPOrpaMMHBIX U IPOrPaMMHO-
anImapaTHbIX CPEICTB
oOHapyXeHHUs, IPEAYIPEKICHUS
Y JIMKBUJAIIMK TIOCTIEACTBUNA
KOMIIBIOTEPHBIX aTaK

O60CHOBaHHOCTH TTOCTAHOBKHU
11eJTH, BEIOOpA U TPUMEHEHUS
METOJIOB M CIIOCOOOB pelIeHUs
npo¢eCCHOHAIBHBIX 3a]1aY;
aJIeKBaTHas OIEHKA U CAaMOOIICHKA
3¢ (HEeKTHBHOCTH U Ka4eCTBa
BBITIOJTHEHUS TIPOPECCHOHATBHBIX
3amad

Hcnons3oBanne pa3InyHbIX
HCTOYHUKOB, BKIIIOUAst

1 (poB MEPEeCTAaHOBKUY.
[IpakTuyeckas padora Ne 42
«IIpumeHenue merona
raMMUPOBAHUS».
[IpakTuueckas padora Ne 43
«Kpunroananus mudpa
MIPOCTOMN 3aMEHBI METOAOM
aHaJIM3a YaCTOTHOCTH
CHMBOJIOBY.

[TpakTuueckas padora Ne 44
«Kpunroananus KI1acCHYeCKUX
muGPOB METOJIOM TTOJTHOTO
nepedopa KIrdei».
[IpakTyeckas padora Ne 45
«Kpurnroananus mudpa
Buxenepar.

[IpakTuueckas padora Ne 46
«[IpuMeHeHre METOI0B
renepanuu [1CY».
[IpakTuueckas padora Ne 47
«KomupoBanue napopmarum».
[IpakTryeckas padora Ne 48
«[Iporpammuas peamsarus
KJIACCUYECKUX IHU(PPOBY.
[IpakTyeckas padora Ne 49
«U3yuenue peanuzamnuu
KJIACCUYECKHX IHU(POB 3aMEHBI
Y TICPECTAaHOBKH B IIpOrpamMme
CrypTool unu ananore».
[IpakTyeckasg padora Ne 50
«M3ydeHne nporpaMMHON
peam3anui COBPEMEHHBIX
CUMMETPUYHBIX MH(POBY.
[IpakTyeckasg padora Ne 51
«IIprMeHenne pa3InyHbIX
ACHMMETPUYHBIX aJITOPUTMOBY.
[IpakTyeckasg padbora Ne 52
«H3ydeHue nporpaMMHON
pean3anuu aCHMMETPUIHOTO
anroputmMa RSA».
[IpakTyeckasa padbora Ne 53
«[IpumeHeHne pa3IMIHbIX
GyHKIUI XempoBaHus,
aHaJIN3 0COOEHHOCTEH Xeleh.
[IpakTyeckasg pabora Ne 54
«IIpumeHenue
KpUnTorpaguuecknx arak Ha
XelI-QyHKITUN.
[IpakTyeckasg pabora Ne 55
«3yuyeHne nporpaMMHO-
anmapaTHBIX CPEJCTB,
peaTM3YIONTUX OCHOBHBIE
(1731901217 8C1 1 P
[IpakTuyeckasg pabora Ne 56
«IIpumeHeHne mpoTokoIa
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nH(pOpMaIUU, HEOOXOTUMOM TSI
BBITIOJIHEHMS 33,124
npodeccnoHaTbHOMI
JEATEILHOCTH

OK 03. [lnmanupoBats 1
pean30BBIBATH COOCTBEHHOE
poeCCHOHATILHOE U
JTUYHOCTHOE Pa3BUTHUE

OK 04. PaboTtaTh B KOJIJIEKTUBE U
KoMaH[e, 3pHEKTUBHO
B3aMMOJICHCTBOBATh C KOJIJIETaMH,
PYKOBOJICTBOM, KJINEHTAMH

OK 05. OcyuiecTBiTh YCTHYIO U
NUCbMEHHYIO KOMMYHUKAIHIO Ha
rOCY/IapCTBEHHOM SI3BIKE C
y4eToM 0COOEHHOCTEH
COI[MAJIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK 06. ITposiBAsTH TpakIaHCKO-
NaTPUOTUYECKYIO MTO3ULIHIO,
JI€MOHCTPUPOBATH OCO3HAHHOE
MIOBE/ICHUE HA OCHOBE
TPaTUIIOHHBIX
001I1eUeNI0OBEYECKHUX LIEHHOCTEH

OK 07. ConeiicTBOBaThH
COXPAHEHHUIO OKPYXKAIOMIeH
Cpelbl, pecypcocOepekeHH o,
3¢ PexTUBHO NEHCTBOBATH B
Ype3BBIYAIHBIX CHTYAITHSIX

OK 08. Mcnonp30BaTh cpeacTaa
¢bu3nyecKoil KyabTypsl 1Jis
COXPaHEHMS U YKPETJICHHS
3JI0pOBbS B IIpoIiecce
npo¢eCcCuOHATBHON
ACATCIIBHOCTH Y TOAACPKAHUA
HE00XO0AUMOTO YPOBHS
¢bu3nvecKoil MoAroTOBIEHHOCTH

AIEKTPOHHBIE PECYPCHI,
Me/Inapecypchl, HHTEPHET-
pecypchl, IepuoOIUIECcKre
W3JIaHHS TI0 CHICTIMATBHOCTH JIJISt
penieHus mpodeccuoHaTbHBIX
3aga4

JleMOHCTpalust OTBETCTBEHHOCTH
3a MPUHSATHIC PELICHUS;
000CHOBaHHOCTh CaMOAHaJIN3a
KOPPEKIHsI pE3yJIbTaTOB
coOCTBEHHOM pabOTHI

BsaunmonelicTBue ¢
oOyJaronumucs,
MpernojaBaTesiIMU U MacTepaMu B
xo0j11e 00y4yeHus1, ¢
PYKOBOJUTENSIMU y4eOHOU U
IIPOU3BOJCTBEHHOM IIPAKTHK;
000CHOBAaHHOCTh aHaJIM3a PAOOTHI
YJIEHOB KOMaH 1bl (ITOAYMHEHHBIX )

I'pamOTHOCTB yCTHOU 1
IIACBMEHHOU pedH, SICHOCTh
(GOopMyYIMPOBAHUS U U3JIOKEHUS
MBICIIEH

CobmtoieHne HOpM MOBEICHHS BO
BpeMs yueOHBIX 3aHATHI U
MIPOXOKJCHUS y4eOHOM U
MIPOU3BO/ICTBEHHOM MPaKTHK

D¢ heKTUBHOCTH BHITIOIHEHUS
npasui Th Bo Bpemst yueOHBIX
3aHATHUH, IPU TPOXOXKICHUU
y4eOHOM U MPOU3BOJCTBEHHON
MPAKTHK; 3HAHUE U
UCIOJIb30BAHUE
pecypcocOeperaronmx
TEXHOJIOTH B 00J1acTH
TEJIEKOMMYHUKALNI

D¢ heKTUBHOCTH BHITIOIHEHUS
npasui Th Bo BpeMs yueOHBIX
3aHATUH, IPU IPOXOKACHUN
y4eOHOI U IPOU3BOJICTBEHHOM
MIPaKTUK

Huddu - Xemmana s
oOMeHa KIIto4aMu
mmdpoBaHus».
[TpakTrueckas padora Ne 57
«M3yueHne NMpUHIUIIOB paOOTHI
MIPOTOKOJIOB ayTeHTU(PHUKAIIUU
C UCIIOJIB30BAHUEM JJOBEPEHHOU
CTOPOHBI Ha IPUMEPE
nportokoina Kerberosy.
[TpakTrueckas padora Ne 58
«IIpumeHenue
ayTeHTU(UKALUH 110
OJIHOPA30BbIM MAPOJISIM.
Peanuzanus anroputMoB
CO3aHMSI OHOPA30BBIX
apoJIek».

[TpakTuueckas pabora Ne 59
«O030p U CPaBHUTENBHBIH
aHanu3 cymectpyromero 110
n1st BetpauBanus L[B3».
[TpakTuueckas padora Ne 60
«Peanmu3zanus npocTeimmx
cTeraHorpapuyeckux
QJIITOPUTMOBY.

KourponsHas pabora Ne 1
«Kpurnrorpapuueckre MeTo bl
3alUThI KHPOPMAITUY

[IpoBenenue s3x3amMeHa
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OK 09. Ucnons30BaTh
WH()OPMAIIMOHHBIC TEXHOJIOTHH B
npodeccnoHaTbHOMI
JEATEILHOCTH

OK 10. ITomp3oBaThcs
npodeccnoHaTBEHOM
JTOKyMEHTAIMeH Ha
rOCy/IapCTBEHHOM U
WHOCTPAHHOM SI3bIKE

[IK 2.1 - OcymiecTBasTh
YCTaHOBKY M HaCTPOUKY
OTJENbHBIX IPOTPAMMHBIX,
IIPOrpaMMHO-aNnapaTHbIX
CPEICTB 3alUThl HHPOpMALUU

[1K 2.2 - OGecnieunBaTh 3aIIUTy
uHpopManuu B
aBTOMATU3HPOBAHHBIX CHCTEMAaX
OTJICTILHBIMU TIPOTrPAMMHBIMH,
MpOrpaMMHO-anmnapaTHbIMU
cpelncTBamMu

IIK 2.3 - OcymiecTBasTh
TECTUpOBaHUE (PYHKIIHI
OTIENbHBIX IPOTPAMMHBIX U
MIPOrpaMMHO-AINIapaTHBIX
CPEICTB 3alIUThl HHPOpMAIUU

[1K 2.4 - OcymiecTBasTh
00paboTKy, XpaHEHHE U Tepeiavy
uHpOpMaIUU OrPaHUYEHHOTO
J0CTyma

IIK 2.5 - YHuuTOX)aTh
MH(POPMAIIHUIO U HOCUTEIH
nH(OpPMaLIUU C UCTIOIb30BAaHHEM
MIPOrPaMMHBIX U IPOTPaMMHO-
anmnapaTHBIX CPEICTB

IIK 2.6 - OcyniecTBasaTh
PEruCTpaIfio OCHOBHBIX COOBITUI
B aBTOMAaTU3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX) CUCTEMAX, B
TOM YHCJIE€ C UCTIOJIb30BAaHUEM

O} PeKkTUBHOCTD UCTIOTBL30BAHUS
WH(POPMaIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHIA
B IPOeCCUOHATBHOMN
JeSITeIbHOCTH COTJIACHO
(bopMHUpYyEMBbIM YMEHUSM U
MOJIy9aeMOMY TIPAKTHIECKOMY
OTIBITY

D¢ hEeKTUBHOCTH UCTIOJIb30BaAHUS
B IpodecCHOHATBHOMN
JeSITeIbHOCTH HEOOX0AMMON
TEXHUYECKOH TOKYMECHTAIIUH, B
TOM YHCJIC HA aHTJIMHCKOM SI3BIKE

JIeMOHCTpHUpPOBATh YMEHUS U
IIPAKTUYECKUE HABbIKU B
YCTaHOBKE U HaCTPOUKeE
OTJIENbHBIX IPOTPAMMHBIX,
[IPOrpaMMHO-aMNIAPaTHBIX
CPEeZACTB 3allUThl HH(OpMALUU

JIeMOHCTPHPOBAThH 3HAHUS U
YMEHHS B 00€CIICUCHUH 3aIUThI
nHpopManuu B
aBTOMATH3UPOBAHHBIX CHCTEMaX
OT/AEJIBHBIMU IIPOrPAMMHBIMH,
MPOrpaMMHO-aIapaTHBIMU
CpencTBaMu

Brinonnenue nepeuns padboT no
TECTUPOBAHUIO (QYHKIUI
OTJIENIbHBIX MPOIPAMMHBIX U
MIPOrpaMMHO-aInapaTHbIX
CPEICTB 3alUThl HHPOpMALIUU

[IposiBAATH 3HAHMS, HABBIKU U
yMeHHUs B 00paboTKe, XpaHECHUHU U
nepeaayde nHGopmanuu
OTPaHUYEHHOT0 JI0CTYIa

JleMOHCTpanus alropuTMa
poBeieHus paboT 1o
YHUYTOXKEHUIO HHPOPMALIUU U
HOCHUTENEeH HHPOpMAIINH C
HCIOJIb30BAHUEM IIPOrPaMMHBIX U
MIPOrpaMMHO-AIIAPaTHBIX
CPEICTB

[IposABIATE 3HaHUS U YMEHUS B
3alMTE ABTOMAaTU3UPOBAHHbIX
(MH(pOPMAIIMOHHBIX) CUCTEM C
HCIOJIb30BAHUEM IIPOrPAMMHBIX U
IIPOrpaMMHO-aIIAPATHBIX
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IIPOrPaMMHBIX U IPOIPaMMHO-
anmnapaTHbIX CPEJICTB
OOHapyKEHHS, TPEAYIPEKACHUSI
Y JTMKBHJIALIMH TTOCIEACTBUI
KOMIIBIOTEPHBIX aTaKk

cpeacTB oOHapyKeHUs,
MPEAYNPEKACHUS U JTUKBUAAINN
HOCHCHCTBHﬁ KOMITBIOTCPHBIX
aTak

3HAaTh:

31 - 0cOOECHHOCTH B CIOCOOBI
MIPUMEHEHHS TPOrPAMMHBIX U
MIPOrPaMMHO-AIAPATHBIX
CPEJICTB 3alIMThl HH(pOPMAIUH, B
TOM YHCJIE, B OTIEPAIIIOHHBIX
CUCTEMaX, KOMITBFOTEPHBIX CETSIX,
0a3zax JaHHBIX

[IpaBUIBHOCTE OmpeneIcHUs
0COOEHHOCTEN U CITOCO00B
MIPUMEHECHHUSI POTPAMMHBIX U
MIPOrpaMMHO-aNmapaTHBIX
CpEeACTB 3alMThHl HH(POpPMALIUH, B
TOM YHCJIC, B OTICPAIIMOHHBIX
CUCTEMaX, KOMITBIOTEPHBIX CETSIX,
0a3ax JTaHHBIX

DKcIepTHas OLICHKa
PE3yNbTAaTOB JIEATEIHHOCTH
00y4aromuxcst Mpu
BBIMIOJTHEHUH TEKYIIETO
KOHTPOJIsI, yCTHOTO OIpOCa;
KOHTPOJIbHOM paboThr Ne 1
(pyOexHBIN KOHTPOJIb)

O1LieHKA 3aIUATEI
CaMOCTOSITCIILHON pabOThI
CPC Ne 1-8

32 - METO/Ibl TECTUPOBAHUS
GyHKIUI OTASTBHBIX
MIPOTrpaMMHBIX U TPOTPAMMHO-
anmapaTHbIX CPEJICTB 3aIUThI
uHpOpMauu

3HaHUe METOJIOB TECTUPOBAHUS
(bYHKIMI OTAETBHBIX
MPOrpaMMHBIX U POTPAMMHO-
anmnapaTHBIX CPEJICTB 3aIHUTHI
uH(pOpMaIU

DKcrepTHas OlleHKa
PE3yNbTAaTOB IEATEIHbHOCTH
o0yJaromuxcst npu
BBITIOJTHCHUH TEKYIIIETO
KOHTPOJISI, YCTHOTO OIPOCa;
KOHTpPOJIbHON paboThl No 1
(pyOexHBIN KOHTPOJIb)

O1eHKa 3aIUThI

CaMOCTOSITENIbHOIN paOOThI
CPC Ne 1-8

33 - TUIIOBBIE MOAEIIHN
yIpaBJiICHUS JOCTYIIOM, CPEJICTB,
METO/IOB U MPOTOKOJIOB
UIACHTU(DUKAIIIHN 1
ayTeHTU(UKALUU

IIpaBMIIBHOCTB ONpeneneHUs
TUIIOBBIX MOJIEJIEH yIIpaBICHUS
JIOCTYTIOM, CPEJICTB, METO/I0B U
MIPOTOKOJIOB MJICHTU(DUKALIUHU U
ayTeHTU(UKaUN

DKcIiepTHas OLEHKa
PE3yJIbTaTOB JIEATEIbHOCTH
oOyJaromuxcst pu
BBITNIOJTHEHUH TEKYILETO
KOHTPOJIsI, yCTHOTO OIpOCa;
KOHTpPOJIbHOM paboThl Ne 1
(pyOeXHBIN KOHTPOJIB)

OreHKa 3alATEI
CaMOCTOSITENIbHON pabOThI
CPC Ne 1-8

34 - ocHOBHEBIE OHITHS
KpunTorpaduu 1 THIOBBIX
KpunTorpaguueckux MeTof0B U
CPEICTB 3alIUTHl HHPOPMAITUT

[IpaBunBbHOCTE OnpeneneHus
OCHOBHBIX ITOHITHH
KpunTorpaguu U TUTIOBBIX
KpUNTOrpaguuecKux METOJOB U
CPENCTB 3alIUThI UHPOPMAITUH

DKcrepTHas OIICHKa
pe3yIbTaTOB JIESATEIHLHOCTH
00y4aromuxcst Npu
BBINOJIHEHUH TEKYILETO
KOHTPOJIS, YCTHOTO OTIPOCa;
KOHTpPOJIbHOM paboThr Ne 1
(pyOexHBIN KOHTPOJIb)

O1ieHKA 3alUATEI
CaMOCTOSITENILHON pabOThI
CPC Ne 1-8

35 - 0COOCHHOCTH B CIOCOOBI
MPUMEHEHUS TPOTPAMMHBIX U
MPOrpaMMHO-aNIapaTHbIX
CPEJICTB TapaHTHPOBAHHOTO
YHUYTOKCHUS HHPOPMALIUU

3HaHue 0cOOEHHOCTEH 1
CMOCO0O0B MPUMEHEHUS
MIPOrPAMMHBIX U IIPOrPaMMHO-
anmapatHbIX CPEICTB
TrapaHTUPOBAHHOI'O YHUYTOXKEHUS

DKcrepTHas OlleHKa
PE3yNbTaTOB JIEATETHHOCTH
00ydJarouuxcs mpu
BBITIOJTHCHUH TEKYIIIETO
KOHTPOJIA, YCTHOI'O OIIpOCa;
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uHpOopMaIu

KOHTPOJILHOM paboTs! Ne 1
(pyOeXHBIN KOHTPOJIB)

O1ieHKAa 3alUTEI

CaMOCTOSITENIbHOIN pa0OThI
CPC Ne 1-8

36 - TUTIOBBIE CPEJCTBA U METO/IbI
BEJICHUS ayJHNTa, CPEIICTB U
CIOCOOOB 3alIUTHI HH(OPMAIINH B
JIOKAJIbHBIX BBIYMCIIATEILHBIX
CeTsIX, CPEIICTB 3aIIUTHI OT
HECAHKIIMOHHPOBAHHOTO JOCTYIa

3HaHUe TUIIOBBIX CpCACTB U
METOJIOB BEJICHUS ayIUTa,
CPEJICTB M CIIOCOOOB 3aIIUTHI
HH(OPMAIIMU B JIOKATBHBIX
BBIYUCIIUTCIIBHBIX CCTAX, CPCACTB
3aIIUTHI OT
HECAaHKIIMOHMPOBAHHOTO JOCTYIIA

DKcIepTHas OLICHKa
PE3yNbTAaTOB JIEATEIbHOCTH
00y4aromuxcst Mpu
BBIMIOJTHEHUH TEKYIIETO
KOHTPOJIsI, yCTHOTO OIpOCa;
KOHTPOJIbHOM paboThr Ne 1
(pyOexHBIN KOHTPOJIb)

O1LieHKA 3aIUATEI
CaMOCTOSITEIILHOM paOOThI
CPC Ne 1-8

3 OIEHKA OCBOEHUS TIPO®ECCUOHAJIBHOI'O MOAY JISA

3.1 ®opMBbI H METOBI OLIEHUBAHUS

[Ipeamerom OLIEHKH CITy>KaT YMEHHUs M 3HaHUs, npeaycmorpennsie @I'OC mo npodeccrnoHanisHOMY

MOJ1yJIIO, HallpaBJIeHHbIE Ha (hOpMUPOBaHKE OOIUX U MPO(ECCHOHATBHBIX KOMIETEHITHH.

OueHka 3HaHMM M YMEHUM TPETyCMATPUBACT MPOBEIECHUE YCTHOTO OIMPOCa, CaMOCTOATEIbHOMN

paloThI CTyJIEHTa, MPAKTUUYECKUX pabOT MpH TEKYLIeM KOHTPOJIE, KOHTPOJIBHOW padoThl MpHU PyOEKHOM

KOHTpOJIE, OTBETHl Ha

HpOMe)I(YTO‘{HOI>'I aTTeCTalnu.

TEOPETUYECKHE

BOIIPOCHI,

BBITIOJTHEHUC

MPAKTUYECKONH  paboThl

pu

14




KonTpoub n ouenka ocsoenust yueoHoii rucuunianubl M/IK.02.01. «IIporpaMMHbIe M IPOrpaMMHO-ANNAPATHbIE CPEACTBA 3AIIUTHI

HH(poOpManum» 1o TeMaM (pasaesnam)

JieMeHT y4eOHOoM

@opMbI H METOAbI KOHTPOJIsI

AU CHMILIMHbBI Tekymuii KOHTPOJIb Py0eskHbIi KOHTPOJIb IIpoMeskyTOUYHAS aTTeCTALMS
dopmMa KOHTPOJIA IIpoBepsiemble | @opma koHTpoJs | [IpoBepsiemble dopma IIpoBepsiembie
OK,V,3 OK,V,3 KOHTPOJIsI OK,V,3
Tema 1.1. VYcrHbll onpoc OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
[Ipenmer u 3aaun IK 2.1 K 2.1 K 2.1
MPOrpaMMHO- IIK 2.2 K 2.2 IIK 2.2
armapaTHoOM 3aluThl [IK 2.3 11K 2.3 11K 2.3
nHpopMaUn K 2.4 [IK 2.4 [IK 2.4
K 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 K 2.6
V1-V10 V1-V10 YI1-Y10
31-36 31-36 31-36
Tema 1.2. YcTHBIM omnpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
CranpapTtsl [TpakTrueckue padboTsl Ne 1-2 K 2.1 K 2.1 [IK 2.1
0€e30MacHOCTH [IK 2.2 K 2.2 K 2.2
K 2.3 K 2.3 K 2.3
[1K 2.4 K 2.4 K 2.4
[IK 2.5 K 2.5 [IK 2.5
[K 2.6 [IK 2.6 [IK 2.6
V1-V10 Y1-V10 VI1-V10
31-36 31-36 31-36
Tema 1.3. YceTHBIT onpoc. OK 01-OK 10 IIpakTrueckue OK 01-OK 10 OK3aMeH OK 01-OK 10
3amunieHHas [Tpaktuyeckue padotsl Ne 3-11 | [IK 2.1 paboTsl Ne 12 K 2.1 K 2.1
aBTOMAaTU3UPOBAHHAS [IK 2.2 K 2.2 K 2.2
cucrema K 2.3 K 2.3 K 2.3
[1IK 2.4 K 2.4 K 2.4
IIK 2.5 IIK 2.5 K 2.5
IIK 2.6 IIK 2.6 K 2.6
V1-V10 YI1-V10 VI1-V10
31-36 31-36 31-36
Tema 1.4. VYcTHBIH ompoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Jecrabummsupytomiee | [Ipaktuueckast pabora Ne 13 MK 2.1 MK 2.1 MK 2.1
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BO3JICHCTBHE HA K 2.2 K 2.2 K 2.2
0OBEKTHI 3AIUTHI I[IK 2.3 IIK 2.3 IIK 2.3
[1IK 2.4 K 2.4 [1IK 2.4
IIK 2.5 K 2.5 [IK 2.5
K 2.6 IK 2.6 K 2.6
YV1-V10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 1.5. VYcrHblit onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
[TpuHIIATIBI [Tpaktuueckue padorsl Ne 14-15 | [1IK 2.1 IK 2.1 IK 2.1
MPOrPaMMHO- K 2.2 K 2.2 K 2.2
arrnapaTHoOM 3alUThl K 2.3 K 2.3 K 2.3
uHpopmaIuu ot IIK 2.4 K 2.4 IIK 2.4
HECAHKIIMOHUPOBAHHOTO IIK 2.5 IIK 2.5 K 2.5
JOCTYyTIa IIK 2.6 [IK 2.6 [IK 2.6
V1-Y10 Y1-Y10 YI1-Y10
31-36 31-36 31-36
Tema 2.1. VYcrHbIl onpoc OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
OCHOBBI 3alTUTHI IK 2.1 K 2.1 K 2.1
ABTOHOMHBIX K 2.2 K 2.2 [IK 2.2
ABTOMATU3UPOBAHHBIX IIK 2.3 K 2.3 K 2.3
CHUCTEM K 2.4 K 2.4 K 2.4
K 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 K 2.6
VI1-Y10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 2.2. VYcrHbIl onpoc OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
3amura nporpamMmm ot IIK 2.1 IIK 2.1 K 2.1
WU3y4YEeHUs IIK 2.2 [IK 2.2 [IK 2.2
K 2.3 K 2.3 K 2.3
[1K 2.4 K 2.4 K 2.4
K 2.5 K 2.5 [IK 2.5
K 2.6 [IK 2.6 [IK 2.6
V1-V10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 2.3. VYcrHbI# onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Bpenonocnoe [TpakTuueckast pabota Ne 16 [K 2.1 K 2.1 K 2.1
POTrPaMMHOE 11K 2.2 11K 2.2 1K 2.2
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o0ecrieyeHue K 2.3 K 2.3 K 2.3
[1K 2.4 K 2.4 K 2.4
IIK 2.5 K 2.5 [IK 2.5
[1IK 2.6 [IK 2.6 [1IK 2.6
Y1-Y10 Y1-Y10 Y1-Y10
31-36 31-36 31-36
Tema 2.4. VYcrHbIl onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
3amura nporpaMm u [TpakTuueckue padorsl Ne 17-18 | I[IK 2.1 K 2.1 K 2.1
NAHHEIX OT [IK2.2 11K 2.2 [IK 2.2
HECAHKIIMOHUPOBAHHOIO IIK 2.3 K 2.3 IIK 2.3
KOIIMPOBAHUSA I1IK 2.4 K 2.4 [IK 2.4
[IK 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 K 2.6
V1-¥10 Y1-Y10 YI1-Y10
31-36 31-36 31-36
Tema 2.5. YcTHBIM onpoc. OK 01-OK 10 [IpakTnueckue OK 01-OK 10 DK3aMeH OK 01-OK 10
3amuta napopmanuu Ha | [Ipakruueckue padorer Ne 19-21 | TIK 2.1 paboTsl Ne 22 K 2.1 [IK 2.1
MalIMHHBIX HOCUTENSIX [IK 2.2 [IK 2.2 [IK 2.2
[1K 2.3 K 2.3 K 2.3
[IK 2.4 K 2.4 K 2.4
[IK 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 IIK 2.6
Y1-Y10 Y1-V10 Y1-Y10
31-36 31-36 31-36
Tema 2.6. VYcrHbll onpoc OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
ArnmapaTtHble cpeacTBa IK 2.1 K 2.1 K 2.1
UIeHTU(UKAIIIN U I[IK 2.2 TIK 2.2 TIK 2.2
ayTeHTU(UKALUU IIK 2.3 IK 2.3 K 2.3
M10JIb30BaTENEN K 2.4 [IK 2.4 [IK 2.4
[IK 2.5 K 2.5 K 2.5
[1K 2.6 IK 2.6 IIK 2.6
Y1-Y10 V1-Y10 Y1-Y10
31-36 31-36 31-36
Tema 2.7. VYcTHBIH ompoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Cucremsl ooHapyxenust | [Ipaktudeckast paborta Ne 23 IK 2.1 K 2.1 K 2.1
aTak U BTOP>KEHUH IIK 2.2 IIK 2.2 [IK 2.2
I1K 2.3 K 2.3 K 2.3
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[1K 2.4 K 2.4 K 2.4
[IK 2.5 K 2.5 K 2.5
[1IK 2.6 [IK 2.6 [1IK 2.6
Y1-Y10 Y1-Y10 Y1-Y10
31-36 31-36 31-36
Tema 3.1. VYcTHblii onpoc OK 01-OK 10 OK 01-OK 10 OK3aMeH OK 01-OK 10
OCHOBBI MOCTPOEHUS IIK 2.1 K 2.1 IIK 2.1
3alUIIEHHBIX CeTeH K 2.2 K 2.2 K 2.2
I1K 2.3 K 2.3 K 2.3
[1IK 2.4 [IK 2.4 [1IK 2.4
IIK 2.5 K 2.5 [IK 2.5
[IK 2.6 IIK 2.6 IIK 2.6
V1-¥10 Y1-Y10 YI1-Y10
31-36 31-36 31-36
Tema 3.2. YcTHBIM onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Cpencrta opranu3anuu | [Ipaktudeckas padora Ne 24 IK 2.1 K 2.1 K 2.1
VPN [IK 2.2 K 2.2 K 2.2
[1K 2.3 K 2.3 K 2.3
[IK 2.4 K 2.4 K 2.4
[IK 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 K 2.6
Y1-Y10 YI1-Y10 YI1-Y10
31-36 31-36 31-36
Tema 4.1. YcTHbIH ompoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Obecneuenue [Tpaktuyeckue padotsl Ne 25-26 | TIK 2.1 IIK 2.1 K 2.1
6e30macHOCTH IIK 2.2 K 2.2 K 2.2
MEXKCETEBOT0 I1K 2.3 K 2.3 K 2.3
B3aUMOJICVCTBHUS [K 2.4 K 2.4 K 2.4
[IK 2.5 K 2.5 K 2.5
[IK 2.6 IIK 2.6 K 2.6
Y1-Y10 Y1-V10 Y1-V10
31-36 31-36 31-36
Tema 4.2. YcTHBI onpoc. OK 01-OK 10 IIpakTrueckue OK 01-OK 10 OK3aMeH OK 01-OK 10
3ammra uHpopmanuu B | [Ipaktuueckue padotsr Ne 27 IIK 2.1 paboThr Ne28 IIK 2.1 K 2.1
0a3ax JaHHBIX [IK 2.2 TIK 2.2 TIK 2.2
K 2.3 K 2.3 K 2.3
I1K 2.4 K 2.4 K 2.4
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I1K 2.5 IK 2.5 K 2.5
[1IK 2.6 [IK 2.6 [1IK 2.6
Y1-Y10 Y1-V10 Y1-Y10
31-36 31-36 31-36
Tema 5.1. VYcrHbIl onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
Mounutopunr cucteM | [Ipaktudeckue padbotsr Ne 29-30 | T1K 2.1 K 2.1 K 2.1
3aIlUTHI K 2.2 [IK 2.2 [IK 2.2
IIK 2.3 K 2.3 [1IK 2.3
[IK 2.4 K 2.4 K 2.4
I1IK 2.5 IK 2.5 IK 2.5
[IK 2.6 [IK 2.6 [1IK 2.6
V1-¥10 Y1-Y10 YI1-Y10
31-36 31-36 31-36
Tema 5.2. YcTHbIl onpoc. OK 01-OK 10 KonTponbHast OK 01-OK 10 DK3aMeH OK 01-OK 10
Nzyuenne mep 3amutel | [Ipaktuueckas padora Ne 31 [K 2.1 pabora Ne 1 K 2.1 [IK 2.1
nH(popManuu B IIK 2.2 K 2.2 K 2.2
UH(POPMAIIMOHHBIX I1K 2.3 K 2.3 K 2.3
cucTremMax K 2.4 [IK 2.4 K 2.4
[IK 2.5 K 2.5 K 2.5
[1IK 2.6 IIK 2.6 K 2.6
Y1-Y10 Y1-V10 Y1-Y10
31-36 31-36 31-36
Tema 5.3. YcTHBIM onpoc. OK 01-OK 10 OK 01-OK 10 DK3aMeH OK 01-OK 10
N3zyuenne coBpemenHbix | [Ipaktnueckue padorsr Ne 32-36 | 11K 2.1 K 2.1 K 2.1
MPOrpaMMHO- K 2.2 K 2.2 K 2.2
anmnapaTHbIX IIK 2.3 K 2.3 K 2.3
KOMIIJIEKCOB K 2.4 [IK 2.4 [IK 2.4
IK 2.5 IK 2.5 IK 2.5
I1K 2.6 IK 2.6 K 2.6
V1-¥10 V1-V10 V1-V10
31-36 31-36 31-36
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KonTpoub n ouenka ocsoenus yueoOHoi rucuunanabl MJIK.02.02«Kpunrorpadpuyeckue cpeacrsa 3amuTbl HHGOPMALTUN»

no remam (paszaenam)

JieMeHT Yy4eOHOoM

@opMbI H METOAbI KOHTPOJIsI

JUCHMILINHbI Texkymuii KOHTPOJIb Py06eskHblii KOHTPOJIb IIpoMeskyTOUYHAS aTTeCTALMS
DopMa KOHTPOJIA IIpoBepsiemble | @opma xkoHTpoJs | [IpoBepsiemble ®opma IIpoBepsiemble
OK,V,3 OK, V.3 KOHTPOJIA OK, V.3
Tema 1.1. VeIl onpoc. OK 01-OK 10 OK 01-OK 10 | sx3amen OK 01-OK 10
Beenenue. [Tpaktuyeckue padorer Ne 37-39. | IIK 2.1 IIK 2.1 IIK 2.1
MaremMaTnyeckue OCHOBBI [IK 2.2 K 2.2 [IK 2.2
Kpunrorpauu IIK 2.3 IIK 2.3 [IK 2.3
[IK 2.4 K 2.4 [IK 2.4
K 2.5 IIK 2.5 IIK 2.5
IIK 2.6 IIK 2.6 [IK 2.6
YI1-V10 V1-V10 V1-¥V10
31-36 31-36 31-36
Tema 2.1. YcTHBIN onpoc. OK 01-OK 10 Konrtponbnas OK 01-OK 10 JK3aMEH OK 01-OK 10
Metonpl [Tpaktuyeckue padoter Ne 40-42. | TIK 2.1 pabota Ne 1 IIK 2.1 IIK 2.1
Kpunrorpaduaeckoi K 2.2 IIK 2.2 K 2.2
3aIUTHl HHQOPMAITUU K 2.3 K 2.3 K 2.3
K 2.4 K 2.4 K 2.4
[IK 2.5 [IK 2.5 [IK 2.5
[IK 2.6 I1IK 2.6 IIK 2.6
Y1-V10 V1-Y10 V1-V10
31-36 31-36 31-36
Tema 2.2. YcTHBIM onpoc. OK 01-OK 10 OK 01-OK 10 JK3aMEH OK 01-OK 10
Kpunroananus [Tpaktnyeckue pabotel Ne 43-45. | TIK 2.1 IK 2.1 IK 2.1
K 2.2 K 2.2 K 2.2
K 2.3 IIK 2.3 IIK 2.3
K 2.4 [IK 2.4 [IK 2.4
K 2.5 IIK 2.5 [IK 2.5
[IK 2.6 I1IK 2.6 I1IK 2.6
YI1-V10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 2.3. YcTHbIH ompoc. OK 01-OK 10 OK 01-OK 10 | sx3ameH OK 01-OK 10
[ToTounsle mudpLI 1 [TpakTuueckas paborta Ne 46 MK 2.1 MK 2.1 I[IK 2.1
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TeHEPATOPBI [IK 2.2 IIK 2.2 IIK 2.2
MICEBIOCTYYAHHBIX YUCEI K 2.3 K 2.3 K 2.3
K 2.4 1K 2.4 [IK 2.4
K 2.5 [IK 2.5 [IK 2.5
IIK 2.6 I1IK 2.6 I1IK 2.6
Y1-Y10 Y1-Y10 Y1-V10
31-36 31-36 31-36
Tema 3.1. VYcrHblit onpoc. OK 01-OK 10 OK 01-OK 10 JK3aMEH OK 01-OK 10
Konuposanue [Ipaktuueckue padotsl Ne 47-49. | TIK 2.1 IK 2.1 IK 2.1
uHpOpMaLnH. [IK 2.2 IIK 2.2 IIK 2.2
Komnsrorepuzanus K 2.3 IK 2.3 K 2.3
mudpoBaHus IIK 2.4 IIK 2.4 IIK 2.4
K 2.5 [IK 2.5 [IK 2.5
IK 2.6 I1IK 2.6 I1K 2.6
V1-V10 V1-¥10 V1-¥10
31-36 31-36 31-36
Tema 3.2. YcTHbI# onpoc. OK 01-OK 10 OK 01-OK 10 | sx3amen OK 01-OK 10
Cummerpuunblie cuctembl | [Ipaktuueckas padora Ne 50 K 2.1 IK 2.1 IK 2.1
muppoBaHus [IK 2.2 IIK 2.2 [IK 2.2
K 2.3 IIK 2.3 IIK 2.3
K 2.4 [IK 2.4 1K 2.4
IK 2.5 IK 2.5 I1K 2.5
IIK 2.6 I1K 2.6 [IK 2.6
V1-Y10 V1-¥10 Y1-¥10
31-36 31-36 31-36
Tema 3.3. YcTHbIH ompoc. OK 01-OK 10 OK 01-OK 10 | »sx3amen OK 01-OK 10
AcHMMeTpHUYHBIE ITpaktnyeckue pabotsr Ne 51-52 | TIK 2.1 IIK 2.1 IIK 2.1
cUcTeMbl MU(POBaHUSA IK 2.2 IIK 2.2 K 2.2
K 2.3 K 2.3 K 2.3
K 2.4 [IK 2.4 1K 2.4
IK 2.5 IK 2.5 I1IK 2.5
IIK 2.6 I1K 2.6 I1K 2.6
Y1-Y10 Y1-V10 Y1-V10
31-36 31-36 31-36
Tema 3.4. YeTHBIT onpoc. OK 01-OK 10 [IpaxkTrueckue OK 01-OK 10 | ak3amen OK 01-OK 10
AyTeHTHpHUKAIHS [Tpaktuyeckue padoter Ne 53-54 | TIK 2.1 pabotbr Ne 55 IIK 2.1 IIK 2.1
JAHHBIX. DJIEKTPOHHAS 1K 2.2 11K 2.2 1K 2.2
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MOJIIIUCH IIK 2.3 IIK 2.3 IIK 2.3
K 2.4 K 2.4 K 2.4
K 2.5 [IK 2.5 [IK 2.5
IIK 2.6 [IK 2.6 [IK 2.6
V1-V10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 3.5. VeIl onpoc. OK 01-OK 10 OK 01-OK 10 | sx3ameH OK 01-OK 10
AJNropuT™MBI OOMEHa [Tpaktrueckue padots Ne 56-57 | TIK 2.1 [K 2.1 [K 2.1
KJIFOYEH U MTPOTOKOJIBI K 2.2 K 2.2 K 2.2
ayTeHTH(UKAITII IIK 2.3 K 2.3 K 2.3
K 2.4 K 2.4 [IK 2.4
IK 2.5 I1K 2.5 I1K 2.5
IIK 2.6 IIK 2.6 [IK 2.6
V1-V10 V1-¥10 V1-¥10
31-36 31-36 31-36
Tema 3.6. VYcTHbIH onpoc. OK 01-OK 10 OK 01-OK 10 | sx3amen OK 01-OK 10
Kpunro3zamura 11K 2.1 [IK 2.1 [IK 2.1
nH(pOpMaIUU B CETAX K 2.2 IIK 2.2 K 2.2
nepeayn JaHHbIX K 2.3 K 2.3 K 2.3
K 2.4 [IK 2.4 K 2.4
K 2.5 IIK 2.5 [IK 2.5
IIK 2.6 [IK 2.6 [IK 2.6
Y1-V10 V1-Y10 V1-¥Y10
31-36 31-36 31-36
Tema 3.7. VYcTHBIN onpoc. OK 01-OK 10 OK 01-OK 10 JK3aMEH OK 01-OK 10
3amura napopmanuu B | [IpakTrueckas padbora Ne 58. MK 2.1 IK 2.1 IK 2.1
JJIEKTPOHHBIX IUIATEKHBIX K 2.2 1K 2.2 [IK 2.2
crucTemMax [IK 2.3 K 2.3 K 2.3
K 2.4 [IK 2.4 [IK 2.4
IK 2.5 IK 2.5 IK 2.5
IK 2.6 I1IK 2.6 I1K 2.6
VI1-V10 V1-V10 V1-V10
31-36 31-36 31-36
Tema 3.8. YcTHBIN onpoc. OK 01-OK 10 [IpakTnueckue OK 01-OK 10 9K3aMeH OK 01-OK 10
KomnerotrepHas ITpakTuyeckue padotsr Ne 59 K 2.1 pabotsr Ne 60 IK 2.1 IK 2.1
creranorpadus K 2.2 K 2.2 K 2.2
MK 2.3 K 2.3 K 2.3
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I[IK 2.4

[IK 2.5

IIK 2.6

YI1-V10
31-36

IIK 2.4
IIK 2.5
IIK 2.6
V1-V10
31-36

IIK 2.4
IIK 2.5
IIK 2.6
V1-Y10
31-36
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3.2 KontpoabHo-oneHounbie cpeactsa (KOC) mns Tekymero KOHTPOJsS 3HAHUIA,
YMeHH# 00y4aromuxcs

3.2.1 KontpoabHo-oueHounble cpeacrsa (KOC) i Tekymero KOHTpPOJs 3HAHMil, YMeHHId,
oOyuaromuxcsa no yuyeonoi gucuuniaumne MJ/IK.02.01 «IIporpaMMHbIe M MPOrpaMMHO-aNINAPATHbIE

Cpeacrea 3allIUThI I/IH(l)OpMaIII/II/I»

TunoBsble 3a1anus s oueHku 3uanmid 31, 32, 33, 34, 35, 36, ymennii Y1, Y2, Y3, V4, V5, Ve,
¥7,¥8,Y9, Y10 (Tekymuii KOHTPOJIb)

Tema 1.1 IIpeamer U 33124 NPOrPaMMHO-ANINAPATHON 3alIUTHI HH(POPMALIMH.
1. 3a0anue ona ycmnozo onpoca no memam

1. TIlpeamer u 3a1a4u IpOTrpaMMHO-aNNIAPATHOMN 3aIIUTHI HHPOPMALIUH.

2. OcCHOBHBIE MOHATHS MPOTPAMMHO-AMNMNAPATHON 3aIUThI HH(OPMALIUH.

3. Knaccuduxamus MeTooB U CpeCTB MPOrpaMMHO-AIIAPATHON 3aIUTH HHPOPMAIIHIH.

Kpurepum oueHku

«OTJIHUYHO» CTABHUTCS, €CIIH:

- JIaH TMOJIHBIM, Pa3BEPHYTHIM OTBET HA MOCTABJIECHHBIN BOIIPOC, TOKA3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTepuaiax, TEXHOJIOTUIX HW3YUEHUS;

- JI0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MOHATHSI, TEPMUHBI U JIp.;

- B OTBETE OTCJICKUBAECTCSA YETKAsA CTPYKTYpa, BBICTPOCHHAS B JIOTUYECKOM MOCIEA0BATEIIBHOCTH;

- OTBET U3JIOKEH I'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3blBasi YMEHHUE BBIJIECIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0po1110» CTaBUTCS, ECIIN:

- JlaH TIOJIHBIM, Pa3BEpPHYTHIM OTBET HA IOCTABJICHHBIM BOMPOC, MOKAa3aHO YMEHUE BBIACISTH
CYILIECTBEHHBIE U HECYIIECTBEHHBIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUYECKON MOCIIEI0OBATEIILHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJTHAKO OBUIN JOMYIIEHBI HETOYHOCTH B OTNIPEICICHUH MOHSITHI, TEPMUHOB U JIP.

«Y10BJICTBOPUTEJIBbHO» CTABUTCS, €CIIU:

- JJaH HENOJIHBIM OTBET Ha IOCTABJIEHHBIA BOMPOC, JIOTUKA U TOCJIEIOBATEIBLHOCTh W3JIOKECHHS
HWMEIOT HEKOTOPbIE HAPYIIECHUS;

- JIOMYIIEHbl HECYIIECTBEHHBIE OITMOKN B M3JI0)KEHUH TEOPETUUECKOT0 MaTepHaia U yrnoTpedieHun
TEPMHUHOB;

- 3HaHHUA TIOKa3aHbl ClIabo, peub HErpaMOTHAS.

«HeynoBy1eTBOPUTENBHO)» CTABUTCS, €CIIH:

- JJaH HEMOJIHBIM OTBET Ha IOCTABJIEHHBIA BOMPOC, JIOTMUKA M TOCJIEIOBATEIBLHOCTh W3JIOKECHHS
HMMEIOT CYLIECTBEHHBIE HAPYILICHUS,

- IONYIIIEHBI CYNIECTBEHHBIC ONTMOKN B TEOPETUUECKOM MaTepuae (MOHITHIX, TEPMUHAX );

- 3HAaHUA OTCYTCTBYIOT, p€Ub HCTpaMOTHaAsA.
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Tema 1.2 CtanaapTsl 6€30MaCHOCTH.

1. 3aoanue ona ycmnozo onpoca no memam

1. HopMaTuBHBIE NIPABOBBIE AKThl, HOPMATHUBHBIE METOAWYECKUE JTOKYMEHTBHI, B COCTaB KOTOPBIX
BXOJAT TpeOOBaHMUS W PEKOMEHJAIMHM [0 3alluTe HH(POPMAIMH MPOTrPAMMHBIMH M MPOrPaMMHO-
arrapaTHbIMU CPEACTBAMMU.

2. IIpodunu 3amMTH MPOrpaMMHBIX U IPOTPAMMHO-AMMapaTHBIX CPEACTB (MEKCETEBBIX IKPAHOB,
CPEICTB KOHTPOJISI CheMHBIX MAIIUHHBIX HOCUTENEH HH(GOpMaIluu, CPEACTB TOBEPEHHOM 3arpy3KH,
CPEICTB aHTUBUPYCHOM 3aLUTHI).

3. CranaapTsl 10 3amuTe HHPOPMAIIUHU, B COCTaB KOTOPBIX BXOJAT TPEOOBAaHUS M PEKOMEHIALIUH 110

3alIuTe I/IH(i)OpMaI_II/II/I MMpOorpaMMHBIMHU U IIPOTpaMMHO-alIapaTHbIMAU CPCACTBAMMU.

Kpurepum ouenkn

«OTIHYHO» CTAaBUTCS, ECIH:

- J1aH IOJIHBIM, pa3BEPHYTHIM OTBET HA IIOCTABIEHHBIN BOIIPOC, IIOKa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HaHUM O Marepuanax, TEXHOJIOTUIX HW3YYCHUS;

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE ITOHSTHSI, TEPMHUHBI U 1IP.;

- B OTBETE OTCIICKUBAECTCS YETKAsA CTPYKTYPa, BBICTPOCHHAS B JIOTHYECKOM IOCIE0BATEIIBHOCTH;

- OTBET U3JIOXKEH I'DAMOTHBIM S3BIKOM;

- Ha BO3HHUKILIKE BOIPOCHl JaBAJIUCh YETKHE, KOHKPETHBIE OTBETHI, I10Ka3blBas YMEHHUE BBIICIATH
CYLIECTBEHHBIE Y HECYILIECTBEHHBIE MOMEHTBI MaTEpHasa.

«Xopo110» CTaBUTCSI, €CIIN:

- JlaH TIOJIHBIM, Pa3BEpHYTBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, IIOKA3aHO YMEHHME BBIIEITH
CYILLIECTBEHHBIC U HECYILIECTBEHHbIE MOMEHTHI MaTEpHAIIA;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTMYECKOU ITOCIIEN0BATEIBHOCTH;

- U3JI0’)KEH T'PAMOTHBIM SI3BIKOM;

- 0JIHAKO OBLIM JOMYIIEHBl HETOYHOCTH B ONPEEeNICHUH OHATHI, TEPMUHOB U JIp.

«Y10BJICTBOPHUTEIBHO» CTABUTCS, €CIIN:

- JIaH HENOJIHBIA OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTUKA U IOCIEI0BATEIbHOCTh H3JI0KEHUS
MMEIOT HEKOTOPBIE HAPYILIECHMUS;

- IONYIEHbl HECYIIECTBEHHbIE OUIMOKHN B U3JI0’KEHUU TEOPETUUYECKOr0 MaTepuana U ynorpedieHuu
TEPMUHOB;

- 3HaHMA TOKa3aHbl cJ1abo, peyb HErpaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTABUTCS, €CIIN:

- JIaH HENOJIHBIM OTBET HA IOCTABJICHHBIM BONPOC, JIOTMKA W ITOCIIEIOBATEIbHOCTh HW3JIOKEHUS
MMEIOT CYLIECTBEHHBIE HAPYLICHUS;

- IONYIIEHBI CYILIECTBEHHbIE OIMOKU B TEOPETUUECKOM MaTepHase (MOHATUSAX, TepPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€Ub HETPAMOTHAs.

2. Ilpakmuueckas paboma
MGTOHquCKHe PEKOMCHOAIWH 110 BBIMTOJIHECHUIO MMPAKTUUCCKHUX pa60T.

BoinosiHeHHe npakTHYeckoil padoThbl Ne 1 «O030p HOPMAaTUBHBIX MPABOBBIX AaKTOB, HOPMAaTHUBHBIX

METOJAMYECKUX JIOKYMEHTOB II0 3aluTe HWH(POPMAIMH, B COCTAaB KOTOPBIX BXOMIT TPeOOBaHUS U
PEKOMEHIAlUK 110 3aluTe WH()OpMAIMKU MPOTPaAaMMHBIMH M TIPOTPAMMHO-AIMAPATHBIMU CPEICTBAMHU.
Pabora c cogepxaHneM HOPMATUBHBIX [TPABOBBIX AKTOBY.
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BoinoiHeHHe mpakTuyeckoil _padorbl _Ne 2 «O030p cranmaptoB. Pabora ¢ coxmepxkaHuem

CTaHOApTOB».

[lepeuenr mnpakTHyeckux padOT W 3aJaHUN TMPEACTAaBIEH B METOJWYECKUX PEKOMEHIALUSAX IO

BBITIOJIHEHUIO J1abopatopHbix pador mo MJIK.02.01 «IIporpamMMHBIE W TIpOrpaMMHO-aIapaTHbIE

CpeAcTBa 3aIIUThl HHPOPMALIUN.

Tema 1.3 3ammineHHas aBTOMATU3MPOBAHHAN CHCTEeMa.

1. 3a0anue onsa ycmuozo onpoca no memam

1.

© N o gk DD

ABToMaTH3aIus nporecca 00padboTku HHGOPMAIIHH.

[ToHsiTHEe aBTOMaTU3UPOBAHHOW CHCTEMBI.

Oco0eHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM B 3aIIUIIICHHOM HCIIOJTHCHHH.
OcuosHble BUab6l AC B 3aIUIIIEHHOM WCIOJHEHUH.

MeTtonanl co3maHus 0€30MacHbBIX CHCTEM.

MeTo010THs MPOSKTUPOBAHUS TapaHTUPOBAaHHO 3anuiieHHbIx KC.
JIucKpenMoHHbIE MOJICIIH.

MaHnpgaTHbIE MOAEIH.

Kpurepum oueHku

«OTJHUYHO» CTABHUTCS, €CIIH:

- JaH HOJ'IHBIfI, paSBepHyTbIﬁ OTBET Ha IOCTaBJICHHBIN BOIIPOC, MOKa3aHa COBOKYIIHOCTb OCO3HAHHBIX

3HAHUM O MaTcepuaiax, TCXHOJIOIUAX HU3YYCHHA,

- I0Ka3aTeJNbHO PACKPBITHI OCHOBHBIE ITOHATHSI, TEPMUHBI U JIP.;

- B OTBCTC OTCIICKHUBACTCA YCTKasA CTPYKTYpA, BEICTPOCHHAS B JIOTHYCCKOM nOoCICA0BAaTCIBHOCTHU,

- OTBCT U3JIOKCH T'PaMOTHBIM A3bIKOM;

- Ha BO3HUKIIMEC BOIIPOCHI AABAJIIMCh YCTKHUC, KOHKPCTHBIC OTBCTLI, ITOKA3bIBasd YMCHUC BBIACIIATDH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTBI MaTCpHUaja.

«XOpOI[IO» CTaBHUTCA, €CJIIN:

- JaH HOHHBIﬁ, pa3BepHyT51171 OTBET Ha IIOCTaBJICHHBIN BOIIPOC, IIOKA3aHO YMCHHC BbIICIATH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTHI MaTEpHaja,

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOCH B JIOTHYECKOM MOCIEA0BATEIIbHOCTH;

- U3JI0OKCH T'PAMOTHBIM SA3BIKOM;

- OJTHAKO OBUIN JOMYIIEHBI HETOYHOCTH B OTNIPEICICHUH MOHSITHI, TEPMUHOB U JIP.

«YIIOB.TIETBOPI/ITCJILHO» CTaBUTCA, CCIIN.

- JaH HEIIOJIHBIA OTBET Ha ITOCTaBJICHHBIN BOIIPOC, JIOTUKa MW IIOCICA0OBATCIBbHOCTh H3JIOKCHUA

HMCIOT HCKOTOPBIC HAPYIICHU A,

- JIONYIIEHbl HECYIIECTBEHHbIE OUIMOKH B U3JI0’KEHUU TEOPETUUECKOr0 MaTepuana U ynorpeOaeHun

TCPMHHOB;

- 3HAHUS TIOKa3aHbl CJIa00, peyb HErPAMOTHASI.

«HeyJIOBJIeTBopI/ITe.TILHO» CTaBHUTCA, €CJIN:

- JaH HEIIOJIHBI OTBET Ha ITOCTaBJICHHBIM BOIIPOC, JIOTUKa M IIOCICAOBATCIBHOCTb H3JIOKCHUA

HMCIOT CYIICCTBCHHBIC HAPYIICHUA ]

- IOMTYIIEHbI CYIIECTBEHHbIE OLIMOKU B TEOPETUUECKOM MaTepHaiie (OHATUSAX, TEPMUHAX);

- 3HAHUA OTCYTCTBYIOT, p€Ub HCTpaMOTHaAA.
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2. IIpakmuyeckasa paboma

MGTO,Z[I/I‘-IGCKI/IG PCKOMCHOAINH 10 BBIMTOJIHCHUTO MPAKTUICCKUX pa60T.

BoinoiHeHHe NpakTHYeCKOH padoThl Ne 3 «Yuer, 00paboTka, XpaHeHHE U Tiepenada nHpopmauu
B AUC».

BoinoiHeHHe NpaKTHYeCKOil padoThl Ne 4 «OrpaHndyeHue J0CTyNa Ha BXOJ B CUCTEMY».

BoinoiHeHHe  NMpaKTHYeCKoii  padorbl __ Ne 5 «Maentudukanmus u  ayTeHTHUKAIUSA

MOJIL30BaTEIICH.

BbinoJiHeHHe NPaKTHYeCKOoi padoThl Ne 6 «OrpaHndyeHue J0CTyna Ha BXOJ B CUCTEMY».

BoinoiHeHHe NpakTHYeCKOH padoThl Ne 7 «Peructpanusi COOBITHIA (ayaHT)».

BoinoiHeHne npakTu4eckoii padorbl Ne 8 «KoHTpoIIb 1IEIOCTHOCTH TaHHBIX.

BoinoiHeHHe MPAKTHYECKOH PadoThl Ne 9 «YHHUTOKEHUE OCTaTOYHOU HH(POpMAITUN.

BoinosiHeHue npakTHyeckoii padoTbl Ne 10 «YnpaBieHne NOIUTUKON 6€3011aCHOCTH.

BoinojHenue mpakTudeckoii padorsl Ne 11 «Kpunrtorpaduueckas 3amwura. O630p mporpamm

m(poBaHUS TaHHBIXY.

BoinojgHenue npakTnyeckoii padornsl Ne 12 «I11a0mousl 0€301acHOCTHY.

[lepedyeHp mpakTHUYECKUX padOT W 3aJaHUN MPEICTABICH B METOJUYECKUX PEKOMEHIAIUSAX I10
BBIMIONHEHUIO JabopaTtopHbix pabor mo MJIK.02.01 «IIporpamMmMHble U TpOrpaMMHO-aIapaTHBIE

CpeZACTBa 3aIUTHI HHPOPMALIUN.

Tema 1.4 Jlectrabuimn3upyioniee Bo3aeiicTBHE HA 00bEKTHI 321U THI.

1. 3aoanue ona ycmuozo onpoca no memam

1. Hcrounuku aecTaOMIM3HPYIOUIETO BO3ACHCTBUS HA OOBEKTHI 3aIUTHI.
2. CnocoObl Bo3€iCcTBHS Ha HH(GOPMAIIHIO.

3. IIpuuuHbI ¥ yca0BUs AECTAOUIM3UPYIOIIET0 BO3IEHCTBHS HAa HH(DOPMAIHIO.

Kpurepun ouenku

«OTJIHYHO» CTAaBUTCS, €CIIH:

- JIaH TOJIHBIM, pa3BEPHYTHIN OTBET HA ITOCTABJIEHHBIN BOIIPOC, TOKAa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTepuanax, TEXHOJIOTUAX HU3YYCHUS;

- I0Ka3aTeIbHO PACKPBIThI OCHOBHBIE ITIOHATHS, TEPMUHBI U 1IP.;

- B OTBETE OTCJICKUBAETCS YETKAsl CTPYKTYPa, BBICTPOCHHAS B JIOTUYECKOM MOCIEA0BATEIIBHOCTH;

- OTBET HU3JIOKEH TPAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIKME BOIPOCHI JaBAJIUCh YETKUE, KOHKPETHBIE OTBETHI, IIOKA3bIBas YMEHUE BBIJCIATH
CYILIECTBEHHBIEC U HECYIIECTBEHHBIE MOMEHTHI MaTepraa.

«X0po110» CTaBUTCS, €CIIN:

- JaH IOJIHBIA, Pa3BEPHYTHIM OTBET HA IOCTABJIECHHBIM BONPOC, IOKA3aHO YMEHHWE BBIJIEIATH
CYILIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOCH B JIOTMYECKOM IOCIEA0BATEIILHOCTH;

- U3JI0)KE€H T'PAMOTHBIM SI3BIKOM;

- 0JIHAKO OBLIM JOMYIIEHBl HETOUHOCTHU B ONPEIeICHUH MOHATUH, TEPMUHOB U JIp.

((yHOBJIeTBOpI/[TeJII)HO» CTaBHUTCA, €CIIN.

27



- JaH HEIIOJIHBI OTBET Ha INOCTaBJICHHBIN BOIIPOC, JIOTMKa MW IIOCICAOBATCIIBHOCTh H3JIOXKCHUA

MMEIOT HEKOTOPBIE HAPYILICHMUS;

- JIONYIIEHbl HECYIIECTBEHHbIE OUIMOKH B U3JI0KEHUU TEOPETUUYECKOr0 MaTepuana U ynorpeOaeHun
TEPMHUHOB;

- 3HaHMs IIOKAa3aHBbI cna60, PE€4Yb HErpaMOTHasd.
«Hey)IOBJIeTBOPI/ITeJ'[LHO» CTaBHUTCA, €CJIN:

- JaH HEIIOJIHBI OTBET Ha ITOCTaBJICHHBIN BOIIPOC, JIOTMKa M II0CJICAOBATCIBbHOCTb H3JI0KCHUA

MMEIOT CYLICCTBEHHBIE HAPYLICHUS;

- IOIIYIIEHBI CYIIECTBEHHbIE OIIMOKU B TEOPETUUECKOM MaTepHaiie (OHATUSAX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakxmuueckas paboma
Meroauueckre peKOMEHIAIMH 110 BHITIOTHEHHUIO IPAKTHYECKUX padoT.

BoinojHeHue mnpakTudeckoii _padorbl Ne 13 «PacmpenencHue KaHaJIOB B COOTBETCTBUHU C

HMCTOYHHKaAMM BOS,Z[GI‘/'ICTBI/ISI Ha I/IH(i)OpMaLII/II-O)).
Hepequb MPAKTUYCCKUX pa60T u BaILaHI/Iﬁ npeacTaBJIcCH B MCETOJAUUYCCKHUX PCKOMCHAAUUWAX I10

BBIMIONHEHUIO JabopaTtopHbix pabor mo MJIK.02.01 «IIporpamMmMHble U TpOrpaMMHO-aIapaTHBIE

CpeZACTBa 3aIUTHI HHPOPMALIUN.

Tema 1.5 IpuHIuneI MpOorpaMMHO-aNNapaTHON 3alUThI uHdopmanuu oT
HECAHKIIMOHMPOBAHHOIO JOCTYIIA.

1. 3a0anue ona ycmnozo onpoca no memam

1. IToHsATHE HECAHKIIMOHUPOBAHHOTO JOCTYNa K MH(OPMAIIH.

2. OcHOBHBIC TIOJIXO/TBI K 3amuTe uHpopmaruu ot HC/I.

3. Opranuzanus gocTyna K QaiiaaM, KOHTPOJb JOCTYIA U pa3rpaHUYeHUe 0CTYIa, HepapXUUeCcKui
noctyn K Qaitnam. Gukcanus 1octyna K Qaitiam.

4. JlocTym K JaHHBIM CO CTOPOHBI MpoIlecca.

5. Oco0OeHHOCTH 3alUThl JaHHBIX OT u3MeHeHus. [llndposanue.

Kpurepum oueHku

«OTJMYHO)» CTABUTCS, €CIIU:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHA COBOKYITHOCTh OCO3HAHHBIX
3HAaHUW O MaTepHaliax, TEXHOJOTUIX H3YyUYCHUS,

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE IIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKUBAECTCS YETKasA CTPYKTYpPa, BBICTPOECHHAS B JIOTHYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAaMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BOMPOCHI JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKA3bIBasi YMEHUE BBIJIECTATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0po110» CTABUTCS, ECIIH:

- JaH TIOJIHBIM, Pa3BEPHYTHIA OTBET HA IIOCTABJIEHHBIM BOIPOC, MOKAa3aHO YMEHHUE BBIICIATH
CYIIIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEPHAIIA;

- OTBET YETKO CTPYKTYPHUPOBAH, BHICTPOEH B JIOTHYECKOI MOCIIEI0BATENbHOCTH;
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- U3JI0’KEH TI'PAMOTHBIM SI3BIKOM,;

- OJIHAKO OBLIM JOMYIIECHBl HETOYHOCTHU B ONPECICHIH MTOHATUH, TS PMUHOB U JIp.

«Y10BJIETBOPUTEIbHO» CTaBUTCS, €CIIH:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JIOKEHUS
HMMEIOT HEKOTOPBIE HAPYILCHMUS;

- JIOMYIIEHbl HECYIIECTBEHHbIE OIIMOKH B M3JI0KEHHH TEOPETUUECKOr0 MaTepuaia U ynorpeoieHuu
TEPMUHOB;

- 3HaHMWs TO0Ka3aHbl CJ1abo, peub HErpaMOTHAS.

«Hey0B1eTBOPUTEIBHO» CTABUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JI0KEHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUSA;

- JIOIIYIIEHbI CYIIECTBEHHbIE OLLIMOKU B TEOPETUUECKOM MaTepHaiie (IOHATUAX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HCIpaMOTHaAA.

2. IIpakmuueckas paboma
Meroauueckre peKOMEHIAIMHU 110 BBITTOJIHEHHIO TIPAKTHYECKUX padoT.

BoinoaineHue npakTuyeckoil padorbl Ne 14 «Opranuzanus 10cTymna K daimamy.

BoinojiHeHue npakTuyeckoii padorsl Ne 15 «O3HakoMIIeHHE C COBPEMEHHBIMH MPOrPAMMHBIMH U

MIPOrpaMMHO-aIMapaTHBIMU cpeacTBamu 3amuTel oT HCII».
[lepedyenp mpakTHUYECKUX padOT W 3aJaHUN MPEICTABICH B METOJUYECKUX PEKOMEHIAIUSAX I10
BHIMIOJHEHUIO JabopaTtopHbix pabor mo MJIK.02.01 «IIporpamMmMHble U TpOrpaMMHO-aIlapaTHBIE

CpeacTBa 3alllUThI PIH(bOpMaI_II/II/I».

Tema 2.1 OcHOBBI 3aIIUTHI ABTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM.

1. 3aoanue ona ycmnozo onpoca no memam

1. Pabota c aBToHOMHON AC B 3alTUIIIEHHOM PEXUME.

2. Anroput™ 3arpy3ku OC. llltaTHbIE cpecTBa 3aMbIKAaHHSI CPEIBL.

3. Pacmmpenue BIOS kak cpeIcTBO 3aMbIKaHUsI IPOTPAMMHOM CpeIbl.

4. Cuctembl TUTIA DIEKTPOHHBIN 3aMOK. D3 ¢ TPOBEPKOM 1IETOCTHOCTH MPOTPAMMHOM CPEJIBI.
[Tonstue AM/I3 (noBepeHHas 3arpyska).

5. [Ipumenenue 3aKinaioK, HaAPaBICHHBIX HAa CHIDKEHNE 3()(PEKTUBHOCTU CPEJCTB, 3aMBIKAIOIINX

cpenay.

Kpurepun ouenku

«OTJIHYHO» CTAaBUTCS, €CIIH:

- JIaH TOJIHBIM, pa3BEPHYTHIN OTBET HA ITOCTABJIEHHBIN BOIIPOC, ITOKAa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTepuanax, TEXHOJIOTUIX HW3YUEHUS;

- JI0Ka3aTeIbHO PACKPBITHI OCHOBHBIE ITOHATHSI, TEPMUHBI U JIp.;

- B OTBETE OTCJIE)KUBACTCS YETKAsA CTPYKTYPa, BBICTPOCHHAS! B JIOTHYECKOM MOCIEN0BATEIBHOCTH;

- OTBET U3JIOKEH TPAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIKME BOIPOCHI JaBAJIKUCh YETKUE, KOHKPETHBIE OTBETHI, IIOKA3bIBas YMEHHUE BBIJCIATH
CYILLIECTBEHHBIC U HECYILIECTBEHHBIE MOMEHTBI MaTepuaa.

«XO0po1110» CTaBUTCS, €CIIN:
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- JaH IIOJIHBIM, pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IOKa3aHO YMEHUE BBIJIECIATH

CYIICCTBCHHBIC U HCCYIICCTBCHHBIC MOMCHTLI MaTCpUalia,

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MOCIIEIOBATEIILHOCTH;

- U3JIOKCH TI'PAMOTHBIM SA3BIKOM;

- OJJHaKoO ObLIH JOMYIICHBI HETOYHOCTHU B OIIPCACIICHUHN HOHHTHﬁ, TEPMHHOB U AP.

«YIIOBJICTBOPI/ITCJILHO» CTaBHUTCA, €CJIN:

- JaH HEIIOJIHBI OTBET Ha ITOCTaBJICHHBIN BOIIPOC, JIOTMKa M II0CJICA0OBATCIBbHOCTb H3JI0KCHUA

MMEIOT HEKOTOPBIE HAPYILICHMUS;

- JONIYIICHBI HECYIICCTBCHHEBIC OIIMOKHU B M3JI0KEHUHU TECOPECTUUCCKOTO MaTCpHraia u ynOTpe6J'IeHI/II/I

TEPMUHOB;

- 3HaHUsA I1IOKa3aHbI CJ'I&60, PE€Yb HETrpaMOTHas.

«Hey)IOBJIeTBOPHTeJILHO» CTaBHUTCA, €CJIN:

- JaH HEIIOJIHBI OTBET Ha ITOCTaBJICHHBIM BOIIPOC, JIOrMKa M II0CJICAOBATCIBbHOCTb H3JI0KCHUA

HMCIOT CYHICCTBCHHBIC HAPYLICHUA

- A0NYHICHBI CYIIIECTBECHHBIC OIINOKHU B TCOPCTUYCCKOM MATCPpHAJIC (HOHHTI/IHX, TepMI/IHaX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

Tema 2.2 3ammTa nporpamMm ot U3y4YeHmus.

1. 3a0anue ona ycmnozo onpoca no memam

1.

I

Nzyuenue u odparnoe npoektupoBanue 110.

Crnioco6s1 m3yuenus [10: craTmueckoe U TMHAMHYECKOE U3yUCHHE.
3aI[a“II/I 3alIUTHI OT U3YUYCHUA U CHOCOOBI UX peuicHus.

3ammra OT OTJIAAKH.

3amura OT AM3acceMOTMPOBAHMS.

38.H_II/ITa OT TPpACCUPOBKHU I10 IIPCPBIBAHUAM.

Kpurtepun onenkn

«OTJHUYHO» CTABHUTCS, €CIIH:

- JaH HOHHBIﬁ, paBBepHyTBIﬁ OTBET Ha IOCTaBJICHHBIN BOIIPOC, MTOKa3aHa COBOKYITHOCTb OCO3HAHHBIX

3HAHUM O Marepuraiax, TCXHOJIOTUAX H3YUCHUA,

- I0Ka3aTeIbHO PACKPBITHI OCHOBHBIE ITIOHATHSI, TEPMUHBI U JIP.;

- B OTBETC OTCJIC)KUBACTCA YCTKAA CTPYKTYpPA, BEICTPOCHHAA B JIOTHYCCKOU IIOCICI0OBATCIBHOCTH,

- OTBCT U3JIOKCH TPAMOTHBIM A3bIKOM;

- Ha BO3HHUKIIME BOIIPOCHI AaBAJIMCh YCTKHUC, KOHKPETHBIC OTBCTHI, ITOKA3bIBasd YMCHUC BBIACIIATH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTBI MaT€pHaja.

«XOpOI[IO» CTaBHUTCA, €CJIIN:

- JaH HOHHBIﬁ, paSBCpHYTBIﬁ OTBET Ha IIOCTaBJICHHBIN BOIIPOC, IIOKa3aHO YMCHUC BBIACIIATH

CYIIECTBECHHBLIC 1 HECYICCTBCHHBIC MOMCHTEI MaT€pHraia,

- OTBCT UCTKO CTPYKTYPHUPOBAH, BLICTPOCH B JIOTUYECKOM IIOCICI0OBATCIBHOCTH,

- U3JI0KCH T'PaAaMOTHBIM SA3BIKOM;

- OJHAKoO ObLIH AONYIICHBI HCTOYHOCTU B OIIPCACICHUU HOHHTHﬁ, TCPMUHOB U JP.

((yHOB.HeTBOpI/[Te.]II)HO» CTaBHUTCA, €CIIN.
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- JlaH HEMOJIHBIM OTBET Ha IIOCTABJICHHBIM BONPOC, JIOTUKA WM IIOCIECIOBATCIBHOCTh H3JI0KEHUS
MMEIOT HEKOTOPBIE HAPYILICHMUS;

- JIOMYIEHbl HECYILIECTBEHHbIE OIIMOKH B U3JI0KEHUH TEOPETHUECKOro MaTepHuaia U ynoTpedieHuH
TEPMUHOB;

- 3HaHHA TI0Ka3aHbl CJ1abo, peub HErPaMOTHASI.

«HeynoB1eTBOPHUTEIBHO» CTABUTCS, ECIIH:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JI0KEHUS
MMEIOT CYLIECTBEHHBIE HAPYLICHUS;

- IONYIIICHBI CYIIECTBEHHbIE OMNOKU B TEOPETUUECKOM MaTepHase (MOHATUAX, TePMUHAX );

- 3HaHUA OTCYTCTBYIOT, p€Ub HETpaMOTHAs.

Tema 2.3 BpeaonocHoe nporpaMMHoe odecreveHue.

1. 3a0anue onsa ycmuozo onpoca no memam

1. BpenonocHoe nmporpaMMHOe oOecrieueHre Kak OCOOBI BT Pa3pyIIAIONIUX BO3ACHCTBUM.
Knaccudukanus Bpe1Io0HOCHOTO IPOrpaMMHOTO 00eCTIeYeHHUSI.

Cxema 3apaxkenusi. Cpencrsa HeiiTpanuzanuu BpegonocHoro [10. [Tpodunaktuka 3apaxeHus.
[Touck crnenoB akTuBHOCTH BpenoHocHoro [10.

Peectp Windows. OcHOBHBIE BETKH, Cozieprkalue nHpopmaiuio o Bpegonocaom I10.

Hpyrue o0bekThI, coaepxaiiue nHpopmaiuio o BpeaonocoM 110, daiinsr prefetch.
bornetsl. [Ipunnun ¢pyHkiuonnpoBanus. MeToasl 0OHApYKEHHUS.

Knaccudukanus aHTUBUPYCHBIX cpeAcTB. CUTHATYPHBIN U 3BPUCTUYECKUIN aHATIU3.

© o Nk WD

3amura oT BUPYCOB B "pydyHOM pexume".

10. OcHOBHBIE KOHIICTIIIMH TTOCTPOSHHS CUCTEM aHTHBHPYCHOMW 3alIUTHI HA TIPEANPUITHH.

Kpurepum ouenku

«OTIHYHO» CTABUTCS, ECIHN:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHA COBOKYITHOCTh OCO3HAHHBIX
3HAHUW O MaTepHaiax, TEXHOJOTHSIX U3YUEHUS;

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE IIOHATHUS, TEPMUHBI U JI.;

- B OTBETE OTCJICKHUBAECTCS YETKAsl CTPYKTYpa, BBICTPOECHHAS B JJIOTHYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH T'PaAaMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3bIBas YMEHHUE BBIJIECIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTHI MaTepHaIa.

«Xopo110» CTaBUTCS, €CITN:

- JaH TIOJIHBIM, Pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIIPOC, MOKAa3aHO YMEHHUE BBIIEIATH
CYIIIECTBEHHBIE H HECYIIIECTBEHHBIE MOMEHTBI MATEPHAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MOCIIEI0OBATEIIBHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJTHAKO OBLIU JOIYIICHBI HETOYHOCTH B ONIPEACIICHUH IOHATHA, TEPMUHOB H JIP.

«Y10BJIETBOPUTEJIbHO» CTABUTCS, €CITU:

- JJaH HEMOJIHBI OTBET Ha IOCTABJIEHHBIA BOMPOC, JIOTUKA U TOCJIEIOBATEIBLHOCTh W3JIOKECHHS

MMEIOT HEKOTOPBIE HAPYILICHUS;
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- JIOMYIIEHbl HECYIIECTBEHHbIE OUIMOKHU B M3JI0KEHUU TEOPETUYECKOT0 MaTepuasa U ynoTpebieHun
TEPMUHOB;

- 3HaHHA TIOKa3aHbl Cl1abo, peyb HErpaMOTHAS.

«Heyn0B1eTBOPUTEIBHO» CTABUTCSA, €CIIU:

- JIaH HENOJIHBIA OTBET HA IOCTABJICHHBIM BONPOC, JIOTMKA W IOCIIEIOBATEIbHOCTh H3JIOXKEHUS
UMEIOT CYLIECTBEHHbIC HAPYILICHUS;

- JIOIIYIIEHbI CYIIECTBEHHbIE OLLIMOKU B TEOPETUUECKOM MaTepHalie (IOHATUSAX, TEPMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakmuueckan paboma

MGTOI[I/I‘-ICCKI/IG PEKOMCHAA WU 110 BBIMTOJIHCHUIO IMTPAKTUUCCKUX pa60T.

BoinojiHeHue npakTuuyeckoii padorbl Ne 16 «I[IpumeHeHHS CpPEICTB HCCIEIOBaHUS peecTpa
Windows 117151 HaX0JI€HUS CIIeZ0B aKTUBHOCTHU BpeaoHOCHOTO [TO».

[lepeuenr mnpakTUyecKkux pabOT W 3aJaHUN TPEACTABICH B METOJUYECKUX PEKOMEHIALUSAX I10
BBIMIOJHEHUIO JabopaTtopHbix pabor mo MJIK.02.01 «IIporpamMmMHble U TpOrpaMMHO-aIlapaTHBIE

CpeacTBa 3alllUThI PIH(bOpMaI_II/II/I».

Tema 2.4 3ammTa NporpamMM M AaHHBIX OT HECAHKIMOHHPOBAHHOI0 KONMPOBAHHUS.

1. 3a0anue ona ycmnozo onpoca no memam

1. HecankunonupoBanHoe KonuposaHue nporpamm kak tun HC/I.

2. HOpunnyeckue acrieKThl HECAHKIIMOHMPOBAHHOTO KOMUPOBaHUs porpamMm. OO1iee moHsATHE
3aIIUTBI OT KOITUPOBAHUS.

3. Ipussska [1O k anmapaTHOMY OKPYXEHHIO U HOCHUTEIISIM.

4. 3amuTHBIC MEXaHU3MBI B COBPEMEHHOM IporpaMMHOM obecriedeHnn Ha npumepe MS Office.

Kpurepum oueHku

«OTJHUYHO» CTABHUTCS, €CIIH:

- JIaH TMOJIHBIN, Pa3BEPHYTHIM OTBET HA MOCTABJIECHHBIN BOIPOC, TOKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HAHUM O MaTepHaylaxX, TEXHOJOTHUIX H3YUYCHUS,

- I0KA3aTeNbHO PACKPBITHI OCHOBHBIE MIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKMBACTCA YETKasA CTPYKTYPa, BBICTPOCHHAS B JIOTUYECKOMW MMOCIIEI0BATEIIbHOCTH;

- OTBET U3JIO)KEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKAa3bIBasi YMEHHUE BBIJIECIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0po1110» CTaBUTCS, €CIIN:

- JaH TIOJIHBIM, Pa3BEpPHYTBI OTBET Ha IIOCTABJICHHBIM BOMNPOC, MOKAa3aHO YMEHHUE BBIACISTH
CYIIIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEPHAIIA;

- OTBET YE€TKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MOCIIEIOBATEIIbHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJTHAKO OBUIN JOIMYIIEHBI HETOYHOCTH B OTIPEICIICHUH MOHSTHI, TEPMUHOB U JIP.

«Y10BJIETBOPUTEJIbHO)» CTABUTCS, €CIIU:

- JJaH HEMOJIHBIM OTBET Ha IOCTABJIEHHBIA BOMPOC, JIOTUKA U TOCJIEIOBATEIBLHOCTh W3JIOKECHHS
HMMEIOT HEKOTOPbIE HAPYIICHUS;
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- JIOMYIIEHbl HECYIIECTBEHHbIE OUIMOKHU B M3JI0KEHUU TEOPETUYECKOT0 MaTepuasa U ynoTpebieHun
TEPMUHOB;

- 3HaHHA TIOKa3aHbl Cl1abo, peyb HErpaMOTHAS.

«HeynoB/1eTBOPHUTEJIBHO» CTABUTCS, €CIIU:

- JlaH HEMOJIHBIM OTBET Ha IOCTABJICHHBIM BOIPOC, JIOTMKA U IOCJIEJOBATEIbHOCTD H3JIOKCHUS
HMMEIOT CYIIECTBEHHbIC HAPYIICHUS;

- IOIIYIIEHBI CYIIECTBEHHbIE OLIMOKU B TEOPETUUECKOM MaTepHalie (OHATUSAX, TePMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HCIpaMOTHaAA.

2. Ilpakxmuueckas paboma
Meroanueckre peKOMEH/IAIMH TI0 BHIIIOTHEHHUIO TPAKTHYECKUX padoT.

BoinoJjiHeHHE NMPaKTHYeCKOoil padoThl Ne 17 «3amura uHPOPMAIUN OT HECAHKIIMOHUPOBAHHOTO

KOIIMPOBAHUA C UCIIOJIB30BAHUCM CIICIUAIM3UPOBAHHBIX ITPOrPaMMHBIX CPEACTB.

BbinoJiHeHHE MPAKTHYECKOi padoThl Ne 18 «3anurHbie MEXaHU3MbI B IPUIIOKCHUIX (Ha pUMepe
MSWord, MSExcel, MSPowerPoint)».

HepequL IPAKTUICCKUX pa60T U 3aJaHui OpeacTaBjCH B MCTOAHYCCKUX PCKOMCHAALMAX II0

BBIMIOJHEHUIO JabopaTtopHbix pabor mo MJIK.02.01 «IIporpamMmMHble U TpOrpaMMHO-aIlapaTHBIE
CpeICTBa 3aIIUTH HHPOPMAIUN.

Tema 2.5 3amuTa uHPOPMALMM HA MAIIMHHBIX HOCHTEJSAX.

1. 3aoanue ona ycmuozo onpoca no memam

1. [TpoGuema 3auuThl OTUYXKAaEMbIX KOMIIOHEHTOB [I9BM.

2. Metozapbl 3amuTsl MHGOpMaIK Ha oTYyXJaeMbix HocuTensax. ludpoanue.

3. CpenctBa BocCTaHOBIICHUST 0cTaTOuHOM mHpOpMarmu. Co3iaHue MoceKTOpHBIX 00pazoB HXIKM/I.

4. IIpuMeHeHHe CpeaCTB BOCCTAHOBICHHS OCTATOYHON MH(POPMALIMU B CY1€OHBIX
KPUMHMHAIMCTUYECKUX SKCIEPTU3aX U MPHU pacciieoBaHUM HHIMAeHToB. HopmaTuBHas 06a3a,
JOKYMEHTUPOBAHHE PE3yIbTaTOB.

5. be3Bo3BpaTHOE ynanenue qaHHbIX. [I[pUHIMIBI U AITOPUTMBI.

Kpurepun ouenku

«OTJIHYHO» CTAaBUTCS, €CIIH:

- JIaH TOJIHBIM, pa3BEPHYTHIN OTBET HA ITOCTABJICHHBIM BOIIPOC, ITOKa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTepuasax, TEXHOJIOTUAX HW3YYCHUS;

- JI0Ka3aTEeIbHO PACKPBITHI OCHOBHBIE ITOHATHSI, TEPMHUHBI U JIp.;

- B OTBETE OTCJIE)KUBACTCS YETKAsA CTPYKTYPa, BBICTPOCHHAS! B JIOTHYECKOM MOCIEN0BATEIBHOCTH;

- OTBET H3JI0KEH I'PAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIKME BOIPOCHI JaBAJIUCh YETKUE, KOHKPETHBIE OTBETHI, IIOKA3bIBas YMEHHUE BBIJCIIATH
CYILLECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTBI MaTepHUaa.

«X0po1110» CTaBUTCS, €CIIN:

- JaH IOJIHBIMA, Pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IIOKA3aHO YMEHUE BBIJIEIATH
CYILIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTMYECKOM MOCIEA0BATEIIBHOCTH;

- U3JI05KE€H I'PAMOTHBIM SI3BIKOM;

- OJIHAaKO OBLIH JOMYIIECHBl HETOYHOCTHU B ONPECICHIH MOHATUH, TEPMUHOB U JIp.
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«Y10BJ1E€TBOPUTEILHO» CTABUTCS, €CIIN:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JIOKEHUS
MMEIOT HEKOTOPBIE HAPYILCHMUS;

- JIOMYIIECHBI HECYIIECTBEHHBIE OIIMOKH B M3JIOKEHHH TEOPETHUYECKOT0 MaTepHaia U ynoTpeOieHuu
TEPMUHOB;

- 3HaHUS II0Ka3aHbl ¢1a00, peyb HErpaMOTHasL.

«HeynoBJ1eTBOPUTEJIBLHO» CTABUTCS, €CIIH:

- JlaH HEMOJIHBIM OTBET Ha ITOCTABJICHHBIM BOIIPOC, JIOTMKA M IIOCJIECJOBATEIBHOCTH W3JI0KCHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUSA;

- JIOIIYIIEHBI CYIIECTBEHHbIE OLLMOKU B TEOPETUUECKOM MaTepHalie (IOHATUAX, TEPMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakxmuueckas paboma
Meroauueckre peKOMEHIAIMH 110 BHITIOTHEHHIO TPAKTHYECKUX PadoT.

BoinosiHeHue npakTHyeckoii padorel Ne 19 «[Ipumenenne cpeacTBa BOCCTaHOBIICHHUS OCTATOYHOM

uHpopmanuu Ha mpuMepe Foremost mim ananoray.

BoinojHenue npakruyeckoi padorbl Ne 20 «[Ipumenenue crnennaan3upoBaHHOTO TPOTPAMMHOTO

cpeacTBa sk BOCCTAHOBJICHUSA YIAJICHHBIX (1)2111]'[0B».

BoinojiHeHue npakTuuyeckoii padorbl Ne 21 «[Ipumenenue mnporpamMm st 0€3BO3BPATHOTO

YAAJICHUA JaHHBIX).

BoinojiHeHue npakTudeckoii padorel Ne 22 «[Ipumenenue nporpamm i mudpoBaHus JaHHBIX

Ha CbEMHBIX HOCUTEIISAX.

[lepeuenp mnpakThyeckux padOT M 3aJaHUN NPEACTABIEH B METOJWYECKUX PEKOMEHJIALUAX 10
BBINIOJIHEHUIO JlabopaTtopHbix pador mo MJIK.02.01 «IIporpamMMHble W mTporpaMMHO-aIapaTHbIE
CpeACTBA 3aIIUThl UHPOPMALIUN.

Tema 2.6 AnnapatHble cpecTBa HACHTUGHUKALUYN M AyTeHTH(UKALMH M0JIb30BaTeeii.

1. 3aoanue ona ycmnozo onpoca no memam

1. TpeboBanus K annapaTHbIM CPEACTBAM HICHTU(UKALUY U ayTEHTU(UKALNN TI0JIb30BaTENEH,
npumensiembM B O3 u AIIM/13.

2. YctpoiictBa Touch Memory.

Kpurepun onenkn

«OTIHYHO)» CTaBUTCS, ECIU:

- JIaH TIOJIHBIN, pa3BEpHYTHIM OTBET HA MOCTABJICHHBIA BOIPOC, OKa3aHa COBOKYMTHOCTh OCO3HAHHBIX
3HAaHUH O Marcepuraiax, TCXHOJIOTUAX H3YUCHUA,

- I0Ka3aTeIbHO PACKPHITHl OCHOBHBIE ITOHATHS, TEPMHUHBI U JIP.;

- B OTBETE OTCJIEKUBAETCS YETKasl CTPYKTYpPa, BBICTPOCHHASI B JIOTHYECKOM MTOCIIEJ0BATEIBHOCTH;

- OTBET U3JI0KEH IPAMOTHBIM S3BIKOM;

- Ha BO3HHUKIINE BOIPOCHl JaBAJIUCh UETKHE, KOHKPETHBIE OTBETHI, ITOKa3bIBas YMEHHE BBIAEIATH
CYIIECTBECHHBLIC 1 HECYIICCTBCHHBIC MOMCHTEI MaT€puaja.

«Xopomo» CTaBUTCS, €CIU:

- JaH HOHHBII)’I, paSBepHyTBIﬁ OTBET Ha IIOCTaBICHHBIN BOIIPOC, ITIOKa3aHO YMCHHUEC BBIACIIATH

CYIICCTBCHHBIC U HCCYIICCTBCHHBIC MOMCHTBI MaTCpUalia,
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- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTHYECKOM IOCIIEI0BATEIbHOCTH;

- U3JI0’KEH I'PAMOTHBIM SI3BIKOM;

- 0JIHAKO OBLIM JOMYILIEHBI HETOUHOCTH B ONPEEICHUH OHATUI, TEPMUHOB U JIp.

«Y10BJIETBOPHUTEIbHO» CTABUTCS, €CIIN:

- JIaH HENOJIHBIA OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JI0KEHUS
MMEIOT HEKOTOPBIE HAPYILICHMUS;

- JIOMYIIEHbl HECYILIECTBEHHbIE OIIMOKH B U3JI0KEHUH TEOPETHUECKOro MaTrepuaia U ynoTpedieHuu
TEPMHHOB;

- 3HaHWs TO0Ka3aHbl CJ1abo, peub HErpaMOTHAS.

«HeynoB1eTBOPHUTEIBHO» CTABUTCS, ECIIH:

- JlaH HEIOJIHBIM OTBET Ha ITOCTABJICHHBIM BOIIPOC, JIOTMKA M IOCIENOBATEIBHOCTH W3JI0KCHUS
MMEIOT CYLIECTBEHHBIE HAPYLICHUS;

- IONYIICHBI CYIECTBEHHbIE OMMOKU B TEOPETHUECKOM MaTepHase (MOHATUSAX, TePMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHASI.

Tema 2.7 Cuctembl 00HAPY:KeHUsI ATAK U BTOPKEHU .

1. 3a0anue ona ycmnozo onpoca no memam

1. COB u COA, otnunuus B pyHkuusax. OcHoBHbIe apxutekTypsl COB.

2. Ucnons3oBanue ceteBbix cHUPPepoB B kadecte COB.

3. Anmapatssrii komnoneHt COB.

4. IIporpammusbliii komnoneHT COB.

5. Mojenu cucteMbl OOHApYKEHHsI BTOPKEHUH.

6. Knaccudukamus cuctem oOHapyxkeHus BropxkeHuii. OOHapyxeHune curaatyp. OOHapyxeHue
AHOMAJIHM.

7. lpyrue MeToipl 0OHApYKEHUS! BTOPKEHUM.

Kpurepun onenkn

«OTIHYHO)» CTaBUTCS, ECIU:

- J1aH TOJIHBIM, pa3BEPHYTHIM OTBET HA NIOCTABIEHHBIN BOIIPOC, IIOKa3aHa COBOKYITHOCTb OCO3HAHHBIX
3HAHHUU O MaTepHuaax, TEXHOJIOTHAX HW3YyYEHUs;

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE ITOHSTHSI, TEPMHUHBI U JIp.;

- B OTBETE OTCIICKUBAETCS YETKasA CTPYKTYPa, BBICTPOCHHAS B JIOTHYECKOM MOCIE0BATEIBHOCTH;

- OTBET U3JIOKEH TPAMOTHBIM SI3bIKOM;

- Ha BO3HHUKIINE BOIPOCHI JaBAJIUCh UYETKHE, KOHKPETHBIE OTBETHI, I1OKA3bIBasi YMEHHE BBIJAEIATH
CYILLECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTepuasa.

«Xopo110» CTaBUTCS, €CITN:

- JlaH TIOJIHBIM, pPa3BEpHYTBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, IOKA3aHO YMEHHE BBIIEISTH
CYILIECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTHYECKOU IOCIIEN0BATEIBHOCTH;

- U3JI0)KEH TPAMOTHBIM SI3bIKOM;

- OJIHAKO OBLIM JOMYIIEHBI HETOYHOCTH B ONPECICHUH OHATHI, TEPMUHOB U JIp.

«Y10BJIETBOPHUTEJIBHO» CTABUTCS, €CIIN:

- JlaH HEMOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, JOTMKAa U IOCIEJOBATEIBHOCTD H3JI0KECHUS

MMEIOT HEKOTOPBIE HAPYILICHMUS;
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- JIOMYILEHbl HECYIIECTBEHHbIE OIIMOKH B M3JI0KEHHH TEOPETUUYECKOTO MaTepHalia U yrmoTpeOIeHHH
TEPMUHOB;

- 3HAHWs TIOKa3aHbl CJ1abo, peub HETPaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTABUTCS, €CIIU:

- JlaH HEIOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIIPOC, JIOTMKA M IIOCJIECJOBATEIBLHOCTH W3JI0KCHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUSA;

- JIOIIYIIEHBI CYIIECTBEHHbIE OLLIMOKU B TEOPETUUECKOM MaTepHalie (IOHATUAX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HCIpaMOTHas.

2. Ilpakxmuueckas paboma
MGTOI[I/I‘ICCKI/IG PEKOMCHAA WU 110 BBIITOJIHCHHUIO IMTPAKTUUCCKUX pa60T.

BoinojiHeHue mpakTuyeckoii padorbl Ne 23 «MojenupoBaHue MpPOBEACHHUS araku. M3yueHue

MHCTPYMEHTAJIBHBIX CPEJCTB OOHAPYKEHUS BTOPIKEHUII.
[lepeuenr mpakTUyecKux pabOT W 3aJaHUN TPEACTABIEH B METOJAUYECKUX PEKOMEHIALUSAX I10
BBITIOJIHEHUIO J1abopatopHbix padbor mo MJIK.02.01 «[IporpamMmmHble W TpOrpaMMHO-aIapaTHbIE

Cpe€acTBa 3alllUThI PIH(bOpMaI_II/II/I».

Tema 3.1 OcHOBBI IOCTPOEHUS 3aLUIIEHHBIX CeTeid.

1. 3a0anue ona ycmnozo onpoca no memam

1. Ceru, paboratomue no TEXHOJIOIMH KOMMYTALlUU TaKETOB.

2. Crek npotokonoB TCP/IP. OcoGeHHOCTH MapIIpyTH3aIIUH.

3. UlratHblie cpeacTBa 3aumThl HHGOpManuu creka nmporokoios TCP/IP.

4. CpencrtBa ueHTU(UKALUMY U ayTeHTHU(PHUKAIMK Ha pa3HbIX ypoBHsX npotokona TCP/IP,

AOCTOMHCTBA, HCAOCTATKHU, OrPaHUYCHUSA.

Kpurepum oueHku

«OTIHYHO» CTABUTCS, ECIIHU:

- JlJaH TIOJIHBIA, pa3BEPHYTHIM OTBET HAa IOCTABJIEHHBIM  BONPOC, IIOKa3aHa COBOKYITHOCTb
OCO3HAHHBIX 3HAHUI O MaTepHalaX, TEXHOJOTHIX H3Y4YCHUS;

- I0KA3aTeJIbHO PACKPHITHI OCHOBHBIE MOHATUSA, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKUBACTCS YETKasA CTPYKTYpa, BBICTPOECHHAS B JIOTUUYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAaMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3bIBasi YMEHHUE BBIJICIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«Xopo110» CTaBUTCS, €CIN:

- JaH TIOJIHBIM, Pa3BEpPHYTHIA OTBET HA IMOCTABJICHHBIM BOIMPOC, MOKA3aHO YMEHHE BBIICIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHUAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUYECKOW MOCIIEIOBATEIILHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJIHaKO OBLIIM TOMYIIICHBl HETOYHOCTHU B OMPEACIICHUH MMOHATUH, TEPMUHOB U JIP.

«Y10BJIETBOPUTEJIbHO» CTABUTCS, €CITU:

- JJaH HEMOJIHBIM OTBET Ha IOCTABJIEHHBIA BOMPOC, JIOTUKA U TOCJIEIOBATEIBLHOCTh W3JIOKECHHS

MMEIOT HEKOTOPBIE HAPYILCHMUS;
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- JIOMYILEHbl HECYIIECTBEHHbIE OIIMOKH B M3JI0KEHHH TEOPETUUYECKOTO MaTepHala U ymoTpeOIeHUH
TEPMUHOB;

- 3HAHWs TIOKa3aHbl CJ1abo, peub HETPaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTaBUTCS, €CIIU:

- JlaH HEIOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIIPOC, JIOTMKA M IIOCJIECJOBATEIBLHOCTH W3JI0KCHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUSA;

- IOIIYIIEHbI CYIIECTBEHHbBIE OLLIMOKU B TEOPETUUECKOM MaTepHalle (IOHATUAX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HCIpaMOTHaAA.

Tema 3.2 CpencrBa opranu3zauun VPN.

1. 3a0anue ona ycmnozo onpoca no memam

1. BupryanbHas yacTHas ceTb. OyHKIIMU, HA3HAUYCHUE, TPUHIUI TOCTPOCHUSI.

2. YcrpoticTBa, oopazyromue VPN. Kpunromapmpytu3aTtop U KpUuntoQuisTp.

3. Kpunropoyrep. [IpuHIuIb], apXUTEKTypa, MOAETH HAPYIIUTEIS, JOCTOMHCTBA M HEJJOCTATKH.
4

Kpunropunetp. [I[puHIMIIEL, apXUTEKTypa, MOAETbh HAPYIIUTENs, TOCTOMHCTBA H HEOCTATKH.

Kpurepum ouenkn

«OTJIHYHO» CTABUTCS, ECIIHN:

- JIaH TIOJIHBIM, Pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOIPOC, TOKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTrepuanax, TEXHOJIOTUIX HW3YUYEHUS;

- I0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MTOHSATHS, TEPMUHBI U JIP.;

- B OTBETE OTCJICKUBAETCS YETKAsA CTPYKTYPa, BBICTPOCHHAS! B JIOTUYECKOM MOCIE0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAaMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BOINPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3blBasi YMEHHUE BBIJIEIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHUaa.

«Xopo110» CTaBUTCSI, €CIIN:

- JaH TIOJIHBIM, Pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, MOKAa3aHO YMEHHUE BBIICIATH
CYILLIECTBEHHBIE U HECYLIIECTBEHHBIE MOMEHTHI MaTEPHUAa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUYECKOW IOCIIEI0OBATEIILHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- O/IHAKO OBLJIM TOMYIIIEHBl HETOYHOCTHU B ONPEAEIICHUH MOHATUH, TEPMUHOB U JP.

«Y10BJICTBOPUTEJIbHO» CTABUTCS, €CITU:

- JIlaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU IOCJIENOBATEIBHOCTD W3JIOKECHHUS
MMEIOT HEKOTOPbIE HAPYLIEHUS;

- IOMYIIEHBI HECYIIECTBEHHBIC OITMOKN B U3JI0KEHUU TEOPETUUYECKOT0 MaTepuana U ynorpebieHuu
TEPMHUHOB;

- 3HaHUS TIOKa3aHBI CJIa00, pedb HETPAMOTHASI.

«HeynoB/1eTBOPUTENIBHO)» CTABUTCS, €CIIN:

- JIlaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU IOCJIENOBATEIBHOCTD W3JIOKECHHUS
HMMEIOT CYIIECTBEHHBIE HAPYIIICHUS,

- IOTTYIIEHBI CYIIIECTBEHHBIE OIMOKU B TEOPETUUECKOM MaTepHalie (IOHATUIX, TePMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHASI.
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2. IIpakmuyeckasa paboma
MGTOI[I/I‘ICCKI/IC PCKOMCHAA WU 110 BBIMTOJIHCHUIO IMTPAKTUUCCKUX pa60T.

BoinoJiHeHue npakTudeckoii padorbl Ne 24 «Pa3pepthiBanue VPNy.

[lepeueHsp mpakTUYecKuX pabOT W 3aJaHUN TPEACTABICH B METOJWYECKUX PEKOMEHIALUAX I10
BBITIOJIHEHUIO J1abopatopHbix pador mo MJIK.02.01 «I[IporpamMMHBIE W TIpOrpaMMHO-aIapaTHLIE
CpeZACTBa 3aIIUThl HHPOPMALIUN.

Tema 4.1 O0ecnieuenne 6€30MACHOCTH MeKCETEBOr0 B3aNMO/1eiiCTBUS.

1. 3a0anue onsa ycmuozo onpoca no memam

1. Merobl 3auuThl HH(GOPMAIIMK IPU PabOTE B CETSIX OOIIETO AOCTYIIA.

2. MexcereBble 3kpanbl Tumna firewall. JlocTronHcTBa, HEAOCTATKH, peain3yeMble MOJTUTUKI
0€301acCHOCTH.

3. Ocuosuslie Tumsbl firewall. Cummerpuunbie 1 HecuMMeTpuuHble firewall.

VYposens 1. [TakeTHbie PUIBTPHI.
VYpoBeHb 2. OunbTpaliys ciyx0, MOUCK KIIOYEBBIX CIIOB B Telle ITAKETOB Ha CETEBOM YPOBHE.

Vposens 3. Proxy-cepBepa npuKiIagHOTO YPOBHS.

N o gk

OnHOXOCTOBBIE M MYJIBTHXOCTOBBIE firewall.
8. OcHOBHBIE TUIIBI APXUTEKTYP MYJIbTHXOCTOBBIX firewall. TpeGoBaHMs K KaXIOMy XOCTY HCXOJs
U3 apXUTEKTYPHI U BHIIOTHAEMBIX ()yHKIIHH.

9. TpebGoBanus no cepTuUKAIMA MEKCETEBBIX IKPAHOB.

Kpurepun oueHku

«OTJIMYHO)» CTABUTCSI, €CIIU:

- J1aH TIOJIHBIA, pa3BEPHYTHII OTBET HAa TOCTABJICHHBIA  BOMNPOC, IIOKa3aHa COBOKYITHOCTb
OCO3HAHHBIX 3HAHUW O MaTepHUayiax, TEXHOJIOTUAX H3YyUYCHUS;

- I0KA3aTeNbHO PACKPBITHI OCHOBHBIE MIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKMUBACTCA YETKasA CTPYKTYPa, BBICTPOCHHAS B JIOTUYECKOMW MOCIIEI0BATEIIbHOCTH;

- OTBET U3JIO)KEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HHUKIIME BOMPOCHI JABAINCh YETKUE, KOHKPETHBIE OTBETHI, MOKA3bIBasi YMEHUE BBIJIEIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0po110» CTABUTCS, ECIIN:

- JlaH TIOJIHBIM, pa3BEpPHYTBIM OTBET HA IIOCTABJICHHBIM BONPOC, IMOKAa3aHO YMEHHUE BBIACIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHUAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUYECKOM MOCIIEIOBATEIIbHOCTH;

- U3JIOKEH TPAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIU TOMYIIEHBI HETOYHOCTH B OTPECIICHUH TIOHATHIH, TEPMUHOB U JP.

«Y10BJICTBOPUTEJIbHO» CTaBUTCS, €CIIN:

- JlaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU TOCJIENOBATEIBHOCTD W3JIOKECHUS
MMEIOT HEKOTOPbIE HAPYIIECHHUS;

- JIOMYIIEHbl HECYIIECTBEHHBIE OITMOKN B M3JI0)KEHUH TEOPETUUECKOT0 MaTepHaia U yrnoTpedieHun
TEPMHUHOB;

- 3HAHUJ MTOKa3aHbI cl1a00, pedb HETpaMOTHAs.

«HeynoB1eTBOPUTEIBHO)» CTABUTCS, €CIIU:
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- JaH HEIOJHBIM OTBET Ha ITOCTaBJICHHBIM BOIIPOC, JIOTUKA KW TIOCJICAOBATCIILHOCTL H3JIOKCHUA

MMEIOT CYLICCTBEHHBIE HAPYLICHUS;

- IOTTYIIICHBI CYIIECTBEHHBIE OITMOKU B TEOPETUUECKOM MaTepHale (IOHATUSIX, TePMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakxmuueckas paboma

MGTOI[I/I‘-ICCKI/IG PEKOMCHAA WU 110 BBIITOJIHCHUIO IMTPAKTUICCKUX pa60T.

BolnosiHeHHe NMpaKTHYeCKOi padoThl Ne 25 «3yucnue u cpaBHenue apxutekryp Dual Homed
Host, Bastion Host, Perimetry.

BoinojiHeHHe NpakTHYecKoil padoTbl _Ne 26 «M3yueHue pa3audHbIX CIOCOOOB 3aKPBITHSA

"onacHbIX" IOPTOBY.

Hepequb IMPAKTUYCCKUX pa60T u 3a,[[aHI/II71 nIpeacTaBJICH B METOAUYCCKHUX PEKOMCHAALUAX II10

BBINIOJIHEHUIO J1abopaTtopHbix pador mo MJIK.02.01 «IIporpamMMHble W HpOrpaMMHO-aIapaTHLIE

CpeacTBa 3alllUThI PIH(bOpMaI_II/II/I».

Tema 4.2 3amuta uHdopManuu B 6a3ax JaHHBIX.

1. 3aoanue ona ycmuozo onpoca no memam

1.

ok wn

OcHoBHble TUIIBI YIpo3. Moens HapyImuTes.

CpencTtBa uaeHTU(DUKALUY U ayTeHTU(PUKAIUU. YIIpaBIeHHE JOCTYIIOM.

CpenctBa KOHTPOJIS LIETOCTHOCTH MHPOpMAIMK B 0a3ax JaHHBIX.

CpencTBa aynuTa U KOHTpOJIs 6e3omacHocTd. Kputepun 3anuimeHHocTy 6a3 TaHHbIX.

[Tpumenenne kpunrorpapuyecknx CpeacTB 3auIUThl HHHOpMAIK B 6a3ax JaHHBIX.

Kpurtepun onenkn

«OTJHUYHO» CTABHUTCS, €CIIH:

- JaH HOHHBIﬁ, paBBepHyTBIﬁ OTBET Ha IOCTaBJICHHBIN BOIIPOC, MTOKa3aHa COBOKYITHOCTb OCO3HAHHBIX

3HAHUM O Marepuraiax, TCXHOJIOTUAX H3YUCHUA,

- I0Ka3aTeJbHO PACKPBITHI OCHOBHBIE ITOHATHSI, TEPMUHBI U JIP.;

- B OTBCTC OTCJIC)KUBACTCA YCTKAA CTPYKTYpPA, BEICTPOCHHAA B JIOTHYCCKOMU IIOCICI0OBATCIBHOCTH,

- OTBCT U3JIOKCH TPAMOTHBIM A3bIKOM;

- Ha BO3HUKIIMEC BOIIPOCHI AABAJIIMCh YCTKUC, KOHKPECTHBIC OTBCTLI, ITOKA3bIBasd YMCHUC BBIACIIATDH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTBI MaTCpHUaja.

«XOpOI[IO» CTaBHUTCA, €CJIIN:

- JaH HOHHBIﬁ, paSBCpHYTBIﬁ OTBET Ha IIOCTaBJICHHBIN BOIIPOC, IIOKa3aHO YMCHUC BBIACIIATH

CYIICCTBECHHBIC U HECYIICCTBCHHBIC MOMCHTLI MaTCpHaja,

- OTBET YETKO CTPYKTYPHUPOBAH, BHICTPOCH B JIOTHUECKOM MOCIIEI0BATEIbHOCTH;

- U3JIOKCH T'PaAMOTHBIM SA3BIKOM;

- OZIHAKO OBLIN IONYLIEHbl HETOYHOCTHU B ONPEEIEHUU OHATUH, TEPMUHOB U JP.

«yIIOB.]'IeTBOI)I/ITeJILHO» CTaBUTCA, €CIIN.

- JaH HEIIOJIHBIA OTBET Ha ITOCTaBJICHHBIN BOIIPOC, JIOTUKa MW IIOCICA0OBATCIBbHOCTh H3JIOKCHUA

HMCIOT HCKOTOPBIC HAPYIICHU A,

- JONMYIICHBI HECYIICCTBCHHBIC OIIMOKH B M3JI0KCHUU TCOPCTUUCCKOTO MaTCpUaia U ynOTpe6J'IeHI/II/I

TEPMUHOB;
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- 3HaHMS TI0OKa3aHbl €1abo, pedb HErpaMOTHasL.

«HeynoB/1€TBOPHUTEIBHO» CTABUTCS, ECIIH:

- JlaH HEMNOJIHBIM OTBET Ha ITOCTABJICHHBIM BOIIPOC, JIOTHMKA M IOCIEJOBATEIBHOCTD H3JI0KCHUS
UMEIOT CYLIECTBECHHBIC HAPYILIECHUS;

- JIOIIYIIEHbI CYIIECTBEHHbIE OLLIMOKU B TEOPETUUECKOM MaTepHalie (IOHATUAX, TEPMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakxmuueckas paboma
MCTOZ[I/I‘-IGCKI/IG PECKOMCHAANH 110 BBIIIOJIHCHUTO MMTPAKTUICCKHUX pa60T.

BoinosiHeHHe NpaKTHYecKkoil padoThl Ne 27 «M3yuenne mexanuzmoB 3amuTel CYBJl MS Access».

BoinojiHeHHe NpakTHUYecKoil _padoThl Ne 28 «l3ydyenue mraTHeIX cpeAcTB 3ammthl CYB/]
MSSQL Servery.

Hepequb IMPAKTUYCCKUX pa60T u 3a,[[aHHI>i nIpeacTaBJICH B METOAUYCCKHUX PEKOMCHAALUAX II0

BBITIOJIHCHUIO J1abopatopHbix pador mo MJIK.02.01 «[IporpaMMHBIE W TIPOrpaMMHO-aIapaTHbIC

CpezCcTBa 3aIUThI HHPOPMALIUNY.

Tema 5.1 MOHMTOPHHT CHCTEM 3aIUTHI.

1. 3a0anue ona ycmnozo onpoca no memam

1. TlonsaTue n o60cHOBaHHE HEOOXOIUMOCTH UCIIOIb30BAHUS MOHUTOPHHIA KaK HEOOXOIMMOM
KOMITIOHEHTBI CUCTEMBI 3allUThl HH(POPMAIUH.

2. OcobenHocty (uKcay COOBITHI, MOCTPOSHHBIX HAa Pa3HBIX MPHUHIIUIAX: CETH C KOMMYTAaIUEH
COeIMHEHUH, ceTh ¢ KoMMyTaluei makeros, TCP/IP, X.25.

3. Knaccugukanus orcinexubaeMbix coObITHH. OCOOEHHOCTH MOCTPOEHUS CUCTEM MOHUTOPHUHTA.

4. Hcroynuku nH(GOPMAIMU JJIT MOHUTOPHUHTA: CETEBBIE MOHUTOPHI, CTATUCTHYECKUE
XapakTepuCTHKH Tpaduka yepe3 MO, mpoBepka pecypcoB OOIIETO IMOIb30BaHUs.

5. Knaccugukamus cereBbIX MOHUTOPOB.

6. Cucremsl ynpaiaeHHus cOOBITUIME HH(OopMamoHHOH 6e3onacHoctu (SIEM).

7. O0630p SIEM-cucreM Ha MUPOBOM U POCCUNCKOM PBIHKE.

Kpurtepun onenkn

«OTJHUYHO» CTABHUTCS, €CIIH:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHA COBOKYITHOCTh OCO3HAHHBIX
3HAaHUW O MaTepHaliax, TEXHOJOTUSIX H3YUYCHUS;

- I0KA3aTeJNbHO PACKPBITHI OCHOBHBIE MOHATHUS, TEPMHUHBI U JIP.;

- B OTBETE OTCIIEKMBAETCA YETKasA CTPYKTYpa, BBICTPOCHHAS B JIOTUYECKOMW MMOCIIEI0BATEIIbHOCTH;

- OTBET U3JIO)KEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BOMPOCHI JABAINCh YETKUE, KOHKPETHBIE OTBETHI, MOKA3bIBasi YMEHUE BBIJIETATH
CYIIIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTHI MaTepHaa.

«XO0po1I10» CTABUTCS, ECIIH:

- JlaH TIOJIHBIM, pa3BEpPHYTHIM OTBET HA IOCTABJICHHBIM BOMPOC, MOKAa3aHO YMEHHUE BBIACISTH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHUAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MOCIIEIOBATEIIBHOCTH;

- U3JI0KCH T'PaMOTHBIM SA3bIKOM;
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- OJIHAKO OBLIU JTOMYIICHBI HETOYHOCTH B OTPEACIICHUU TIOHATUN, TEPMUHOB H JIp.

«Y10BJI€TBOPUTEIbHO» CTAaBUTCS, €CIIH:

- JIaH HEMOJIHBIM OTBET Ha TOCTABJICHHBIA BOMPOC, JIOTMKA W MOCIEI0BATEIbHOCTh H3JI0XKEHUS
MMEIOT HEKOTOpbIE HAPYIICHHUS;

- JIOMYIIEHbI HECYIIECTBEHHbIE OLUIMOKH B U3JI0KEHUU TEOPETUUYECKOI0 MaTepuaia U ynorpeOaeHun
TEPMUHOB;

- 3HaHHMS TIOKa3aHBI CJIa00, peub HETPAMOTHAS.

«HeynoB1eTBOPUTEIBHO)» CTABUTCS, €CIIU:

- JIaH HEMOJIHBIA OTBET HA IOCTABJICHHBIA BOMPOC, JIOTMKA M TMOCIEI0BATEIbHOCTh H3JIOXKEHUS
HMMEIOT CYIIECTBEHHbIC HAPYIICHUS;

- IOTIYIIEHBI CYIIECTBEHHbIE OLIMOKU B TEOPETUUECKOM MaTepHaiie (OHATUSAX, TePMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HCIpaMOTHaAsA.

2. IIpakmuueckasa paboma
Meroanueckue peKOMEHAAINH 110 BHITOJTHEHUIO TPAKTUYECKUX PadoT.

BobinojiHeHHe NpakTHYeckoil  padorel  Ne 29 «l3yueHne © CpaBHUTENBHBIA  aHAIU3

pacipoCcTpaHEHHBIX CETeBbIX MOHUTOPOB Ha mpumepe RealSecure, SNORT, NFR wnu apyrux aHanorosy.

Beinosinenune npakrudeckoil padorel Ne 30 «I[IpoBenenue aynura JIBC ceTeBbIM CKaHEpOM».

[lepeuenr mpakThyeckux pabOT W 3alaHUil TMPEACTaBICH B METOAMYECKHX PEKOMEHAAIMSIX I10
BEITIOJTHEHUIO Jlaboparopabix pador mo MJIK.02.01 «IIporpammHBIE W POrpaMMHO-AIApaTHBIE

CpeAcTBa 3aIIUThI HHPOPMALIUN.

Tema 5.2 U3yuenue mep 3amuthl HHGopManuu B MHGOPMALHOHHBIX CHCTEMAX.
1. 3aoanue ona ycmnozo onpoca no memam
1. TpebGoBanus K 3auTe HHPOPMALIUU, HE COCTABIIAIONIEH rOCyJapCTBEHHYIO TalHY.

2. Meroanueckue nokymMeHTol @CTIK 1o nmpruMeHeHno Mep 3amuThl.

Kpurepun ouenku

«OTJIHYHO» CTAaBUTCS, €CIIH:

- JlaH TIOJIHBIM, pa3BEPHYTHI OTBET Ha IIOCTaBIEHHBIM  BOIPOC, II0Ka3aHa COBOKYIIHOCTb
OCO3HAHHBIX 3HAHUM O MaTepuanax, TEXHOJIOTUAX HU3Y4YCHUS;

- I0Ka3aTeIbHO PACKPBITHI OCHOBHBIE IIOHATHSI, TEPMUHBI U JIP.;

- B OTBETE OTCIICKUBACTCS YETKAsl CTPYKTYPa, BBICTPOCHHAS B JIOTUYECKOM MOCIEA0BATEIILHOCTH;

- OTBET MU3JIOKEH TPAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIKE BONPOCHI JABAINCh YETKHE, KOHKPETHBIE OTBETHI, MOKA3bIBasl YMEHHE BBIJICIATH
CYILLECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTBI MaTepHUaa.

«X0po1110» CTaBUTCS, €CIIN:

- JaH IOJIHBIMA, Pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IIOKA3aHO YMEHUE BBIJIECIATH
CYILIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTHYECKOM MOCIEI0BATEIBHOCTH;

- U3JI0KE€H T'PAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIU TONYLIEHbl HETOYHOCTHU B ONPEEIEHUHU MOHATUH, TEPMUHOB U JP.

((yHOBJIeTBOpI/[TeJII)HO» CTaBHUTCA, €CIIN.
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- JlaH HEMOJIHbIM OTBET Ha IOCTABJICHHBIM BOMPOC, JIOTUKA M TOCJIEI0BAaTEIbHOCTh H3JI0KEHUS
UMEIOT HEKOTOPbIE HapYILIECHUS;

- JIONYIIEHbl HECYIIECTBEHHbIE OUIMOKH B U3JI0’KEHUU TEOPETUUECKOr0 MaTepuana u ynorpeOaeHun
TEPMHHOB;

- 3HaHHA TI0Ka3aHbl CJ1abo, peub HErPaMOTHAS.

«Hey10B1€TBOPUTEIBLHOY» CTABUTCSA, €CIIU:

- JlaH HEIOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIIPOC, JOTMKAa U IOCJIEJOBATEIbHOCTb H3JI0KEHUS
HMMEIOT CYIIECTBEHHbIC HAPYIICHUS;

- IOIIYIIEHBI CYIIECTBEHHbIE OIIMOKU B TEOPETUUECKOM MaTepHaie (OHATUAX, TePMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakmuueckas paboma
MGTOI[I/I‘ICCKI/IG PEKOMCHAA WU 110 BBIITOJIHCHUTO ITPAKTUICCKUX pa60T.

BoinojHenue mnpakrudeckoii  padoorel Ne 31 «Breibop mep 3amuTel uHQOpMANMM IS HX

peanuzanuu B WHGOPMALMOHHON cucTeMe. BbIOOp COOTBETCTBYIOLIMX MPOTPAMMHBIX U MPOTPAMMHO-
aIrnapaTHbIX CPEACTB U PEKOMEHIALMI IO KX HACTPOUKEY.

[lepeuenr mpakTUyecKkux pabOT W 3aJaHUN TPEACTABICH B METOJUYECKUX PEKOMEHIALUSAX II0
BBITIOJIHEHUIO J1abopatopHbix pador mo MJIK.02.01 «[IporpamMMHble W TpOrpaMMHO-aIapaTHbIE

CpeacTBa 3alllUThI PIH(bOpMaI_II/II/I».

Tema 5.3 U3yuyeHue coBpeMEeHHbIX MPOrPAMMHO-ANNAPATHBIX KOMILIEKCOB.
1. 3a0anue ona ycmnozo onpoca no memam

1. XapaxTepucTuka COBPEMEHHBIX TPOrPaMMHO-AINIAPaTHBIX KOMILJIEKCOB.

Kpurepum oueHku

«OTJIMYHO)» CTABUTCSI, €CIIU:

- JIaH TIOJIHBIN, pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HAaHUW O MaTepuayiax, TEXHOJOTHUAX W3YyUYCHUS,

- I0KA3aTeNbHO PACKPBITHI OCHOBHBIE MIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKUBACTCS YETKasA CTPYKTYpa, BBICTPOECHHAS B JIOTMYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAaMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BOMPOCHI JABAINCh YETKUE, KOHKPETHBIE OTBETHI, MOKA3bIBasi YMEHUE BBIJIEIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0po110» CTABUTCS, ECIIH:

- JlaH TIOJIHBIM, Pa3BEpPHYTBIM OTBET Ha IIOCTABJICHHBIM BOMNPOC, MOKAa3aHO YMEHHUE BBIACISTH
CYIIIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTEPHAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOU ITOCIEI0BATEIIBHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIU IOMYIIEHBI HETOYHOCTH B OTPECIICHUH MOHATHI, TEPMUHOB U JP.

«Y10BJIETBOPUTEJbHO)» CTABUTCS, €CIIU:

- JlaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU IOCJIENOBATEIBHOCTD W3JIOKECHHUS

MMEIOT HEKOTOPBIE HAPYIICHUS;
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- IOTTyIIEHBI HECYIIECTBEHHBIC OIIMOKH B U3JI0KEHUH TEOPETUYECKOT0 MaTepHaia U YIoTpeOIeHU
TEPMHUHOB;

- 3HaHUS TIOKa3aHbl C1abo, peyb HErpaMOTHAsL.

«Hey/10BJ1IETBOPUTEILHO» CTABUTCS, €CITH:

- JIaH HETIOJIHBI OTBET Ha IOCTAaBJICHHBIH BOINPOC, JIOTMKA W IIOCIEIOBATEIBHOCTD H3JIOKEHUS
HAMEIOT CYLIECTBEHHBIE HAPYILIECHNUS,

- IIONYIIEHBI CYIECTBEHHBIE OIIMOKN B TEOPETUIECKOM MaTepHaie (HOHATHAX, TEPMHUHAX);

- 3HAHHS OTCYTCTBYIOT, p€4b HETPaMOTHAs.

2. Ilpakmuueckas paboma

MGTOI[I/I‘-ICCKI/IG PEKOMCHAA WU 110 BBIITOJITHCHHUIO IMTPAKTUUCCKUX pa60T.

BoinojiHeHue nmpakTHyeckoi padoTbl Ne 32 «YCTaHOBKA M HACTPOMKA KOMILJIEKCHOTO CPEICTBA

Ha nipumepe SecretNetStudio (yueOHas TUIIEH3US) WK APYTUX aHATIOTOBY.

BoinojiHeHHe NMpakTU4yeckoii padoTel Ne 33 «YcTaHOBKa M HACTpPOWKA MPOTPAMMHBIX CPEICTB

OLIEHKU 3aIIMIICHHOCTH M ayauTa WHPOPMALMOHHON 0€30MacHOCTH, n3ydeHne (QYHKIMH W HacTpoiika
pexxuMoB padoThl Ha npumepe MaxPatrol 8 wiau 1pyrux aHanioroBy.

BoinoJjiHeHue MpakTH4eckoii padoTnl Ne 34 «/3yueHue TUMOBBIX perieHuid g noctpoenus VPN

Ha pumMepe VipNet win Apyrux aHaJIOTOBY.

BoinosiHeHue nmpakTuyeckoil padorbl Ne 35 «lM3yueHne COBpEMEHHBIX CHCTEM aHTHBHPYCHOM
3alUThl HA IpUMepe KopnopaTUBHBIX peweHuil KasperskylLab nnm npyrux ananorosy.

BoinojiHeHue npakTuyeckoii padorsl Ne 36 «/3yuenue yHkunonana u obiacteld mpuMEHEHUS

DLP cucrem Ha npumepe InfoWatchTrafficMonitor wiu nqpyrux aHaioros.
[lepeuenp mpakTUYeCKUX pabOT M 3aJaHU TPEACTABICH B METOJMUYCCKHX PEKOMEHIALUSX 10
BBINIOJIHEHUIO J1abopaTopHbix pabdor mo MJIK.02.01 «IIporpaMMHBIE W TpOrpaMMHO-aNIapaTHbIC

CpeACTBA 3alIUTHI HH(bOpMaHHH)).

Tunossble 3a1anus s ouenku 3nanuii 31, 32, 33, 34, 35, 36, ymennii Y1, Y2, Y3, V4, V5, V6,
¥Y7,¥8,Y9, Y10 (pyOexHblii KOHTPOJIb)

1. 3a0anue ona ycmnozo onpoca no memam

Kontpoabnasi padora Ne 1 «3ammra HHGOPMALMOHHBIX CHCTEM.

[leqib: TPOBEPUTH TEOPETUYECKHE 3HAHUSA M MPAKTUYECKHE HABBIKM 110 TeMaM JUCLUIUIMHBI
MJK.02.01 «IIporpaMMHBbIe U IPOrpaMMHO-aMNIapaTHbIE CPECTBA 3AIUTH HHPOPMALI.

3aganmne. OTBETUTh HA MOCTaBJIEHHBIE BOIIPOCHI

Bapuanr 1
Knaccudukanus MeTo10B 1 CpesiCTB MPOrpaMMHO-ANIApaTHON 3alUThl HHPOPMAIUH.
HcTouHuky JecTabuIM3UpYyIOIETo BO3IEHCTBUS HA OOBEKTHI 3aIlIUTHI.
OcHoBHBIE TI0JX0/1bI K 3antute uHpopmanuu ot HC/I.

Pa6ora aBToHOMHOI AC B 3aIIMILIEHHOM PEXHUME.

EEINC NS

MeTtoap! 3amuThl HHGOPMAIMK Ha OTUYXKAaeMbiXx HocuTensax. [ludposanue.
Bapuanr 2

1. OcuoBHasIle Buasl AC B 3alMIIEHHOM HUCIIOJIHEHNH.

2. TlpuuuHBI U YCIOBUS AECTAOWIH3UPYIOIIETO BO3ACHCTBUS Ha HHGOPMAITHIO.
3. OcoOeHHOCTH 3alIMTHI TaHHBIX OoT u3MeHeHus. [lludposanue.
4

BpenonocHoe mporpammHoe o0ecriedeHne Kak 0COObIi BU pa3pyIIalonuX BO3ICHCTBUMN.
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5. HecankunonuposanHoe konupoBaHue nporpamm kaxk tun HC/I.

Kpurtepun onenkn

OTMeTKOH «OTJMYHO» OLICHUBAKOTCS OTBETHI, KOTOPHIE NOKA3bIBAIOT IIPOYHBIE 3HAHUS OCHOBHBIX
MOHATUH M 3aJa4 M3y4yaeMOH AUCIUILIMHBI, OTIIMYAIOTCS TIIyOMHON M MOJIHOTOM PacKpPhITHS BOIPOCOB;
BIQJICHHEC  TEPMUHOJOTMYECKHUM  annaparoM; yMEHHE  J1aBaTb  OIPEIEICHMs,  OINHUCHIBAThH
I10CJIEI0BATEIbHOCTh TEXHOIOTUI MaTepUalloB, UX OCOOEHHOCTH, JeaTh BbIBOJBI M 0000IEHHs, 1aBaTh
apryMEHTUPOBAHHBIE OTBETHI, IPUBOJUTH IPUMEPBI.

OTMeTKOH «X0poII0» OLEHUBAIOTCA OTBETHI, OOHAPYKUBAIOIIKWE IPOYHbIE 3HAHHUS OCHOBHBIX
HNOHATUH U 3aJad U3y4yaeMOH AMCLUIUIMHBI, OTJIMYAIOTCSA INTyOMHOM M IOJIHOTOM pacKpbITHs BOIPOCOB;
BJIAJICHUE  TEPMHMHOJOTMYECKMM  alllapaToM; YMEHHME  JaBaTbh  OIPEHEICHUs,  OIMCHIBATH
II0CJIEI0BATENbHOCTh TEXHOJIOTMI MaTepuajnoB, MX OCOOEHHOCTH, JellaThb BBIBOABI U 0000IIEHUS,
IIPUBOJUTH IpuMepbl. OIHAKO JOMYCKAIOTCS JIBE-TPU HETOUHOCTH B OTBETAX.

OTMeTKOH «yI0BJIETBOPUTEIbHO» OLIEHUBAIOTCA OTBETHI, CBUJETEIbCTBYIOIIME B OCHOBHOM O
3HAHUU MAaTEpPUAIOB, MX CBOMCTB, TEXHOJOTHUW, HO OTJIMYAIOIIMECS HEJOCTAaTOYHOW TIyOMHOU W
MIOJTHOTOW PACKPBITHSL TEMbl; 3HAHMEM OCHOBHBIX BOIPOCOB TEOPHM; CJ1ab0 CHOPMUPOBAHHBIMU
HaBbIKAMM  aQH&JIM3a TEM  M3y4aeMOM  JUCLUIUIMHBI,  HEJOCTATOYHBIM  YMEHHEM  [JaBaTh
apryMEHTHPOBaHHbIE OTBETHI U MPHUBOJUTH NMPHUMEpPHI. JlOMycKaeTcss HECKOJIBKO OMIMOOK B COAEP)KaHUU
OTBETA.

OTMeTKOH «HeYJAOBJIETBOPUTEJIBHO» OICHUBAIOTCA OTBEThl, OOHApPY)KUBAIOIIME HE3HAHHE
MaTEepUajIoB, UX CBOWCTB, TEXHOJOIMM H3ydyaeMOl IpeIMEeTHOW 00J1acTH, OTIMYAIOIIMECS HErNIyOOKUM
pacKpbITHEM TE€MBbl; HE3HAaHHUEM OCHOBHBIX BOIIPOCOB TEOPUH, HEC(OPMUPOBAHHBIMU HABBIKAMH aHAJIN3a
TEM H3y4aeMOM JUCLUIUIMHBI, HEYMEHHMEM J1aBaTb AapryMEHTHUPOBAHHBIE OTBETHI. JlommycKaroTcs

CCPLE3HBIC OIIIMOKH B COACPIKaHUU OTBETOB.

3.2.2 KonrpoabHo-oueHounsble cpeacrsa (KOC) nans Tekymiero KOHTpPOJsA 3HAHMIA, YMeHUH,
o0yyaromuxcsa no y4dedonoit aucuumimne MJ/IK.02.02 «Kpunrorpaguyeckue cpeacTBa 3allUThI

uHpopmannm»

Tunossble 3a1anus s ouenku 3nanmnii 31, 32, 33, 34, 35, 36, ymennii Y1, ¥2, Y3, V4, V5, V6,
¥7,¥8,Y9, V10 (Tekyuuii KOHTPOJIb)

Tema 1.1 Beenenne. MaTemaTnuecKue 0CHOBbI KPUIITOrpaguu

1. 3a0anue ona ycmunozo onpoca no memam

1. TIlpeamer u 3amaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIE TEPMUHBI.

2. DIeMeHTHI TEOPHH MHOXECTB. [ pymIibI, KOJbIa, OIS,

3. Hemumocts uucen. [IpusHaku nenumoctu. [IpocThie 1 cocTaBHBIE YHCIA.

4. OcHoBHas Teopema apupmeruku. Haubonbmmii oOmuii nenurens. B3auMHo npocTtelie uncina.
AnroputMm EBkinna s maxoxaenus HO/L.

5. OrHomenus cpaBHUMocTU. CBOICTBa cpaBHEHUN. MoymsipHas apupMeTHKa.

6. Kiaccel. [ToHas u npuBeneHHas cucreMa BeiaeToB. Dynkius Diinepa. Teopema Depma -

Diinepa. AIropuT™ ObICTPOTO BO3BEIEHHUS B CTENEHB 110 MOJYIIIO.
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7. CpaBHEHHS TIEpBOM cTeneHH. JInHeHbIe TuopaHTOBI ypaBHEHUS. PaciupeHHbIN alropuT™
EBxnnna.

8. Kuraiickas Teopema 00 ocTaTKax.

9. [TIlpoBepka umuceln Ha MPOCTOTY. ANTOPUTMBI T€HEPALIUU POCTHIX Ynces. MeTos mpoOHbIX
nenenuii. Pemmero Dparocdena.

10. Paznoxkenue yucia Ha MHOXKHUTENU. ANropuT™bl dakropuszanuu. Pakropuzanus epma. Meron
[Tonnapna.

11. Anroputmsl quckperHoro jorapudmupoBanus. Meron [Tomrapaa. Merox [loppa.

12. Apudmernyeckue oneparuy Haa OOJIBIIMMH YUCIAMHU.

13. Dnnaunrtuyeckre KPpUBBIE U UX MPHIIOKEHUS B KPUIITOTPAUH.

Kpurepum oueHkun

«OTIHYHO» CTAaBUTCS, ECIH:

- J1aH IIOJIHBIM, pa3BEPHYTHIM OTBET HA IIOCTABIEHHBIN BOIIPOC, IIOKa3aHa COBOKYITHOCTb OCO3HAHHBIX
3HAHHUU O MaTepuallaX, TEXHOJIOTUAX HW3YyYEHUs;

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE ITOHSTHSI, TEPMHUHBI U 1Ip.;

- B OTBETE OTCJICKUBAETCS YETKAsl CTPYKTYPA, BEICTPOCHHASI B JIOTHYECKOM MTOCIIEJ0BATEIbHOCTH;

- OTBET U3JI0XKEH I'PAMOTHBIM S3BIKOM;

- Ha BO3HHUKILIKE BOIPOCHI JaBAJIUCh YETKHUE, KOHKPETHBIE OTBETHI, I10KA3blBas YMEHHUE BBIICIATH
CYLIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTepHalla.

«Xopo110» CTaBUTCSI, €CIIN:

- JlaH TIOJIHBIM, Pa3BEpHYTBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, IIOKA3aHO YMEHHE BBIIEISTH
CYILLIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTHYECKOU ITOCIIEN0BATEIBHOCTH;

- N3JI0)KEH TPaMOTHBIM SI3bIKOM;

- 0JIHAKO OBLIM JOMYIIEHBl HETOUHOCTH B ONPEeNICHUH OHATHI, TEPMUHOB U JIp.

«Y10BJICTBOPHUTEIBHO» CTABUTCS, €CIIN:

- JIaH HENOJIHBIA OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTUKA U IIOCIEI0BATEIbHOCTh H3JI0KEHUS
MMEIOT HEKOTOPBIE HAPYILICHMUS;

- IONYIEHbl HECYIIECTBEHHbIE OUIMOKHN B U3JI0’KEHUU TEOPETUUYECKOr0 MaTepuaia U ynorpedieHuu
TEPMHHOB;

- 3HaHMA TOKa3aHbl cJ1abo, peyb HErpaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTAaBUTCS, €CIIU:

- JIaH HENOJIHBIA OTBET HA IOCTABJICHHBIM BONPOC, JIOTMKA W ITOCIIEIOBATEIbHOCTh H3JIOKEHUS
MMEIOT CYLIECTBEHHBIE HAPYLICHUS;

- JIOTIYIIIEHbI CYIIECTBEHHbIE OLIMOKU B TEOPETUUECKOM MaTepuale (MOHATUSIX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€Ub HETPAMOTHAs.

2. IlIpakmuueckasa paboma
MeTtoauueckre peKOMEHIalliy IO BBHITIOJHEHUIO MPAKTUYECKUX padoT.

BoinojiHeHue npakTuueckoii padornl Ne 37 «[Ipumenenue aaroput™a EBkimma i HAXOKICHUS

HO/I. Pemenue muHEHHBIX AMO0()AHTOBBIX YPaBHEHUIN.

BoinoJiHeHHe npakTudeckoii padorbl Ne 38 «I[IpoBepka yucesn Ha MPOCTOTY».
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BbinoJiHeHHe NpakTHYeCKOi padoThl Ne 39 «Pemnienue 3aa4 ¢ 3JIeMEHTaMH TEOPUH YHCEID.

[lepeyeHp npakTHUECKUX pabOT W 3aJaHUN TPEJICTABICH B METOJUYECKUX PEKOMEHIAIMIX 10
BBITIOJIHEHUIO mpakTudeckux padbor mo MJIK.02.02 «Kpunrorpadudeckne cpeacTtsa 3amuThl

uHpOpMALIUN».

3. Camocmoamenvnasn paboma

MeTtoauueckne peKOMEHIaluK O BHIIIOJHEHUIO CAMOCTOSTEIbHBIX PaboT.

CPC Ne 1. TlogroroBka jokiana-coo0mieHust Ha Temy: «Mcropus kpunrorpadun».

[lepeuenp camMoOCTOSTENBbHBIX pPabOT CTYAEHTOB U 3aJaHUsl IPEACTAaBICHbl B METOIUYECKUX
PEKOMEHJAUMSAX [0  BBIIOJHEHHUID  CaMOCTOSITEJIbHBIX pabor  crymentoB ~ MJIK.02.02

«Kpunrorpaduueckue cpeacTBa 3auThl HHOOPMALIUNY.

Tema 2.1 MeToabl KpunTorpaguieckoi 3amuThI HHGoOpMAaIUH.

1. 3aoanue ona ycmnozo onpoca no memam

1. Kiaccudukarysi OCHOBHBIX METOJIOB KpUNITOIpadUIECKOM 3auiThl. METOAbI CHMMETPUYHOTO
mmdpoBaHus.

2. lIudpse! 3amensl. [Ipoctas 3ameHa, MHOTOaI(haBUTHAS MTOICTAHOBKA, IIPOTIOPIIUOHATBHBINA TIH(P.

3. Mertoap! nepectaHoBkH. TaOnu4yHast mepecTaHOBKA, MapIIPyTHAas IePeCTaHOBKA.

4. 'ammupoBanue. 'aMMupoBaHne ¢ KOHEYHOW U OECKOHEYHON TaMMaMH.

Kpurepun oueHku

«OTJHUYHO» CTABHUTCS, €CIIH:

- JIaH TIOJIHBIN, Pa3BEPHYTHIM OTBET HA MOCTABJIECHHBIM BOIIPOC, TOKA3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HAHUW O MaTepHallaxX, TEXHOJOTHUIX H3Y4YCHUS,

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE MOHATHUS, TEPMHUHBI U JIP.;

- B OTBETE OTCJIEKMUBACTCA YETKasA CTPYKTYPa, BBICTPOCHHAS B JIOTUYECKOMW MMOCIIEI0BATEIIbHOCTH;

- OTBET U3JIO)KEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3blBasi YMEHHUE BBIJIEIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MaTepHaa.

«XO0po1110» CTaBUTCS, ECIIN:

- JlaH TIOJIHBIM, Pa3BEpPHYTBIM OTBET HA IIOCTABJICHHBIM BONPOC, MOKAa3aHO YMEHHUE BBIACIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOU MOCIIEIOBATEIIbHOCTH;

- U3JIOKEH TPAMOTHBIM SI3BIKOM;

- OJTHAKO OBUIN JOIMYIIEHBI HETOYHOCTH B OTIPECIICHUH MIOHSATHI, TEPMUHOB U JIP.

«Y10BJICTBOPUTEJIBbHO» CTABUTCS, €CIIN:

- JlaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU TOCJIENOBATEIBHOCTD W3JIOKECHHUS
HWMEIOT HEKOTOPbIE HAPYIIECHUS;

- IOMYIIEHBl HECYIIECTBEHHBIC OMTMOKU B U3TI0KEHUU TEOPETUIECKOT0 MaTepuana U ynorpebieHun
TEPMHUHOB;

- 3HAHUS TIOKa3aHbI CJIa00, peyb HErPAMOTHASI.

«HeyIIOBJIeTBopI/ITeJIbHO» CTaBHUTCA, €CJIN:
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- JIaH HENOJIHBIA OTBET Ha IOCTAaBJIEHHBIM BONPOC, JIOTHKA W IOCIEAOBATEIBHOCTh HM3JI0KEHHS
MMEIOT CYIIECTBEHHBIE HAPYLICHUS;
- IOTTYIICHBI CYIIECTBEHHBIE OIMOKU B TEOPETUUECKOM MaTepHaie (IOHATUSIX, TePMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakxmuueckas paboma
Meroanueckre peKOMEHIAIMH 110 BBITTOIHEHHUIO IPAKTHYECKUX PadoT.

BoinojiHeHHe MpakTHYecKoii padoThl Ne 40 «[IpuMeHeHHE KIIACCUYECKHUX MH(PPOB 3aMEHBI».

BoinosiHeHHe NMpakTH4YecKoii  padorbl __Ne 41 «lIpuMeHeHHe KIacCHYECKUX MmHU(POB

MEPCCTAaHOBKU.

BbinosiHeHue npakTHYecKoii padoThl Ne 42 «[IprumeHeHre MeToa raMMUPOBAHUS.

[lepeuenp mpakTHUECKUX pabOT W 3aJaHU TPEACTaBIEH B METOAMYECKHX PEKOMEHIAIUAX IO
BBIIIOJTHEHUIO —IpakTHueckux pabor no MJIK.02.02 «Kpunrorpadpuueckue cpencrsa 3aliuThl

nHpopMaumny.

3. Camocmoamensnasn paboma

MeTtoauyeckue peKOMEHAALNUY IO BHIIIOJHEHUIO CAMOCTOSITENIbHBIX PadoT.

CPC Ne 2. TToaroroBka pedepara Ha Temy: «MeToasl Kpuntorpadudeckoil 3amuThl HHPOPMALTTN.

[lepeueHp camMoOCTOSITENBHBIX pPA0OT CTYIEHTOB M 3aJaHUSl TPEJCTABICHbI B METOAMYECKUX
PEKOMEHTaLNAX o BBIIIOJIHEHUIO CaMOCTOATEJIbHBIX pabort CTYAEHTOB M/IK.02.02

«Kpunrorpadudeckue cpeacTBa 3auThl HHOOPMALIUNY.

Tema 2.2 Kpunroananu3s

1. 3a0anue ona ycmnozo onpoca no memam

1. OcHoBHBIE MeTO/IbI KpuNTOaHaNN3a. Kpunrorpadguueckue ataku.

2. Kpunrorpaduueckast cToMKOCTb. AOCOIIOTHO CTOWKHE KPUIITOCUCTEMBI. [IpHHIIMITEI
Kepxxoddca.

3. HepCHeKTI/IBHHe HaIlpaBJICHUA KPUIITOAHAJIN3A, KBAHTOBBIN KpHUIITOAHAIN3.

Kpurepum ouenku

«OTIHYHO» CTABUTCS, ECIIN:

- JIaH TIOJIHBIN, pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HAHUM O MaTepHaliaxX, TEXHOJOTUSIX H3YYCHUS,

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE MIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJICKHUBAECTCSA YETKAsl CTPYKTYpa, BBICTPOECHHAS B JIOTHYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAaMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3bIBasi YMEHHUE BBIJIECIATH
CYIIIECTBEHHBIE U HECYIIECTBEHHBIE MOMEHTBI MaTepHaIa.

«XO0pouI0» CTaBUTCS, €CIIN:

- JaH TIOJIHBIM, Pa3BEpPHYTHIA OTBET HA TMOCTABJICHHBIM BOIMPOC, MOKA3aHO YMEHHE BBIICIATH
CYILIECTBEHHBIE U HECYLIIECTBEHHBIE MOMEHTBI MaTEPHUAa;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTUYECKOM MOCIIEI0BATEILHOCTH;
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- U3JI0’KEH TI'PAMOTHBIM SI3BIKOM,;

- OJIHAaKO OBLIH JOMYIIECHBl HETOYHOCTHU B ONPECICHIH MOHATUH, TEPMUHOB U JIp.

«Y10BJ1€TBOPUTEIbHO» CTaBUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JI0KEHUS
MMEIOT HEKOTOPBIE HAPYILICHMUS;

- JIONYIIEHbl HECYIIECTBEHHbIE OIIMOKH B M3JI0KEHHH TEOPETUUECKOr0 MaTepuaia U ynorpeoieHuu
TEPMUHOB;

- 3HaHMs TO0Ka3aHbl CJ1abo, peub HErpaMOTHAs.

«HeynoB1eTBOPHUTEIBHO» CTABUTCS, ECIIH:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JI0KEHUS
MMEIOT CYLIECTBEHHBIE HAPYLICHUS;

- IOIIYIIEHbI CYIIECTBEHHbIE OLLIMOKU B TEOPETUUECKOM MaTepHalie (IOHATUAX, TEPMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. Ilpakmuueckas paboma
Meroanueckre peKOMEH/IAIMH 110 BHITIOTHEHHUIO TPAKTHYECKUX padoT.

BoinojiHeHue mpakTuyeckoii padorel Ne 43 «Kpunroananus mudpa MpocTod 3aMEHbI METOJIOM

aHaJln3a YaCTOTHOCTU CUMBOJIOBY.
BoinojiHeHue mpakTuueckoii_padorbl Ne 44 «KpunroaHaaus KIACCHYECKUX IIM(PPOB METOIOM

MIOJIHOTO Tiepedopa KITrouei».
BoinoiHeHue npakTHYeckoii padoTbl Ne 45 «Kpunroananus mudpa Buxenepay.

[lepedyeHp mnpakTHUECKUX pabOT W 3aJaHUi NPEACTaBIE€H B METOAMYECKMX PEKOMEHJAlUAX IO
BBIIIOJIHEHUIO IpakTHueckux pador no MJIK.02.02 «Kpunrorpadpuueckue cpencrsa 3aliuThl

uH(pOpMALIUN».

3. Camocmoamenvnas paboma

Metoanyeckre peKOMEHIAlUH 110 BBITOJIHEHUIO CAMOCTOSITEIbHBIX paloT.

CPC Ne 3. TToaroroBka pedepara Ha TeMy: «OCHOBHBIE METOBI KPUTITOAHAIN3AY.

IlepeyeHb caMOCTOSATENBHBIX pabOT CTYAEHTOB M 3aJaHHUsA NPEICTABICHbl B METOJMYECKUX
PEKOMEHTaLNSAX o BBITIOJIHEHUIO CaMOCTOATEIIbHBIX pabort CTYZEHTOB M/IK.02.02
«Kpunrorpaguueckue cpeacTpa 3auThl HHOOPMALIUNY.

Tema 2.3 IloTouHble MM(PHI M TeHEPATOPHI NCEBAOCTYYARHBIX YK Cel

1. 3aoanue ona ycmnozo onpoca no memam

1. OcHOBHBIE PUHIIMITEI TOTOYHOTO HIM(PPOBAHUS.

2. [Tpumenenne renepatopos [1CY B kpunrorpadun.

3. Meroibl MoTy9YeHHs IICeBIOCTydaiHbIX TTocheaoBatenbHocTel. JIKT, meton ®ubonagum, MeTo T
BBS.

Kpurepun ouenku

«OTJIMYIHO» CTAaBUTCS, SCIIH:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HAHUM O MaTepHaliaxX, TEXHOJOTUSIX H3YYCHUS;

- A0Ka3aTCJIbHO PACKPBITEI OCHOBHBIC ITOHATHA, TCPMUHBI U JIP.;
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- B OTBETE OTCJIEKUBACTCS YETKAsA CTPYKTYpa, BBICTPOCHHAS B JIOTUYECKOMN

MIOCJIEI0BATEILHOCTH; - OTBET U3JI0KEH I'PAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKAa3bIBasi YMEHHUE BBIJICIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MAaTEpHAJIA.

«Xopo11o» CTaBUTCS, €CIIU:

- JaH TOJIHBIM, Pa3BEPHYTbIA OTBET HA IIOCTABJICHHBIM BOIPOC, MOKA3aHO YMEHHUE BBIICIATH
CYILIECTBEHHbBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHUAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MOCIIEIOBATEIIbHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIN OMYICHBI HETOYHOCTH B OMPEACICHUY MMOHSTUH, TEPMUHOB U JIP.

«Y10BJIETBOPUTEIbHO» CTABUTCS, €CIIH:

- JIaH HENOJIHBIA OTBET HA IIOCTABJICHHBIM BONPOC, JIOTMKA W IOCIIEIOBATEIbHOCTh H3JIOXKEHUS
HMMEIOT HEKOTOPbIE HAPYIICHHUS;

- IOMYIIEHBI HECYIIECTBEHHbIC OUTMOKH B U3JI0KEHUU TEOPETUUECKOr0 MaTepuana u ynorpebieHuu
TEPMUHOB;

- 3HaHUA TOKa3aHbl CJ1ado, peub HErPaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTABUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JIOKEHUS
HMMEIOT CYLIECTBEHHBIC HAPYILIECHUS,

- IOMYIIIEHBI CYIIECTBEHHBIC OMIMOKU B TEOPETUUECKOM MaTepHuaie (MOHATHUIX, TEPMUHAX );

- 3HAaHUA OTCYTCTBYIOT, p€Ub HETPAMOTHAs.

2. Ilpakmuueckas paboma
MCTOZ[I/I‘IGCKI/IG PEKOMCHAAIWH 110 BBIMTOJIHCHUIO MMPAKTUICCKHUX pa60T.

BeinosiHeHue npakTudeckoi padorsl Ne 46 «[Ipumenenue meroaos renepanuu [1CH».

[lepeuenp mnpakTHyeckux paOOT W 3aJaHUN MPEACTAaBIEH B METOJWYECKUX PEKOMEHJALUAX I10
BBIIIOJTHEHUIO —IpakTHdeckux pador mno MJIK.02.02 «Kpunrorpadpuueckue cpencrsa 3aliuThl

uH(pOpMALIUN».

Tema 3.1 KogupoBanue unpopmanuu. Komnborepusanus mudpoBaHus

1. 3aoanue ona ycmnozo onpoca no memam

1. Konuposanue napopmannu. CUMBOIBbHOE KoaupoBaHue. CMBICIIOBOE KOJUPOBAaHHE.
Mexanuzanus mudposanusd. [lpeacrasienne nadopmanuu B 1sonyHoM koze. Tabmuma ASCII.
Komnerotrepuszanus mudpoBanus. AnnapaTtHoe U MporpaMMHoOe MHQpOBaHUE.

CTaH,Z[apTI/BaLII/IS{ MMpOorpaMMHO-alIapaTHbIX KPHUIITOT pa(l)I/I‘-ICCI(I/IX CHUCTCM U CPCACTB.

ok~ wmn

CoBpemeHHbIE TPOrpaMMHBIE U annapaTHble KpUnTorpadguueckue cpeacTna.

Kpurepun onenkn

«OTJIMYIHO» CTAaBUTCS, SCIIH:

- J1aH TOJHBIN, pa3BEpPHYTHIN OTBET HA MOCTABJIEHHBIN BOMPOC, TOKa3aHa COBOKYITHOCTb OCO3HAHHBIX
3HAHUM O MaTepHayiaxX, TEXHOJOTUSIX H3YYCHUS,

- A0Ka3aTCJIbHO PACKPBITEI OCHOBHBIC ITOHATUSA, TCPMUHBI U JIP.,
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- B OTBETE OTCIIEKUBACTCS YETKAsl CTPYKTYpPa, BHICTPOECHHAS B JIOTHYECKOM MOCIE0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIHE BOMPOCHI JABAIUCHh YETKHE, KOHKPETHBIE OTBETHI, MOKA3bIBAasl YMEHWE BBIICIATH
CYILIECTBEHHbBIE U HECYIIECTBEHHBIE MOMEHTBI MAaTEpHAJIA.

«X0pomoy CTaBUTCS, €CIIN:

- JaH TIOJIHBIM, Pa3BEPHYTbIA OTBET HA IIOCTABJICHHBIM BOIPOC, MOKA3aHO YMEHHUE BBIICIATH
CYIIECTBEHHBIE U HECYIIECTBEHHBIE MOMEHTHI MaTepHana;

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTUYECKOW MMOCIIEIOBATEIIbHOCTH;

- U3JIO)KEH TPAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIN TOMYIICHBI HETOYHOCTH B OMPEACICHUY MMOHATUH, TEPMUHOB U JIP.

«Y10BJIETBOPUTEJIbHO» CTABUTCS, €CIIU:

- JlaH HEMOJIHBIM OTBET Ha IOCTABJIEHHBIA BOMNPOC, JIOTUKA M TOCJIEAOBATEIBLHOCTh H3JIOKECHUS
HMMEIOT HEKOTOPbIE HAPYLICHUS;

- IOMYIIEHBI HECYIIECTBEHHbIE OUIMOKHN B U3JI0KEHUU TEOPETUUYECKOr0 MaTepuana U ynorpebieHuu
TEPMHUHOB;

- 3HaHUS TIOKa3aHbI CJIa00, peyb HETPAMOTHASI.

«HeynoBy1eTBOPUTENIBHO)» CTABUTCS, €CIIH:

- JIlaH HEMOJIHBIM OTBET Ha IOCTABJICHHBIA BOMNPOC, JIOTUKA M IOCJIEAOBATEIBLHOCTh H3JIOKECHUS
HMMEIOT CYIIECTBEHHBIE HAPYILICHUS,

- IOTIYIIEHBI CYIIECTBEHHbIE OLIMOKU B TEOPETUYECKOM MaTepHale (MOHATUSAX, TePMUHAX);

- 3HaHUS OTCYTCTBYIOT, p€4b HETPAMOTHASI.

2. Ilpakmuueckas paboma
Metoandeckre peKOMEHIAIMH MO BHIMOJIHEHUIO MPAKTHYECKUX PadoT.

BoinosiHeHue npakTHyeckoii padorbl Ne 47 «KoanpoBanue nH(popMaum.

BoinosiHeHue npakTuyeckoii padornl Ne 48 «[IporpamMmMHas peanu3anus KIaCCHUECKUX HIHU(PPOBY.

BoinoiHeHne npakTuyeckoi padorbl Ne 49 «l3yueHue peanu3anuu KJIACCMYECKMX MIUGBPOB

3aMeHbl U nepectaHoBkH B iporpamMme CrypTool mnu ananorey.
[lepeueHp mnpakTHUECKUX pabOT W 3aJaHUi MPEACTaBIE€H B METOAMYECKMX PEKOMEHJAlUAX IO
BBIMOJIHEHUIO TpakTuueckux pabor mo MJIK.02.02 «Kpunrorpaduyeckne cpeacrsa 3amluThl

uH(pOpMALIUN».

3. CamocmoamensHnasn paboma

MeToaudeckne peKOMEHIAIUY TIO0 BHITIOTTHEHUIO CAMOCTOSTETFHBIX padoT.

CPC Ne 4. TloarotoBka KOMITBIOTEPHOW Mpe3eHTalu Ha Temy: «COBpEMEHHBIE MPOTrpaMMHBIE U
amnmapaTHbIe KpUNITOTPaPUIECKHE CPEICTBAY.

[lepeueHp camMOCTOSITENBHBIX pPA0OT CTYIEHTOB M 3aJaHUs TPEACTABICHHl B METOIUYECKUX
PEKOMEHJAUMAX [0  BBIIOJIHEHHUID  CaMOCTOSITEIIBbHBIX pabor crymentoB ~ MJIK.02.02

«Kpunrorpapuueckue cpeacTpa 3auThl HHOOPMALIUN».

Tema 3.2 CummeTpHYHBbIE cUCTEMBI IIH(GPOBaAHUSA
1. 3a0anue ona ycmnozo onpoca no memam

1. O6ume cBenenus. CTpyKTypHasi cXxeMa CUMMETPUYHBIX KPUNITOTPahUIECKUX CUCTEM.
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2. OteuectBenHble anroputMel Marma u Kysneuunk u crangaptsl [OCT P 34.12-2015 u TOCT P
34.13-2015.
3. Cummerpuunsie anroputMbl DES, AES, TTOCT 28147-89, RC4.

Kpurepun oueHku

«OTIHYHO)» CTaBUTCS, ECIU:

- JIaH IOJIHBIM, Pa3BEPHYTHIM OTBET Ha IIOCTABICHHBINA BOIIPOC, IIOKa3aHa COBOKYITHOCTb OCO3HAHHBIX
3HAHMU O MaTepHallaX, TEXHOJIOTUAX HW3yYEHUs;

- I0Ka3aTeIbHO PACKPBITHI OCHOBHBIE ITIOHATHS, TEPMUHBI U JIP.;

- B OTBETE OTCJICKUBAETCS YETKasA CTPYKTYPA, BEICTPOCHHAS! B JIOTHYECKOU ITOCIIEOBATEIbHOCTH;

- OTBET U3JIOKEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIKME BOIPOCHI JABAIUCHh YETKUE, KOHKPETHBIE OTBETHI, IIOKA3bIBas YMEHHUE BBIJICIATH
CYLIECTBCHHBIE U HECYILIECTBEHHBIE MOMEHTBI MaTEpHaJa.

«Xopo110» CTaBUTCSI, €CIIN:

- JaH IIOJIHBIM, pa3BEPHYTBHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IMOKA3aHO YMEHHUE BBLIEIATH
CYLIECTBEHHBIE Y HECYILIECTBEHHBIE MOMEHTBI MaTEPHAIa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTMYECKOU ITOCIIEN0BATEIBHOCTH;

- N3JI0)KEH TPaMOTHBIM SI3bIKOM;

- 0JIHAKO OBLIM JOIMYIIEHbI HETOYHOCTH B OIPEEeICHUH OHATUI, TEPMUHOB U JIp.

«Y10BJIETBOPUTENbHO» CTABUTCS, ECIIH:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTMKA W IIOCIIEIOBATEIbHOCTh H3JIOKEHUS
HUMEIOT HEKOTOPBIE HaPYILEHUS;

- IONYIEHbl HECYIIECTBEHHbIE OUIMOKHU B U3JI0’KEHUU TEOPETUUYECKOr0 MaTepuana U ynorpedieHuu
TEPMUHOB;

- 3HaHMWS TOKa3aHbl CJ1abo, peub HErpaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTaBUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOINPOC, JIOTMKA W ITOCIIEIOBATEIbHOCTh H3JIOKEHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUS;

- IOMYIIEHBI CYIIECTBEHHbIE OLIMOKU B TEOPETUUECKOM MaTepHaiie (IOHATUSAX, TEPMUHAX);

- 3HAHUA OTCYTCTBYIOT, p€Ub HCTpaMOTHaAA.

2. IIpakmuueckasa paboma
MeTtoauueckre peKOMEHIalliy IO BBHITIOJHEHUIO MPAKTUYECKUX padoT.

BoinosiHeHHe NpakTH4Yeckoii padoTbl Ne 50 «V3ydyeHue nporpaMMHON peaau3alid COBPEMEHHBIX

CUMMETPUYHBIX HIH(POBY.
[lepeuenr mnpakThyeckux padOT W 3aJaHUN MPEACTaBIEH B METOJWYECKUX PEKOMEHJIALUsAX IO
BBINIOJTHEHUIO —MpakTHueckux pabor mno MJIK.02.02 «Kpuntorpadpuueckue cpencrtsa 3aliuThl

uHpOpMAaLUN».

Tema 3.3 AcuMMeTpUYHbIE CHCTeMBbI IIU(POBaAHUSA
1. 3a0anue ona ycmunozo onpoca no memam
1. Kpunrocuctemsl ¢ OTKpBITHIM KitouoM. HeoOpatumocTs cuctem. CTpyKTypHas cxema

mHU(PPOBAHUS C OTKPHITHIM KIIIOUOM.
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2. DJIeMEeHTHI TEOPUHU YHCEI B KPUNITOTPa(GUU C OTKPBITHIM KITIOUOM.

Kpurepun onenkn

«OTJMYHO)» CTaBUTCS, €CIIU:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIECHHBIA BONPOC, TOKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HaHUM O Marepuanax, TEXHOJIOTUIX HW3YYCHUS;

- I0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MTOHATHS, TEPMUHBI U JIP.;

- B OTBETE OTCJIC)KUBAETCS YETKAsA CTPYKTYPa, BBICTPOCHHAS! B JIOTUYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH TPaAMOTHBIM SI3bIKOM;

- Ha BO3HUKUIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKA3bIBasi YMEHUE BBIJICIATH
CYILLIECTBEHHbBIEC U HECYIIECTBEHHbIE MOMEHTHI MaTepuaa.

«Xopo11o» CTaBUTCS, €CIIU:

- JaH IOJIHBIMA, pa3BEPHYTHIM OTBET HAa IOCTABJIECHHBIM BOIPOC, MOKA3aHO YMEHHUE BBIIEIATH
CYILIECTBEHHbBIEC U HECYIIECTBEHHbIE MOMEHTBI MaTepUaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTMYECKOU ITOCIIEN0BATEIBHOCTH;

- U3JI0’KE€H T'PAMOTHBIM SI3BIKOM;

- OJIHAKO OBLIM JIOMYIICHBI HETOYHOCTH B ONPEACICHUY OHATUH, TPMUHOB U JIP.

«Y10BJIETBOPUTEIbHO» CTABUTCS, €CIIH:

- JIaH HENOJIHBIA OTBET HA IOCTABJICHHBIM BOMNPOC, JIOTMKA M IOCIEI0BATEIbHOCTh H3JI0XKEHUS
MMEIOT HEKOTOPBIE HAPYILICHMS;

- JIONYILIEHbl HECYIIECTBEHHbIE OLIMOKHU B U3JI0KEHUU TEOPETUUECKOI0 MaTepuana U ynorpeOaeHuu
TEPMUHOB;

- 3HaHHA TIOKa3aHbl Clabo, peyb HErpaMOTHAS.

«Heyn0B1€TBOPUTEIBLHO» CTABUTCS, €CIIU:

- JJaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BOIPOC, JIOTUKA U IOCJIENOBATEIBHOCTH W3JIOKEHUS
HMMEIOT CYLIECTBEHHBIE HAPYILIECHUS,

- JIONYIIIEHBI CYIIECTBEHHBIC OITMOKH B TEOPETUUECKOM MaTepuae (MOHITHIX, TEPMUHAX ),

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHAsI.

2. IIpakmuueckasa paboma

MeTtoaudeckue peKOMEHIAIUN IO BHITTOTHEHUIO TPAKTHUECKUX padoT.

BoinosiHeHue mnpakTuyeckoii padorsl Ne 51 «[IpuMeHeHHe pa3IUYHBIX aCUMMETPHYHBIX

AJITOPUTMOBY.

Bobino/iHeHHe NpaKTHYeCKol  padoTbl _ Ne 52  «lM3yueHwe mporpaMMHON  peau3aliiu

aCUMMETPUYHOI0 anroputma RSA».
[lepeuenr mnpakTHyeckux padOT W 3aJaHUN MPEACTaBIE€H B METOJWYECKUX PEKOMEHJIALUsAX IO
BBINIOJTHEHUIO —MpakTHueckux pabor mno MJIK.02.02 «Kpunrorpadpuueckue cpencrtsa 3aliuThl

uHpOpMAaLUN».

Tema 3.4 AyrenTudukanus JaHHBIX. JJIeKTPOHHAS MOANUCH

1. 3a0anue ona ycmuozo onpoca no memam

1. Ayrenrudukanus naHubix. O01IMe MOHATHS.

2. DnexTpoHHas UQPOBAs MOMMUCH. AITOPUTMBI TU(POBOH MOITHUCH.
3. MAC.
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4. OpnHOHampaBJIeHHBIE XeUI-()yHKIHH.

Kpurepun onenkn

«OTJMYHO)» CTaBUTCS, €CIIU:

- JIaH TIOJIHBIN, Pa3BEPHYTHIA OTBET HA MOCTABJIECHHBIA BONPOC, TOKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HaHUM O Marepuanax, TEXHOJIOTUIX HW3YYCHUS;

- I0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MTOHATHS, TEPMUHBI U JIP.;

- B OTBETE OTCJIC)KUBAETCS YETKAsA CTPYKTYPa, BBICTPOCHHAS! B JIOTUYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIKME BOIPOCHI JABAIUCHh YETKUE, KOHKPETHBIC OTBETHI, IIOKA3bIBas YMEHHUE BBIJCIATH
CYILLIECTBEHHbBIEC U HECYIIECTBEHHbIE MOMEHTHI MaTepuaa.

«Xopo11o» CTaBUTCS, €CIIU:

- JaH IOJIHBIMA, pa3BEPHYTHIM OTBET HAa IOCTABJIECHHBIM BOIPOC, MOKA3aHO YMEHHUE BBIIEIATH
CYILIECTBEHHBIEC U HECYIIECTBEHHbIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTMYECKOU ITOCIIEN0BATEIBHOCTH;

- U3JI0’KE€H T'PAMOTHBIM SI3BIKOM;

- OJTHAKO OBLIM JOIYIIEHBl HETOYHOCTH B ONPEICIICHUH OHATHI, TEPMUHOB U JIp.

«Y10BJIETBOPUTEIbHO» CTABUTCS, €CIIH:

- JIaH HENOJIHBIM OTBET HAa IOCTABJICHHBIM BOMNPOC, JIOTMKA M IOCIEI0BATEIbHOCTh H3JI0XKEHUS
MMEIOT HEKOTOPBIE HAPYILICHMS;

- JIOTYIIEHBI HECYIIECTBEHHbBIE OIMMOKH B M3JIOKCHHH TEOPETHUECKOT0 MaTepHaja U yrnoTpeOIeHUH
TEPMUHOB;

- 3HaHMWs TOKa3aHbl CJ1abo, peub HErPaMOTHAS.

«Heyn0B1€TBOPUTEILHO» CTABUTCS, €CIIN:

- JlaH HEMOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, JOTHMKA U IOCIEJOBATEIbHOCTD W3JI0KCHUS
HMMEIOT CYLICCTBEHHBIE HAPYLICHUS;

- JIOTIYIIIEHbI CYIIECTBEHHbIE OLIMOKU B TEOPETUUYECKOM MaTepHale (OHATUSAX, TEPMUHAX);

- 3HaHUS OTCYTCTBYIOT, p€4b HETPAMOTHasI.

2. Ilpakmuueckas paboma

MeTtonnyeckue peKOMEHAAINUN 10 BHIIOJHEHUIO IPAKTUUECKUX padoT.

BobinosiHeHHe npakTu4yeckoii padorbl Ne 53 «[IpumeHeHue pa3nuuHbIX (QYHKIMNA XelUpOoBaHUS,

aHaJIM3 0COOEHHOCTEH XemIei.
BoinoiHeHHe npakTHuyeckoil padoThl Ne 54 «[lpumenenne kpunrtorpadudecKux arak Ha Xel-

GyHKIHN.
BoinojiHeHue npakTHuyeckoii padorbl Ne 55 «/3yueHue mnporpaMMHO-aNmapaTHbIX CpPEICTB,

peanu3yronmx ocHOBHbIE GyHKIUHA DI 1».
[lepeueHp mnpakTHUECKUX pabOT W 3aJaHUM TNPEACTaBIE€H B METOAMYECKMX PEKOMEHIAIUAX IO
BBIMOJIHEHUIO TpakTuueckux pabor mo MJIK.02.02 «Kpunrorpadpuyeckne cpeacrsa 3amluThl

uHpOpMALUN».

3. Camocmoamensnasn paboma
MGTOHquCKHe PEKOMCHOAWH 110 BBIITOJIHECHUIO CAMOCTOATCIIbHBIX pa60T.

53



CPC Ne 5. TloaroroBka moKJaga-cooOmeHuss Ha TeMmy: «OCHOBBI TIOCTPOCHUS JJIEKTPOHHOMN
(G poBO TOATTHCH.

[lepedyeHr CaMOCTOATENBHBIX PAOOT CTYAEHTOB W 3aJaHUS TPEACTABICHBI B METOJIUYECKUX
PEKOMEHTalMSIX o BBIITOJIHEHUTIO CaMOCTOSITEIbHEIX pabort CTYJEHTOB MJIK.02.02

«Kpunrorpaduueckue cpencTsa 3amuTsl HHOOPMAITTI.

Tema 3.5 AJropuT™Mbl 00MeHa KJI0Yel M MPOTOKOJIbI ayTeHTH(PUKAIUT

1. 3a0anue onsa ycmnozo onpoca no memam

1. Anaroputmsl pacupeeneHus Kirouel ¢ MpUMEHEHNEM CUMMETPUYHBIX U aCHMMETPUYHBIX CXEM.
2. IIpoTokousbl ayTeHTH(PHUKAINH.

3. Bzaumnas ayrentudukanus. OqHOCTOPOHHSS ayTeHTU(UKALIUS.

Kpurepum ouenkun

«OTJMYHO)» CTABUTCS, €CIIU:

- JIaH TIOJIHBIM, pa3BEPHYTHIM OTBET HA MOCTABICHHBINA BOIPOC, TOKa3aHa COBOKYMHOCTh OCO3HAHHBIX
3HAaHUH O MaTcpuaiax, TCXHOJIOIUAX HU3YUYCHHA,

- TOKa3aTeJIbHO PACKPHITHl OCHOBHBIC TTOHSTHSI, TEPMHUHBI U JIP.;

- B OTBETE OTCJICKUBAETCS YETKAs CTPYKTYpPa, BHICTPOCHHAS! B JIOTUYECKOM MOCIIEI0BATENbHOCTH;

- OTBET U3JIOKEH T'PAMOTHBIM SI3BIKOM;

- Ha BO3HHUKIIKME BOMPOCHl JaBAIUCh YETKHWE, KOHKPETHBIE OTBETHI, MOKa3blBas YMEHHE BBIICIATH
CYILIECTBEHHbBIE 1 HECYIIIECTBEHHbIE MOMEHTHI MaTepHasa.

«Xopo1o» CTaBUTCS, €CITU:

- JaH HOJIHI;IfI, pa3B€pHYTLIﬁ OTBET Ha IIOCTaBJICHHBIN BOIIPOC, IIOKA3aHO YMCHHE BbIACIATH
CYIICCTBCHHBLIC U HECYICCTBCHHBIC MOMCHTEI MaT€pUaa,

- OTBET YETKO CTPYKTYPUPOBAH, BHICTPOEH B JIOTHUECKOU MOCIEA0BATENbHOCTH;

- U3JI0’KE€H TPaMOTHBIM SI3BIKOM;

- O/IHaKO OBLJIM TOMYIIIEHBl HETOYHOCTHU B ONPEAEIICHUH MOHATUH, TEPMUHOB U JP.

«Y10BJIETBOPUTEIbHO» CTABUTCS, €CIIH:

- JaH HEMOJHBI OTBET Ha IOCTaBJICHHBIN BOIIPOC, JIOTWKa M IOCJICAOBATCIBbHOCTL H3JIOXKCHUA
HMEIOT HEKOTOPEIE HapYIICHNUS,

- IONYIEHbl HECYIIECTBEHHbIE OLUIMOKHN B U3JI0’KEHUU TEOPETUUYECKOr0 MaTepuana U ynoTpedieHuu
TEPMUHOB;

- 3HaHUS TOKa3aHbI CJIa00, peyb HETPaMOTHAsI.

«Heyn0B1€TBOPUTEIBLHO» CTABUTCSA, €CIIU:

- JaH HEMOJHBII OTBET HA ITOCTABJIEHHBIA BOIIPOC, JIOTUKa MW IIOCICA0OBATCIBbHOCTh H3JIOKCHUA
HMMEIOT CYHIECTBEHHbIE HAPYIICHUS;

- JIOTIYIIIEHbI CYIIECTBEHHbIE OLIMOKU B TEOPETUUYECKOM MaTepHae (OHATUSIX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€Ub HCTPAMOTHAs.

2. Ilpakmuueckas paboma
MeTtoanyeckie peKOMEHIallH 110 BHIIIOTHEHUIO PAKTHYECKUX padoT.

BoinojiHeHHe mpakTuueckoii padoorel Ne 56 «[Ipumenenune mporokona J(uddu-Xemmmana s

oOMeHa KJITFoYaMu QG POBAHUS».
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BoinoiHeHHe mpakTHYeckoil _padoTbl Ne 57 «M3yueHue NPUHIUIIOB pabOThl MPOTOKOJIOB

ayTeHTU(UKALMHU C UCTIOIBb30BaHUEM JIOBEPEHHOM CTOPOHBI Ha IipuMepe npoTokoia Kerberosy.
[lepeyeHp mnpakTHUecKuX pabOT W 3aJaHUM NPEACTaBIEH B METOAMYECKMX PEKOMEHJALHUAX IO
BBIMIOJIHEHUIO TpakTuueckux pabor mo MJIK.02.02 «Kpunrorpaduyeckne cpeacrsa 3amluThl

nHpopMaumn.

Tema 3.6 Kpunro3amura uHgopManuu B ceTsIX nmepeaayun JaHHbIX

1. 3aoanue ona ycmnozo onpoca no memam

1. Ao6onentckoe mudposanue. [lakernoe mudposanue.

2. 3amyTa [eHTpa reHepanuy KIroueH.

3. Kpunromapmpyruzarop. [lakeTHsii GHIIbTp.

4. Kpunrorpadudeckas 3amura 0€CIpOBOIHBIX COeAMHEHUH B ceTsax ctanmapta 802.11 ¢

rcnoJib3oBanueM nmpotokoioB WPA, WEP.

Kpurepum ouenku

«OTJMYHO)» CTABUTCS, €CIIU:

- JIaH TIOJIHBIM, Pa3BEPHYTHIA OTBET HA MOCTABJIECHHBIA BOMPOC, OKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HaHUH O MaTrepuaiax, TEXHOJIOTUIX HW3YUEHUS;

- I0Ka3aTeJIbHO PACKPBIThl OCHOBHBIE MTOHATHS, TEPMUHBI U JIP.;

- B OTBETE OTCJICKUBAETCS YETKAsl CTPYKTYPa, BHICTPOCHHAS B JIOTUYECKOM MOCIE0BATEIbHOCTH;

- OTBET U3JIOKEH T'PAMOTHBIM SI3bIKOM;

- Ha BO3HUKIIME BOMNPOCHI JaBAINCh YETKUE, KOHKPETHBIE OTBETHI, MOKAa3bIBas YMEHUE BBIICIATH
CYILIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTBI MaTepHuaa.

«Xopo110» CTaBUTCSI, €CIIN:

- JaH IIOJIHBIM, pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IMOKA3aHO YMEHUE BBIICIATH
CYILIECTBEHHBIE U HECYIIIECTBEHHBIE MOMEHTBI MATEPHUAIIA;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTMYECKOM IOCIIEN0BATEIBHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- 0/IHaKO OB TOMYIIEHbl HETOYHOCTHU B ONpEAEIEHUH MMOHATUH, TEPMUHOB U JP.

«Y10BJICTBOPUTEJIBbHO» CTABUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOINPOC, JIOTMKA W ITOCIIEIOBATEIbHOCTh H3JIOXKEHUS
MMEIOT HEKOTOPbIE HAPYLLIEHHUS;

- JIOMYIIEHBl HECYILIECTBEHHbIE OIIMOKH B U3JI0KEHUH TEOPETHUECKOro MaTepHuaia U ynoTpeOIeHU
TEPMHUHOB;

- 3HaHHUA TIOKa3aHbl ClIabo, peub HErpaMOTHASI.

«Heyn0B1€TBOPUTEIBLHO» CTABUTCS, €CIIU:

- JIJaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA MU IOCJIENOBATEIBHOCTD W3JIOKECHHUS
MMEIOT CYIIECTBEHHBIE HAPYLICHUS;

- IONYIIIEHbI CYILIECTBEHHbIE OIMOKU B TEOPETUUECKOM MaTepHase (MOHATUSAX, TePMUHAX);

- 3HAHUS OTCYTCTBYIOT, p€4b HETPAMOTHASI.

2. CamocmoamenvHas paboma
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MeToaudeckne peKOMEHIAIUHY 10 BHITTOIHEHUIO CAMOCTOSITENILHBIX PaboT.

CPC Ne 6. INogrotoBka pedepata Ha Temy: «Kpunrozammra MHPOpPMALMU B CETAX IMeperaqyu
JAaHHBIX.

[lepeueHb CcaMOCTOSITENBHBIX PAOOT CTYIEHTOB U 3aJaHUs MPEACTABICHHI B METOIUYCCKUX
PEKOMEHJalMSAX O  BBIIOJHEHUID  CaMOCTOSITEIIbHBIX pador  crygentoB  MJIK.02.02

«Kpunrorpaduueckue cpencTsa 3amuTsl HHOOPMAITTI.

Tema 3.7 3amura nHGOPMALMHU B YJIEKTPOHHBIX IJIATEKHBIX CHCTEMAax

1. 3a0anue ona ycmuozo onpoca no memam

1. ITpuHUMIIBI PYHKIIMOHUPOBAHUS AJIEKTPOHHBIX IJIATEKHBIX CUCTEM. DIIEKTPOHHBIE MJIACTHKOBBIE
kapThl. [lepcoHanbHbIN HACHTU()UKAMOHHBIA HOMED.

2. [Ipumenenue kpuntorpapuueckux MpOTOKOJIOB I obecreyeHus: 0€30MacHOCTH JIEKTPOHHON

KOMMCPILIHH.

Kpurepun ouenku

«OTJIHYHO» CTAaBUTCS, €CIIH:

- J1aH TOJIHBIM, pa3BEPHYTHIN OTBET HA ITOCTABJIEHHBIM BOIIPOC, ITIOKAa3aHAa COBOKYITHOCTh OCO3HAHHBIX
3HAHHUU O MaTepualax, TEXHOJIOTUAX HW3YyYEHUs;

- I0Ka3aTeIbHO PACKPHITHI OCHOBHBIE ITOHATHS, TEPMHUHBI U JIP.;

- B OTBETE OTCJIEKUBAETCS YETKAsl CTPYKTYpa, BBICTPOEHHAs B JIOTHUECKOM I1OCIIEI0BATEIBHOCTH;

- OTBET HU3JIOKEH TPAMOTHBIM SI3BIKOM;

- Ha BO3HHUKILIKE BOIPOCHI JaBAJIMCh YETKHE, KOHKPETHBIE OTBETHI, I10KA3blBas YMEHHUE BBIICIATH
CYILIECTBEHHBIEC U HECYIIIECTBEHHBIE MOMEHTBI MaTepraa.

«X0po1110» CTaBUTCS, €CIIN:

- JaH IIOJIHBIM, pa3BEPHYTHIM OTBET HA IIOCTABJICHHBIM BOIPOC, IMOKA3aHO YMEHUE BBIICIATH
CYILLIECTBEHHBIE U HECYILIECTBEHHBIE MOMEHTBI MaTepUaa;

- OTBET YETKO CTPYKTYPHUPOBAH, BBICTPOEH B JIOTMYECKOM IOCIIEN0BATEIBHOCTH;

- U3JI0’)KEH T'PAMOTHBIM SI3BIKOM;

- OZIHAKO OBILJIU TONYLIEHbl HETOYHOCTHU B ONPEEIEHUU OHATUH, TEPMUHOB U JP.

«Y10BJ1€TBOPUTEIbHO» CTABUTCS, €CIIU:

- JIaH HENOJIHBIM OTBET HA IIOCTABJICHHBIM BOINPOC, JIOTMKA W ITOCIIEIOBATEIbHOCTh H3JIOKEHUS
UMEIOT HEKOTOPBIE HAPYILIECHMUS;

- JIOMYIIEHbI HECYIIECTBEHHBIE OIIMOKH B M3JIOKEHHH TEOPETHUECKOTr0 MaTepraia U ynorpeOieHuu
TEPMUHOB;

- 3HaHUS TIOKa3aHbl CJ1abo, peub HErpaMOTHAS.

«HeynoB/1eTBOPUTEIBHO)» CTABUTCS, €CIIU:

- JIaH HENOJIHBIA OTBET HA IIOCTABJICHHBIM BOIPOC, JIOTUKA U IIOCJIEIOBATEIbHOCTh H3JI0KEHUS
MMEIOT CYIIECTBEHHBIE HAPYLICHUS;

- JIOIYIIIEHBI CYIIECTBEHHbBIE OMIMOKU B TEOPETHUECKOM MaTepHaie (MOHATUSAX, TEPMUHAX);

- 3HaHUA OTCYTCTBYIOT, p€4b HETPAMOTHASI.

2. Ilpakxmuueckas paboma
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MGTOI[I/I‘ICCKI/IG PEKOMCEHAAH 110 BBIMTOJIHCHUTO MPAKTHYCCKUX pa60T.

BobinosiHeHHe mMpakTHyeckoil padoTbl Ne 58 «[IpumeneHne ayTeHTU(HUKAUMH 110 OJHOPA30BHIM

napossim. Peanu3zanius anropuTMoB CO3JaHUST OJTHOPA30BbIX Mapoiei».
[lepeueHsr mpakTUYecKuX pabOT W 3aJaHUN TPEACTABICH B METOJWYCCKUX PEKOMEHIALUAX I10
BBITIOJIHCHUIO —mpakTudyeckux padbor mo MJIK.02.02 «Kpunrorpadgudeckue cpeacTtsa 3amiuThl

uHpOpMALIUN».

3. Camocmoamensnasn paboma

Meroanueckue peKOMEHIAIUHU 110 BHIMOIHEHUIO CAMOCTOSITENIbHBIX Pa0doT.

CPC Ne 7. IlonroroBka pedepara Ha Temy: «3amura MHPOPMAIIUU B AJICKTPOHHBIX TUIATEKHBIX
CHCTEMAX.

[lepeyeHb caMOCTOATENbHBIX pPAOOT CTYAEHTOB U 3aJaHUsl MPEACTABICHBI B METOJUYECKUX
pEeKOMEHJalUsAX IO  BBIIOJHEHUIO  CaMOCTOSITEJIbHBIX pabor crymentoB ~ MJIK.02.02

«Kpunrorpaduuaeckue cpencTsa 3amuTsl HHOOPMAITII.

Tema 3.8. KomnbroTepHasi creranorpagusi.

1. 3a0anue ona ycmnozo onpoca no memam

1. CkpsiTas nepenavya HHPOPMALUU B KOMITBIOTEPHBIX CHCTEMaX.
[Tpobnema ayreHTH(PUKALUN MYIbTUMEAUHHON UHPOPMALIUY.
3amuTa aBTOPCKUX IPaB.

MeToap! KOMITBIOTEPHOM CTeTaHOTpa(HH.

ok~ wn

[Mu¢posble BojsiHbIE 3HaKU. AJropuTMbl BetpauBanus L[B3.

Kpurepum oueHku

«OTJIMYHO)» CTABUTCSI, €CIIU:

- JIaH TIOJIHBIN, pPa3BEPHYTHIA OTBET HA MOCTABJIEHHBIA BOMPOC, MOKa3aHa COBOKYITHOCTh OCO3HAHHBIX
3HAaHUW O MaTepuasiax, TEXHOJOTHUAX HU3Y4YECHUS,

- I0Ka3aTeJIbHO PACKPBITHI OCHOBHBIE IIOHATHUS, TEPMUHBI U JIP.;

- B OTBETE OTCJIEKUBACTCS YETKasA CTPYKTYpPa, BBICTPOECHHAS B JIOTMUYECKOM MOCIEN0BATEIbHOCTH;

- OTBET U3JIOKEH T'PaAaMOTHBIM SI3BIKOM;

- Ha BO3HUKIIME BONPOCH JABAIUCh YETKUE, KOHKPETHBIE OTBETHI, MOKa3bIBasi YMEHHUE BBIJIEIATH
CYILIECTBEHHBIE U HECYIIECTBEHHBIE MOMEHTBI MaTEpHaa.

«XO0pouI0» CTaBUTCS, €CIIN:

- JaH TIOJIHBIM, pPa3BEpPHYTHIA OTBET HA IMOCTABJICHHBIM BOIMPOC, MOKA3aHO YMEHHE BBIICIATH
CYIIIECTBEHHBIE U HECYIIECTBEHHBIE MOMEHTBI MaTepHaa;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTUYECKOU IOCIIEIOBATEIILHOCTH;

- U3JI0KEH TPAMOTHBIM SI3BIKOM;

- OJIHaKO OBLIIM OMYIIICHBl HETOYHOCTH B OMPEACIICHUH MMOHATUH, TEPMUHOB U JP.

«Y10BJIETBOPUTEJIbHO» CTABUTCS, €CITU:

- JIJaH HENOJIHBIM OTBET Ha IIOCTABJIEHHBIA BONPOC, JIOTUKA WU TOCJIENOBATEIBHOCTD W3JIOKECHHUS
HMMEIOT HEKOTOPbIE HAPYLIEHHUS;

- JIOTIYIIIEHBI HECYIIECTBEHHBIE OMIMOKN B M3JI0’KEHUU TEOPETUUECKOTO MaTepHrasia U yIoTpeOIeHur

TEPMUHOB;
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- 3HAHMWS TIOKa3aHbl C1a0o, pedyb HErPaMOTHAS.

«Heyn0B1eTBOPUTEIBLHO» CTABUTCS, €CIIU:

- JlaH HEMOJIHBIM OTBET Ha IIOCTABJIEHHBIM BOIPOC, JOTMKA U IOCIEJOBATEIbLHOCTb H3JI0KEHUS
UMEIOT CYLIECTBEHHbIEC HAPYILIECHUS;

- IOIIYIICHBI CYIIECTBEHHbIE OIIMOKU B TEOPETUUECKOM MaTepHalie (MOHATUAX, TEPMUHAX);

- 3HaHUsI OTCYTCTBYIOT, p€4b HErPaMOTHAs.

2. Illpakmuueckan paboma
MeTtoauueckre peKOMEHIalliy 110 BBHITIOJHEHHUIO MPAKTUYECKUX padoT.
BoinojiHeHue nmpakTuyeckoi padoTbl Ne 59 «O030p U CpaBHHUTENbHBIA aHATU3 CYIIECTBYIOIIETO

[1O nns BecTpauBanus L[B3y.
BoinoiHeHHe mpakTHyeckoii padorbl _Ne 60 «Peamuzarus mpocTedmux creraHorpaduyuecKux

ITOPUTMOB.

[lepeuenr mpakTUyecKux pabOT W 3aJaHUN TPEACTABICH B METOJUYECKUX PEKOMEHIALUSAX II0
BBITIOJIHCHUIO —mpakTHdeckux padbor mo MJIK.02.02 «Kpunrorpagudyeckue cpeacTtsa 3amluThl
uHpOpMALIHN.

3. Camocmoamensnasn paboma

Meroanueckue peKOMEHAAINH 10 BBITTOJHEHUIO CAMOCTOATEIIBHBIX pa0oT.

CPC Ne 8. TToaroroBka 10Kki1aga-coo0meHust Ha TeMy: «KoMrbloTepHas cteraHorpadus.

[lepeuenb camocCTOSTENBHBIX pPA0OT CTYIEHTOB M 3aJaHUA IMPEACTaBICHbl B METOJIUYECKUX
PEKOMEH TalUIX o BBIITOJTHEHUIO CaMOCTOSITEIbHBIX pabor CTYJICHTOB MJIK.02.02
«Kpurrorpadudeckue cpeacTa 3amuThl HHOOPMALIAN.

3.2.2. TunoBsle 3aganus aAjs oueHku 3Hanuii 31, 32, 33, 34, 35, 36, ymenunii Y1, Y2, V3, V4,
Y5,¥6,VY7,¥8,Y9, Y10 (pydeskHblii KOHTPOJIb)

1. 3a0anue ona ycmnozo onpoca no memam

KonTtpoabnas padora Ne 1 «Kpunrorpaguyeckue MeToabl 3a1UThHI HHGOPMALHN.

[leab: NpoBEpUTH TEOPETHUYECKUE 3HAHMS M MPAKTUUYECKUE HABBIKM 10 TEeMaM JUCLMITIMHBI
MJK.02.02 «Kpunrtorpadguueckue cpecTBa 3aluThl HHHOPMALIUNY.

3aganue. OTBETUTh HA MOCTaBJIEHHBIE BOIPOCHI

Bapuanr 1

6. demumocts uncen. [lpusnaku nenmumoctu. [IpocTeie u coctaBHble uncia. Anroput™m EBknuaa nis
Haxoxnaeaus HOJI.

7. MeTosibl CHMMETPHYHOTO MH(POBaHUSI.

8. OcHoBHBIE METO/IBI KpuNITOAaHATN3a. Kpunrorpadguueckue ataky.

Bapuant 2

6. [IpoBepka uncen Ha MPOCTOTY. ANTOPUTMBI F€HEPAIUK POCTHIX YUCEI.

7. MeTo1bl aCHMMETPUYHOTO MHU(POBAHMUS.

8. Konuposanue nnpopmannu. CUMBOIbHOE KoupoBaHue. CMBICIOBOE KOAUPOBAHUE.

Kpurtepun ouenku
OTMeTKON «OTJIMYHO» OLEHUBAIOTCSA OTBETHI, KOTOPHIE MOKA3bIBAKOT MPOYHBIE 3HAHUS OCHOBHBIX
MOHATUM U 3a/lad HM3y4aeMOW TUCUUIUIMHBI, OTJIMYAIOTCS TJTYOMHOM M MOJHOTOW PacKpbITUS BOIPOCOB;

BJIaACHHUC TCPMUHOJIOTHUCCKUM arrapaToMm, YMCHHC JaBaThb OIpCaACIICHUA, OIIMCHIBATH
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MOCJIeIOBATEIbHOCTh TEXHOJIOIMI MaTEpUaoB, UX OCOOCHHOCTH, JIeNIaTh BBIBOJBI M 00OOIIEHUS, 1aBaTh
apryMEHTHUPOBAHHBIE OTBETHI, IPUBOJUTH IIPUMEPBI.

OTMeTKOH «XO0poII0» OLEHUBAIOTCA OTBETHI, OOHAPYKUBAIOIIWE MPOYHbIE 3HAHHS OCHOBHBIX
MOHATUH W 33Ja4 M3y4yaeMOH AMUCIUIUIMHBI, OTIIMYAIOTCS TJIyOMHON M MOJIHOTOM PacKphITHS BOIPOCOB;
BIQJICHHEC  TEPMHUHOJOTMYECKUM  anmaparoM; yMEHHE  J1aBaTb  OIPEIEICHMs,  OIHUCHIBATH
MOCIIEOBATEIHHOCTh TEXHOJIOTHH MaTepUaioB, UX OCOOCHHOCTH, JeNIaTh BBIBOJABI U OOOOIICHHS,
IIPUBOIUTH IpuMepbl. OTHAKO JOMYCKAIOTCA JBE-TPU HETOYHOCTH B OTBETAX.

OTMeTKOl «yI0BJIETBOPUTEIbHO» OLICHUBAIOTCS OTBETHI, CBUJAETEIbCTBYIOIIME B OCHOBHOM O
3HaHUM MAaTepUaloB, HMX CBOWCTB, TEXHOJIOTUMH, HO OTJIMYAIOLIUECS HEJOCTAaTOYHOM IIyOMHOH U
MOJTHOTOW PACKPBITHSL TEMBl; 3HAHHMEM OCHOBHBIX BOIPOCOB TEOPHH; CIad0 CHOPMHUPOBAHHBIMU
HaBbIKAMM  aHajgu3a TE€M  M3y4yaeMOW  JMCUMIUIMHBI,  HEJOCTaTOYHbIM  yMEHHMEM  JaBaThb
apryMEHTHPOBaHHbIE OTBETHl U MPHUBOJUTH NMPUMEpHI. JlOMycKaeTcs HECKOIBKO OMIMOOK B COAEP/KaHUU
OTBETAa.

OTMeTKOll «HEYI0BJIETBOPUTEJBHO» OLICHUBAIOTCSI OTBEThl, OOHApPYKUBAIOIIME HE3HAHUE
MaTEepUajIoB, UX CBOWCTB, TEXHOJIOTUH M3ydaeMOH MpeIMETHOM 001acTH, OTIMYAOLIUECs HETIyOOKUM
pacKpbITHEM TE€MBbl; HE3HAaHHMEM OCHOBHBIX BOIIPOCOB TEOPUH, HEC(OPMUPOBAHHBIMU HABBIKAMH aHAJIN3a
TEM H3y4aeMOM JUCLUIUIMHBI, HEYMEHHMEM J1aBaTb AapryMEHTHUPOBAHHBIE OTBETHL. JlomyckaroTcs
Cepbe3HbIE OLIMOKH B COJICPKAHUU OTBETOB.

3.3 KoHTpOo/IbHO-0LIeHOYHbIE CPeACTBA /IS MPOMEKYTOUHOH aTTeCcTAllUN 00yYaAK0LIUXCS

3.3.1 KoHTPO/IbHO-01I€eHOYHBbIE CPeICTBA /1JIsl IPOMEKYTOYHOI aTTecTAlMU 00y4yaomuxcs 1no
yueonoii qucuniauae MJIK.02.01 «[IporpamMMHubie U MPOrpaMMHO-aNNapaTHbIe CPeACTBA 3alIUTHI

HHpopmanumn».

HpeI[MeTOM OLICHKU ABJAIOTCA YMCHUSA W 3HAHMA, O6HII/IG KOMIICTCHIINH. KOHTpOJ’II) H OII€HKa
OCYIIIECTBISIOTCS C UCTIOIH30BAHUEM CIEAYIONTNX (HOPM U METOJIOB:

YcTHBIM onpoc.

IIpakTyeckue 3aHATUA.

OI_IGHKa OCBOCHMUS NUCHUIIUHBI ITPEAYCMATPUBACT MPOBCACHUC DK3aMCHaA.

I. ITACITIOPT

Hasznauyenue:

KOC mnpennasHaueH nais KOHTPOJS U OLEHKH pE3yJbTaTOB OCBOEHUS Y4YeOHON IUCIUILIMHBI
MJIK.02.01 «IIporpammHble M TNpOrpaMMHO-aNNapaTHble CpeACTBa 3aIIUTHl HH(POpPMALUU» IO
nporpaMMe MOATOTOBKU crienuanuctoB cpeanero 3seHa 10.02.05 «Ob6ecneuenue wuHGpOpMAIMOHHON
0€30MacHOCTH aBTOMATH3MUPOBAHHBIX CHCTEM.

YMmennst
V1 - ycranaBnuBaTh, HACTPANBATh, IPUMEHATH IPOTPAMMHBIE U IPOTPAMMHO-AIIIApaTHBIE CPEJICTBA

3alUThl HH(OPMALIUN;

Y2 - ycraHaBnMBaTh W HACTpauWBaTh CpPEJACTBA AHTUBHPYCHON 3aIlMTHl B COOTBETCTBUU C
MPeIbABISIEMBIMUA TPEOOBAHUSIMU;

VY3 - amarHoCTHpOBaTh, YCTpaHATh OTKa3bl, o0OecreuynBaTh PabOTOCIOCOOHOCTH M TECTHPOBATH

(GYyHKIHMU TPOrpaMMHO-aNapaTHBIX CPEACTB 3alIUThI HH(POPMAIIUH;
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V4 - npuMeHsTh NPOrpaMMHBIE U TPOTpaMMHO-aNapaTHble CPEICTBA IS 3alIUTHl HHPOpPMALUK B
0a3ax JaHHBIX;

VY5 - mpoBepsATh BbINOJHEHHE TpeOOBaHUIl MO 3amuTe WH(OPMALKUU OT HECAHKIIMOHUPOBAHHOTO
JIOCTYIIA MIPH ATTECTAIK 00bEKTOB MH(OPMATHU3ALIUHU 110 TPEOOBAHUSIM OE30IMACHOCTH HH(OPMAIIHH;

VY6 - npuMeHsATh, MaTeMaTUYECKUI anmapaT JAJs BBIIOJIHEHUS KpUNTorpaguueckux nmpeodpazoBaHuii;

Y7 - ucnonb30BaTh THUIOBBIE MPOrpaMMHBIE KpUOTOrpadUuecKue CpeAcTBAa, B TOM YHCIE
3JIEKTPOHHYIO MO/IINCH;

V8 - IpUMEHATH CPEeICTBA TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(POPMAIIUH;

VY9 - ycranaBiuBarth, HaCTPAUBATh, IPUMEHATH IPOrPAMMHBIE U MPOTPaMMHO-ANIIapaTHBIE CPEACTBA
3a1uThl HH(OPMALIUU;

V10 - ocymecTBIATs MOHUTOPUHT M PETHCTPALUIO CBEJCHUN, HEOOXOAUMBIX JUIS 3AIUTHl OOBEKTOB
nH(pOpMAaTU3alUY, B TOM YHCIIE C HCIOIb30BAaHUEM MPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEACTB
OOHapyKEHHS, IPEAYIPEKACHUS U JTUKBUIANH TTOCIEACTBUN KOMITBIOTEPHBIX aTakK.

3HaHus

31 - ocobeHHOCTH M CIOCOOBI MPUMEHEHHSI MPOTPAMMHBIX W IMPOTPAMMHO-AINIAPATHBIX CPEICTB
3alIUThl HH(OPMAIIMK, B TOM YHCIIE, B OTIEPAIIMOHHBIX CUCTEMaX, KOMIIBIOTEPHBIX CETsIX, 0a3aX JTaHHBIX;

32 - MeToApl TEeCTUPOBaHUA (PYHKLIMH OTAENBHBIX MPOrPAMMHBIX U IMPOTPAMMHO-AMIAPATHBIX
CPEICTB 3alUThl HHPOPMALUY;

33 - TUNoBBIC MOJIENH YIPABIEHUS HOCTYIIOM, CPEICTB, METOJOB U MPOTOKOJIOB HACHTU(UKALIUN U
ayTeHTU(UKAIIHN;

34 - OCHOBHBIC TOHATUS KpUNTOrpaduud M THUMOBBIX KPUOTOrpaUuecKUX METOIOB U CPEICTB
3alIUThl HH(OPMAIIHH;

35 - 0cCOOEHHOCTH U CIOCOOBI MPUMEHEHHsI MPOTPAMMHBIX U MPOrPAaMMHO-ANIAPATHBIX CPEJCTB
rapaHTHPOBAHHOT'O YHUYTOXKEHUS HH(OpMaIm;

36 - TUIIOBBIE CPEJCTBA M METO/bl BEIEHUS ayquTa, CPEICTB M CIOCOOOB 3aIUTHl MH(OPMAIMU B
JIOKAJIbHBIX BBIUMCIIUTEILHBIX CETSIX, CPEICTB 3alIUTHI OT HECAaHKIIHOHMPOBAHHOTO JJOCTYTIA.

OK 01 - Beibupate crocoOsl pemeHus 3ajad npopecCuOHATbHON JesITeIbHOCTH, TIPUMEHUTEIBHO
K Pa3JINYHBIM KOHTEKCTaM.

OK 0 2 - OcymecTBiasTh IOHUCK, aHAIM3 W HHTEpPIpETAlUi0 HHPOPMALUHU, HEOOXOAUMON
JUIS BBITIOJTHEHUS 337a4 IPpOo(eCCUOHATIBbHON eI TENIbHOCTH.

OK 03 - [InanupoBath U peaqn30BbIBaTh COOCTBEHHOE MPO(PECCHOHATBHOE U TMYHOCTHOE Pa3BUTHE.

OK 04 - Pabortatb B KOJUIEKTHBE M KOMaHIE, Y(PQPEKTUBHO B3aUMOJICHCTBOBATH C

KOJIJIETaMH,

PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 05 - OcymecTBiaTh YCTHYIO M HNHUCbMEHHYIO KOMMYHHKAIMIO Ha TOCYJapCTBEHHOM S3BIKE
C Y4ETOM OCOOEHHOCTEH COIMAIIBHOTO M KYJIbTYPHOTO KOHTEKCTA.

OK 0 6 - IIposBisATh TpakAaHCKO-NIATPUOTHYECKYIO TO3MLHUIO, JEeMOHCTPHUPOBATH
OCO3HAaHHOE MOBEJICHHE HAa OCHOBE TPAJAUIIMOHHBIX OOIIEUETI0BEYECKUX [IEHHOCTEH.

OK 07 - CopeiicTBOBaTh COXPaHEHHUIO OKPYXKAIOIIEH Cpelbl, pecypcocOepekeHHUIo,
3G HEKTUBHO AEHCTBOBATH B UPE3BBIYAMHBIX CUTYAIIHSIX.

OK 08 - HUcnonb3oBark cpeacTBa GU3NUECKO KyIbTYpHI Uil COXPAaHEHUS U YKPEIJICHUs 3/I0POBbS
B Ipolecce Mpo(ecCHOHAIbHON  JEATENbHOCTH W MOAJEp)KaHHE  HEOOXOAMMOIO  YPOBHS

($u3n4ecKoil MoAroTOBICHHOCTH.
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OK 09 - Hcnonb3oBaTh cpeacTBa GU3HUECKOW KYIbTYPHI IJIs1 COXPAHEHUS W YKPEIUICHHUS 3/I0POBbs
B Tpomecce NpoPecCHOHATBHONH  JEATENbHOCTH W MOJJCpKAHHWE  HEOOXOAUMOrO  YPOBHS
(bU3NIECKOi MOATOTOBICHHOCTH.

OK 10 - INonp3oBatbest MpoecCHOHATBHON TOKyMEHTAlMeH Ha roCyJapCTBEHHOM M MHOCTPAHHOM
SI3BIKAX.

I[IK 2.1 - OcymecTBiaTh YCTaHOBKY W HACTPOHKY OTAEIBHBIX HPOTPAMMHBIX, MPOrPaMMHO-
anrmapaTHbIX CPEJICTB 3alIUTHI HHPOPMAIIUH.

[IK 2.2 - OGecneunBarh 3auIUTy WHGOPMAIMKA B aBTOMATU3MPOBAHHBIX CHUCTEMAaxX OTACIbHBIMH
MPOTPaMMHBIMHU, TIPOTPAMMHO-AMIIAPATHEIMHA CPEJICTBAMHU.

[IK 2.3 - OcymecTBiiTh TeCTUpPOBaHHE (DYHKIMI OTHENBbHBIX HPOTPaMMHBIX M IPOrPaMMHO-
anrmapaTHbIX CPEJICTB 3alIUTHI HHPOPMAIINH.

[1K 2.4 - OcymiecTBasTh 00pabOTKY, XpaHEHHE U Mepenady HHPOPMAIlMK OTPAaHUYSHHOTO JIOCTYIIA.

[1K 2.5 - YauuTOo)ath nHGOPMAIMIO ¥ HOCUTETH HH(POPMAIIUHU C UCIIOJIb30BAHHEM IPOTPAMMHBIX U
MIPOTrpaMMHO-aIapaTHBIX CPEICTB.

I[IK 2.6 - OcymecTBiasTh PErHCTPAlMI0 OCHOBHBIX COOBITHMH B  aBTOMAaTH3UPOBAHHBIX
(uH(QOpMAIIMOHHBIX) CHUCTEMaX, B TOM YHCIIE C HKCIOJb30BAaHHEM MPOTPAMMHBIX W IMPOTPaMMHO-
anmapaTHbIX CpPEACTB OOHApY)KEHUS, MPEAYNPEKICHHUS M JUKBUIAAIWU TOCIECICTBHIA KOMIBIOTEPHBIX

aTak.

II. BOITPOCHI JJJIA1 DK3AMEHA

1. Tlpeamer u 3a1a4u IpOTpaMMHO-aNNIAPATHOMN 3aIIUTHI HHPOPMALIUH.

2. Knaccudukanus MeTo10B U CPEACTB MPOrPaMMHO-ANapaTHON 3aIIUTH HH()OPMALIUH.

3. HopmaruBHbIe TpaBOBbIE aKThI, HOPMAaTUBHBIE METOINYECKHE JOKYMEHTHI, B COCTaB KOTOPBIX
BXOJIAT TpeOOBAHUS M PEKOMEH/IALIUH 110 3aluTe HH(OPMAIIMK IPOTPAaMMHBIMU U IIPOTPAMMHO-
anmnapaTHbIMU CPEICTBAMHU.

4. CrangapTsl 0 3alIUTE UH(OPMAIIMH, B COCTaB KOTOPBIX BXOJAT TPEOOBAHUS U PEKOMEHIALIUN
10 3aIuTe HHPOpPMaIMU MPOrPaMMHBIMU U IPOrPaMMHO-aNNapaTHBIMKU CPEACTBAMHU.

5.  Meronb! co3nanusi 6€30MaCHBIX CUCTEM.

6. Meromonorust MPOEKTUPOBAHUS TapaHTHPOBaHHO 3anuieHHbIX KC.

7. VcTo4HMKM 1ecTaOUIN3UPYIOLIETro BO3AEUCTBUS Ha OOBEKTHI 3aIHUTHI.

8. IIpuuuHBI 1 yCIOBUS AECTAOMIM3UPYIOIIETO BO3ICHCTBYSI Ha HH(POPMAITHIO.

9. TloHATHE HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOopManuu. OCHOBHBIE MOIXOBI K 3aIUTe
unpopmanuu or HCJI.

10. Opranumzanus gocryna K (aitinaM, KOHTPOJIb AOCTYNA U pa3rpaHUYEHUE JOCTYIIA,
uepapxuueckuii Joctym K Qaitnam. Gukcanus noctyna x daiiaam.

11. OcoOGeHHOCTH 3amUTHI TaHHBIX OT W3MeHeHus. [lludpoBanue.

12. CucteMsl THITa DJIEKTPOHHBIA 3aMOK. D3 ¢ IIPOBEPKOM METOCTHOCTH IPOTPAMMHOM CPEJIBI.
[Tonstne AM/I3 (moBepeHHasI 3arpy3Ka).

13. TlpumeHeHHe 3aKiIaI0K, HAPABJICHHBIX Ha CHIDKEHHE Y()(HEKTUBHOCTH CPEICTB, 3aMBIKAIOIINX
cpeny.

14. 3apaum 3amumtel [1O oT u3yueHus u cnocoObl ux peuenus. 3amura [10 ot

JN3acCeMOTUPOBaHUSI.
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15. BpemonocHoe mporpaMMHOE 00ecTieueHne Kak 0COOBIN BH]T pa3pylIAIONIUX BO3ICHCTBH.
Knaccugukanus BpeZJoHOCHOTO TPOrpaMMHOTO 00ecIieueHusl.

16. Cxema 3apaxenus. Cpenctsa Hertpanusanuu BpegoHocHoro [10. [IpodunakTuka 3apaxeHusl.

17. Tlowuck cnenoB akTUBHOCTH BpenoHocHoro 110.

18. Peectp Windows. OCHOBHBIE BETKH, coaepxaIire nHhopmaruio o BpeaonocHom [10.

19. Bbotuersl. [IpuHimn ¢pyHKIHOHUPOBAaHUSA. MeTOIBI OOHAPYKEHHUS.

20. Knaccudukanus aHTUBUPYCHBIX cpeAcTB. CUTHATYpHBIN M 9BPUCTUYECKUN aHAIIM3.

21. 3ammra OT BHPYCOB B "pydHOM pexume'.

22. OCHOBHBIE KOHLIETIUH TOCTPOEHUS CUCTEM aHTUBUPYCHOM 3aLUTHI HA IPEATIPUATHH.

23. HecankunoHMpoOBaHHOE KonHpoBaHue nmporpamm kak tTurn HC/I.

24. IOpuanyeckue aceKThl HECAHKIIMOHUPOBAHHOTO KONUPOBaHUs porpamMm. OoO1iee noHsTue
3alIUTHI OT KOMTUPOBAHHUSL.

25. 3amuTHBIE MEXaHU3MbI B COBPEMEHHOM IIPOrpaMMHOM oOecrieueHuu Ha npumepe MS Office.

26. IIpobnema 3anIuTHI OTYYKAaEMbIX KOMIIOHEHTOB [I19BM.

27. Metoap! 3amuThl HHGOPMAIUN HA OTYYXaaeMbIX HocuTersix. [udpoanue.

28. CpencTBa BOCCTaHOBJICHHS OCTaTOYHON MH(popMmaru. Co31aHne MOCEKTOPHBIX 00pa3oB
HXM/I.

29. IlpumeHeHHe CpeaCTB BOCCTAHOBICHHS OCTaTOYHON MH(POPMALIUU B CYA€OHBIX
KPUMHHAIMCTUYECKUX SKCIEPTU3aX U MPU PacciieIOBaHNH HHIMIeHTOB. HopMaTiBHas 6a3a,
JOKYMEHTUPOBaHHE PE3yJIbTAaTOB.

30. be3Bo3BpaTHOE ynajeHHue JaHHBIX. [[pHHITUTIBI ¥ aITOPUTMBI.

31. Vcrpoiictea Touch Memory.

32. COB u COA, otnuuus B pynkuusx. OcHoBHbIe apxuTeKTypbl COB.

33. Hcnonb3oBanue cereBblx cHU(DdepoB B kauectBe COB.

34. Amnmnapatssiii komnoneHT COB. IIporpammusiii komnonenT COB.

35. Knaccudukanus cucreM oOHapyxeHus BTopskeHui. O6HapyxeHue curnaryp. OOHapyxeHue
AHOMAJINM.

36. IlratHbIle cpeacTBa 3ammThl HHGOpManuK cTteka nporokonoB TCP/IP.

37. Cpexcra uneHTH(PHUKAINN ¥ ayTeHTU(GHUKAIIMH HA pa3HBIX ypoBH:IX mpoTtokona TCP/IP,
JTOCTOWHCTBA, HEIOCTATKH, OTPAaHIUYCHHUS.

38. BuptyanbHas yacTHas ceTb. OyHKIUM, Ha3HAUEHUE, IPUHIUIT TOCTPOSHHUS.

39. ¥Ycrpoiictsa, obpazyromue VPN. Kpunromapmpytusatop u KpuntopuibTp.

40. MexceteBble 3kpanbl THMa firewall. JlocTOMHCTBA, HETOCTATKH, peaTu3yeMble TOTUTUKH
0€30I1aCHOCTH.

41. OcHosuble Tunsl firewall. CumMmmeTpuunbie 1 HecummeTpuunsle firewall.

42. OHOXOCTOBBIE U MYJIBTUXOCTOBEIE firewall.

43. OCHOBHbIE THIIBI apXUTEKTYp MYJIbTUXOCTOBBIX firewall. TpebGoBaHMs K KaXKIOMY XOCTY,
WCXO/IS U3 APXUTEKTYPHI U BBITOIHAEMBIX () YHKITHIA.

44. OcHOBHbIE TUIIBI YTPO3. MoJiesib HapyIIUTES.

45. CpencrBa uaeHTU(DUKAIMY U ayTeHTU(DUKAIMK. Y TIPAaBIIEHUE TOCTYIIOM.

46. CpexacTBa KOHTPOJIS LEIOCTHOCTH HHPOPMAaLUU B 0a3ax JTaHHBIX.

47. CpexacrtBa ayaurta M KOHTpoJis 6e3onacHocTu. Kpurepun 3amuineHHocty 0a3 JaHHBIX.
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48. TlonsTne n 000CHOBaHWE HEOOXOIUMOCTH MCIIOJb30BAaHUSI MOHUTOPHHTA KaK HEOOXOIUMO
KOMITOHEHTHI CHCTEMBI 3aIIUTH HHPOPMAIIHH.
49. Knaccudukanus ceTeBbIX MOHUTOPOB.

50. Cuctemsl ynpaBieHus cOOBITUIMU HHPOpMaIMOHHOHN Oe3omacHocTH (SIEM).

Kpurepun oneHok:

— OLIEHKA «OTJIMYHO», €CJIH CTYACHT 00J1aaeT MIyOOKHMMH M MPOUYHBIMH 3HAHUSIMH IPOrPaMMHOTO
MaTepuaiga; IpU OTBETE Ha BONPOCHI MPOJAEMOHCTPUPOBAI HCUEPIIBIBAIOIIEE, I10CIEN0BATEIBHOE M
JIOTUYECKH CTPOMHOE U3JI0KEHUE; MPaBUIBLHO C(HOPMYIHpPOBAT TOHATUS U 3aKOHOMEPHOCTH 10
BOIIPOCaM; cJiejall BBIBOJL 110 U3JIaraeMOMY MaTepuay;

— OLICHKa «XOPOLIO», €ClU CTYACHT 00JaJaeT JOCTATOYHO IMOJIHBIM 3HAaHHEM MPOrPaMMHOTO
MaTepuaia; €ro OTBET NPEACTaBIsIET TI'PaMOTHOE H3JI0KEHHE YYEeOHOro Marepuaia, HO HMMEIOTCS
CYUIECTBEHHBIE HETOYHOCTH B (HOPMYIHMPOBAHMM MOHATUNA M 3aKOHOMEPHOCTEH IO BOIpOcCaMm; He
IMMOJIHOCTBIO CACIAaHbI BEIBOABI I10 U3JIaracMoOMy MaTtcpuaiy,

— OLIGHKA «Y/OBJIETBOPHUTEJILHO», €CJIU CTYACHT MMEeT O0Ilre 3HaHHs OCHOBHOIO MaTepuaia 0e3
YCBOGHHSI HEKOTOPBIX CYIIECTBEHHBIX IOJIOXKEHUN; (OPMYJIUPYET OCHOBHBIE IOHSATHUS C HEKOTOPOI
HETOYHOCTBIO; 3aTPYIHAETCS B IPUBEICHUU TPUMEPOB, MOATBEPKAAIOIINX TEOPETUUECKUE TTOTOKEHUS;

— OIICHKA «HEeY/10BJIETBOPUTEJIbHO)», €CIIU CTYJIEHT HE 3HAET 3HAYUTEIBHYIO YacCTh MPOTPAMMHOIO
MaTepuaia; JOMYCTUI CYHUIECTBEHHbIE OIIMOKUA B MPOIECCEe M3IOKEHHS; HE YMEET BbIICTUTH TTIaBHOE U
clelaTh BBIBOJ;, MPHUBOAHUT OIMMOOYHBIC OIpPEACNICHUS; HU OJUH BOIPOC HE PACCMOTPEH N0 KOHIIA,

HaBOJAIIHWEC BOIIPOCHI HE ITOMOTI'atOT.

3.3.2 KOHTPOJIbHO-0LleHOYHbIE CPeICTBA JIsl IPOMEKYTOYHOM aTTecTAluu 00y4YarouXcs 1o
yueonoii nucuuniauae MIK.02.02 «Kpunrorpajguyeckue cpeacrsa 3aliuThl HHGOpMALMU»

HpeI[MeTOM OLICHKU ABJIAIOTCA YMCHUS W 3HAHMA, O6HII/IG KOMIICTCHIINH. KOHTpOJ’II) H OII€HKa
OCYIIIECTBISIOTCS C UCTIOIB30BAaHUEM CIEAYIOUTNX (HOPM U METOJIOB:

YcTHBIM onpoc.

IIpakTrueckue 3aHATHS.

OneHka 0CBOEHUS AUCHMILIMHBI [TPelycCMaTpUBaeT MPOBEACHHUE IK3aMeHa.

[. ITACIIOPT

Ha3navenue:

KOC mnpennHa3HadeH aasi KOHTPOJS M OLIGHKM pe3yJbTaTOB OCBOEHHUS Y4eOHOH IMCLUIUIMHBI
MJIK.02.02 «Kpunrorpaduueckue cpeiacTBa 3allldThl HHOpPMALMKU» 1O MPOrpamMMme MOATOTOBKH
cnenuanuctoB  cpexnero  3BeHa  10.02.05 «OGecmeuenne  wHpOpMamoHHOW  0€30MaCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM.

Ymenus

V1 - ycraHaBIMBaTh, HACTPAUBATh, IPUMEHSTh IIPOrPaMMHBIE U POrPaMMHO-aINIapaTHbIe CPEACTBA
3aIUThl HH(OPMALINN;

Y2 - ycraHaBnMBaTHP W HACTpaWBaTh CPEICTBA AHTHBHPYCHOW 3aIlUTBI B COOTBETCTBHU C

MpEABABIACMBIMU TpC6OBaHI/IHMI/I;
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V3 - amarHoCcTHpOBaTh, YCTpPaHATh OTKa3bl, 0OecleunBaTh PabOTOCIIOCOOHOCTh M TECTUPOBATh
(GYHKIIUM MPOTrpaMMHO-aNapaTHRIX CPEICTB 3alIUThl HHPOpMAIUY;

VY4 - npuMeHATh MpOrpaMMHbIE U MPOTrPaMMHO-aNIMapaTHbIe CPEACTBA AJIS 3alIUThl HHPOPMAIUU B
0a3ax JaHHBIX;

VY5 - mpoBepsATh BBHINOJHEHHE TPeOOBaHM MO 3amuTe MHOOPMAIMM OT HECAHKIMOHHUPOBAHHOTO
JIOCTYIIA MIPH ATTECTAIK 00bEKTOB MH(OPMATHU3ALIUHY IO TPEOOBAHUSIM OE30IMACHOCTH HH(OPMAIIHH;

VY6 - npUMeHATh MaTeMaTHYECKHUI armapaT JUIs BBIIOJIHEHUS KpUunTorpadpuuecKux mpeodpa3zoBaHuii;

Y7 - wWCnonb30BaTh THUIOBBIE MPOrpaMMHBIE KpUOTOrpadUuecKue CpeAcTBA, B TOM YHCIE
3JIEKTPOHHYIO MO/IINCH;

V8 - IpUMeHSATh CpPeICTBA TAPAaHTUPOBAHHOTO YHUUYTOKEHUSI HHPOpMaIUY;

VYO - ycranaBiuBaTh, HACTPAUBATh, IPUMEHSTH IPOrPAMMHBIE M MIPOTPaMMHO-AIMIAPATHBIE CPEACTBA
3alIUThI HH(OPMAIIHH;

VY10 - ocymecTBIATh MOHUTOPUHT U PETHCTPAIMIO CBEJICHUHN, HEOOXOIUMBIX JIJISl 3aIIUTHl OOHEKTOB
nH(pOpMAaTH3alUY, B TOM YHCIIE C HCIOIb30BAaHUEM MPOTPAMMHBIX M MPOrPaMMHO-AIIAPATHBIX CPEACTB
OoOHapyKeHHUsI, IPEAYNPEKACHUS U JTUKBUIAINH TOCIEICTBUNA KOMIBIOTEPHBIX aTaK.

3uanus

31 - ocobeHHOCTH U CMOCOOBI MPUMEHEHHUs MPOTPaMMHBIX U HPOrpaMMHO-ANMapaTHBIX CPEICTB
3alIUThl HH(OPMAIIMK, B TOM YHCIIE, B OTIEPAIIMOHHBIX CUCTEMaX, KOMIIBIOTEPHBIX CETsIX, 0a3aX MaHHBIX;

32 - MeTOABl TECTUPOBAaHUS (QYHKUMH OTICNBHBIX INPOTPAMMHBIX M MPOrPaMMHO-aNMapaTHBIX
CPEICTB 3alUThl HHPOPMALUY;

33 - TUNoOBBIC MOJIENH YIPABIEHUS AOCTYIIOM, CPEICTB, METOJOB U MPOTOKOJIOB HACHTU(UKALIUN U
ayTeHTU(UKALINY;

34 - OCHOBHBIC TOHATUS KpUNTOrpaduu M THUMOBBIX KPUOTOrpaUuecKUX METONOB M CPEICTB
3alIUThl HH(OPMALIUH;

35 - 0COOEHHOCTH M CIOCOOBI MPUMEHEHHsI MPOTPAMMHBIX W IMPOTPAMMHO-AINIAPATHBIX CPEICTB
rapaHTHPOBAHHOTO YHUYTOXKEHUS HH(OpMaIH;

36 - THIIOBBIE CPEJCTBA M METOJbI BEICHUS ayquTa, CPEICTB M CIOCOOOB 3aIIUTHI MH(OPMAIMH B
JIOKAJIbHBIX BBIUMCIIUTENLHBIX CETSIX, CPEICTB 3alIUTHI OT HECAaHKIIHOHMPOBAHHOTO JIOCTYTIA.

OK 01 - Beibupatp crocoObl pemeHust 3a1a4 Mpo(hecCHOHABHONW IeSTeTbHOCTH, TPUMEHUTEIHHO
K Pa3JIYHBIM KOHTEKCTaM.

OK 0 2 - OcyuecTBiasTh IOHUCK, aHAJIM3 W HHTEpPIpETAlMi0 HHPOPMALUHU, HEOOXOAUMON
JUIs1 BBITTOJIHEHUSI 33714 PO EeCCUOHATIBHOM 1€ TETbHOCTH.

OK 03 - [InanupoBath U peaqu30BbIBaTh COOCTBEHHOE NPOPECCHOHATBHOE U TMUHOCTHOE Pa3BUTHE.

OK 04 - Pabortatb B KOJUIEKTHBE W KOMaHIE, YPQPEKTHBHO B3aUMOJICHCTBOBATH C

KOJUICTaMH, pYKOBOACTBOM, KIIMCHTaAMHU.

OK 05 - OcymecTBiaTh YCTHYIO W HHUCBMEHHYIO KOMMYHHKAIIHIO Ha TOCYJApCTBEHHOM SI3BIKE
C y4eTOM 0COOEHHOCTEH COIMAIBHOTO B KYJIBTYPHOTO KOHTEKCTA.

OK 0 6 - IIposiBIaATH Tpa)xIAaHCKO-IATPUOTHUYECKYIO TO3HIMIO, JIEMOHCTPHPOBATH
OCO3HAHHOE MMOBE/IEHUE HAa OCHOBE TPAJAUIIMOHHBIX 00IIEYeI0BEYSCKUX [IEHHOCTEH.

OK 07 - CopeiicTBOBaTh COXPaHEHHUIO OKPYXKAIOIIEH Cpelbl, pecypcocOepekeHHUIo,
3¢ PEeKTUBHO NEHCTBOBATH B UPE3BBIYANHBIX CUTYAITUSIX.

OK 08 - HUcnonws3oBath cpeacTBa GU3HUECKON KYIbTYPHI AJISl COXPAaHEHUS U YKPETUICHHSI 3/I0pPOBbs B

mporecce MPoPECCHOHAIBHOM JEATEILHOCTH W TOMAJEPKaHHE HEOOXOIUMOTO YpPOBHS (HU3UIECKOM

MMOATOTOBJICHHOCTH.
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OK 09 - Hcnonb3oBaTh cpeacTBa GU3NUECKOW KYIbTYpHI IJIs1 COXPAHEHUS W YKPEIUICHHUS 3/I0POBbs
B Tpomecce NpoPecCHOHATBHONH  JEATENbHOCTH W MOJJCpKAHHWE  HEOOXOAUMOrO  YPOBHS
(bU3NIECKOi MOATOTOBICHHOCTH.

OK 10 - INonp3oBatbest MpoecCHOHATBHON TOKyMEHTAlMeH Ha roCyJapCTBEHHOM M MHOCTPAHHOM
SI3BIKAX.

I[IK 2.1 - OcymecTBiaTh YCTaHOBKY W HACTPOHKY OTAEIBHBIX HPOTPAMMHBIX, MPOrPaMMHO-
anrmapaTHbIX CPEJICTB 3alIUTHI HHPOPMAIIUH.

[IK 2.2 - OGecneunBarh 3auIUTy WHGOPMAIMKA B aBTOMATU3MPOBAHHBIX CHUCTEMAaxX OTACIbHBIMH
MPOTPaMMHBIMHU, TIPOTPAMMHO-AMIIAPATHEIMHA CPEJICTBAMHU.

[IK 2.3 - OcymecTBiiTh TeCTUpPOBaHHE (DYHKIMI OTHENBbHBIX HPOTPaMMHBIX M IPOrPaMMHO-
anrmapaTHbIX CPEJICTB 3alIUTHI HHPOPMAIINH.

[1K 2.4 - OcymiecTBasTh 00pabOTKY, XpaHEHHE U Mepenady HHPOPMAIlMK OTPAaHUYSHHOTO JIOCTYIIA.

[1K 2.5 - YauuTOo)ath nHGOPMAIMIO ¥ HOCUTETH HH(POPMAIIUHU C UCIIOJIb30BAHHEM IPOTPAMMHBIX U
MIPOTrpaMMHO-aIapaTHBIX CPEICTB.

I[IK 2.6 - OcymecTBiasTh PErHCTPAlMI0 OCHOBHBIX COOBITHMH B  aBTOMAaTH3UPOBAHHBIX
(uH(QOpMAIIMOHHBIX) CHUCTEMaX, B TOM YHCIIE C HKCIOJb30BAaHHEM MPOTPAMMHBIX W IMPOTPaMMHO-
anmapaTHbIX CPEACTB OOHApY)KEHUS, MPEAYNPEKICHUS M JUKBUAANWU TOCIECICTBHIA KOMIBIOTEPHBIX

aTak.

II. BOITPOCHI JJJIA1 DK3AMEHA

Krnaccudukanus 0CHOBHBIX METOJIOB KPUMITOTPaQUICCKON 3aIUTHI.

MeTopl CHMMETPUYHOTO MU(PpPOBaHHMS.

[udpsr 3ameHbl, TPOMOPIHOHATBHBIN MHDP.

[Tpocras 3ameHa, MHOTrOaI(aBUTHAS MOJCTAHOBKA.

Mertoasl iepecTaHOBKU. TabnMuHas nepecTaHOBKa, MapIIpyTHAs MEpEeCTaHOBKa.
["amMupoBanue. ['aMmmupoBaHue ¢ KOHEYHON 1 OECKOHEYHON raMMaMHU.
OcHOBHBIE METObI KPUIITOAHATH3A.

Kpunrorpaduueckue ataxu.

© o N gk owdPE

Kpunrorpaduueckast croikocTb. AGCOIIIOTHO CTOMKNE KPUIITOCUCTEMBI.

[EEN
©

[Tpunuuns! Kepxxoddea.

[EEN
=

HepCHeKTI/IBHHe HaIlpaBJICHUA KPUIITOAHAJIN34, KBAHTOBBIN KpHUIITOAHAJIN3.

[EEN
N

OcHOBHbBIE IPUHLIUIIBI TOTOYHOTO MIN(POBAHUS.

[EN
w

[Tpumenenue renepatopos [ICY B kpunrorpaduu.

14. Mertoapl nonydeHus rneesaocayyaitHeix nocienonarensuocteit. JIKI, meton ®@ubonauuwy,
metox BBS.

15. Konuposanue nnpopmanuu. CUMBOJIbHOE KoJupoBaHue. CMBICIIOBOE KOJUPOBAaHHE.

16. Mexanuzauus nmmdposanus. [Ipencrasnenue napopmanyu B iBonuHoM koze. Tabmuma ASCII.

17. Kommnbrorepusanus mudpoBaHus.

18. AmnmapartHoe u nporpamMmmHoe muppoBaHHe.

19. Crannaptuzanus nporpaMMHO-aNNapaTHeIX KPUNITOrpaUIECKUX CUCTEM U CPECTB.

20. CoBpeMeHHBIE MPOTPaMMHBIE U allllapaTHbIE KPUNITOTPaPHUECKUE CPENICTBA.

21. CrtpykTypHas cxeMa CHMMETPUYHBIX KPUNITOTPAPUIECKUX CHCTEM.
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22. OtevectBeHnbie anroput™Mbl Marma u Kysueunk u crannaptel [OCT P 34.12-2015 u TOCT P
34.13-2015.

23. Cummerpuunsie anroput™bel DES, AES.

24. Cummertpuunsiii anroput™m 'OCT 28147-89.

25. Cummerpuunsbiii anroputm RC4.

26. Kpunrocucremsbl ¢ OTKPHITHIM Ki1touoM. HeobpaTuMocTsb cuctem.

27. CrtpykTypHas cxema IHU(POBAHUS C OTKPHITHIM KIIFOUOM.

28. DneMeHTHI TEOPHH YHCEN B KPUITOTPAPHH C OTKPBHITHIM KITFOUOM.

29. Ayrentudukanus qaHHBIX. OOIIME MOHATHS.

30. DnexrponHas nudposas moagnUCh. OCHOBHBIC TTOHSITHSI.

31. Anroputmbl IH(GPOBON MOAMKCH.

32. MAC.

33. OnHoHampaBiIeHHbBIE XEII-(YHKIIHH.

34. AAropuTMbl pacrpeieieHus KIodel ¢ IpUMEHEHUEeM CUMMETPUYHBIX U aCUMMETPUYHBIX CXEM.

35. IIpoTokosbl ayTeHTU(UKALINH.

36. Bsammnas ayrentudukanus. OqHOCTOPOHHSS ayTEHTH(MUKAIIHSL.

37. Ab6onentckoe mmdpoBanue. [TakeTHOE MMPpOBaHHE.

38. 3amuTa neHTpa reHepanuu KIrouei.

39. Kpunromapupytusarop.

40. ITakeTHblid GUIBTP.

41. Kpunrorpaduueckas 3amura O€CIIPOBOIHBIX COSAMHEHUH B ceTax cranaapta 802.11 ¢
ucnosib3oBanueM nportokoia WPA.

42. Kpunrorpaduueckas 3amura O€CIpoBOAHBIX COeAMHEHUH B ceTsx cranaapra 802.11 ¢
ucnosb3oBaHueM nportokona WEP.

43. TlpuHUMTB! GYHKIMOHUPOBAHUS DJIEKTPOHHBIX TUIATEKHBIX CHCTEM.

44. DnekTpOoHHBIE IUIACTUKOBbIE KapThl. [lepcoHanbHbIN NACHTU(PUKAIIMOHHBIN HOMED.

45. TlpumeHeHHe KpUNTOrpagUUecKX MPOTOKOJIOB JUIsl oOecreueHust 6€301MacHOCTH 3JIEKTPOHHOM
KOMMEpIUH.

46. CkpelTas nepeaaya HHOOPMAIMH B KOMIIBIOTEPHBIX CUCTEMaX.

47. Tlpobnema ayTeHTH(PHUKAIMUA MYIbTUMEAUHHON HHPOPMALIUY.

48. 3ammTa aBTOPCKUX PaB.

49. MeTtoasl KOMIIBIOTEPHOU CTeraHOTpaduu.

50. Iludpossie BoAsSHBIC 3HAKH. AJITOPUTMBI BcTpanBauus 11B3.

Kputepun onenok:

— OLIEHKA «OTJMYHO», €CIIM CTYJCHT 00JaaeT rIyOOKUMHU U MPOYHBIMU 3HAHUSAMHU MPOrPAMMHOTO
MaTepuajga; IpU OTBETE€ Ha BOIPOCH! IMPOAEMOHCTPUPOBAT HCUEPIBIBAIONIEE, IOCIEAOBATENbHOE U
JIOTHYECKH CTPOHHOE U3JI0KEHHUE; MPaBWIbHO C(HOPMYIUPOBAT TOHATHS M 3aKOHOMEPHOCTH IO
BOIIPOCAaM; CJIeJIajl BBIBOJL 110 U3JIaraeMoOMy MaTepuaily;

— OLIEHKA «XOPOILIO», €CIH CTYIAeHT o0JajJjaeT JJ0CTaTOYHO TOJHBIM 3HAaHUEM MPOrPaMMHOTO
MaTepuanga; €ro OTBET IPEACTaBIseT I'PaMOTHOE H3JI0KEHHE Y4eOHOro Marepuanga; HO HMMEITCS

CYIIECTBEHHBIE HETOYHOCTH B (OPMYIMPOBAHWU TMOHATUH W 3aKOHOMEPHOCTEH IO BONpoOcaMm; He
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MOJIHOCTBIO C/IeJIaHbI BBIBOJBI 10 U3JIara€MOMy MaTepuaiy;
— OILICHKA «Y/I0BJIETBOPHUTEJIBLHO», €CJIM CTYACHT MMEET OO0Ire 3HAHWs OCHOBHOTO MaTepuaina 0e3
YCBOCHHSI HEKOTOPBIX CYIIECTBEHHBIX MOJIOKEHUN; (OPMYIUPYET OCHOBHBIE NOHSATHUS C HEKOTOPOI
HETOYHOCTBIO; 3aTPYIHACTCS B IPUBEACHUU TPUMEPOB, MOATBEPKIAIOIINX TEOPETUUECKHUE MOJT0KEHHUS;
— OIICHKA «HEeY/I0BJIETBOPUTEJIBHO)», CCIIH CTYJAEHT HE 3HAET 3HAYUTEIBHYIO YacTh MPOTPAMMHOIO
Marepuaia; AOMYCTUJ CYIIECTBEHHbIE OUIMOKUA B MPOILIECCE M3IOKEHHS; HE YMEET BBIJCIUTH TJIABHOE U
clenaTh BBIBOJ; NMPUBOAUT OMIMOOYHBIE OIpEAETCHHs; HU OJWH BOIPOC HE PACCMOTPEH A0 KOHIIA,

HaBOAANIUEC BOIIPOCHI HC ITOMOT'arOT.

3.4 KOHTpOJILHO-OIIeHO‘lHLIe cpeacrea 1Jst HpOMe)KyTOqHOﬁ aTTeCTallun oﬁyqalonmxca mo

yueOHO# ¥ NPOU3BOJACTBEHHOM NMPaKTHKe

B nepuoa mpoxoxaeHus MpaKTUKU 00YyJalomUMCs BEICTCS THEBHHUK MPAKTUKU. J[HEBHUK MPaKTUKH
oOyuarolerocsi TmpeamnojaraerT co0oil  COBEPIIEHCTBOBAaHHE 3HAHHUM TEOPETHYECKOr0 XapakTepa,
3aKPCIICHUEC U TIPUMCHCHUC UX B HpaKTquCKOﬁ JACATCIIbHOCTH.

[Io pe3ympraTaM MPAKTUKH OOYYAIOMIMMCS COCTABIISETCS OTYET, KOTOPBIA YTBEP:KIACTCS
OpraHu3aluen.

3amuTa 0OTYETOB Opranusyercs B koutemxe. OOyJaromuics TOKIaIbIBACT PEe3yIbTAThl BHITOTHEHUS
HHAUBUAYAJIBHOI'O 3alaHUA, OTBCHACT Ha BOIIPOCHI PYKOBOJUTCIIA IIPAKTUKH.

IIpu onpeneneHnH OLEHKU YUUTHIBAETCS:

1) creneHb W Ka4ecTBO OTPAOOTKM OOYYArOIIUMCS MPOrPAaMMbI TPAKTHKH ¥ WHIUBHIYaIbHOTO
3a/IaHuS;

2) cosiep)KaHKre U KaueCTBO O(POPMIICHHS OTYCTHBIX JJOKYMEHTOB.

@opMBI 1 METOJIbI KOHTPOJISI U OLIEHKH PEe3yNlbTaTOB OOyYeHHUs JOJIKHBI MO3BOJIATH MPOBEPATH y
oOyuyaronuxcsi He TOJIbKO ChOPMUPOBAHHOCTH MPO(HECCHOHATBHBIX KOMITETEHIINH, HO U pa3BUTHE OOILIHX

KOMITETEHIIMH 1 00ecTIednBaIOINX UX YMEHHH, ONpeIeIeHHbIe TPOrpaMMaMHt MPAKTUK

3.5 KoHTpO/IbHO-01IeHOYHBIE CpeIcTBA /ISl IPOBeAeHHUs IK3aMeHa (KBATU(HKALMOHHOIO)

3.5.1 O6mme nosnoxkeHust

Ok3aMeH (KBanu(UKAIMOHHBINA) TpeaHa3HAYeH Il KOHTPOIS U OICHKH pPEe3ylIbTaTOB OCBOCHHUS
npodeccuonanpHoro wmonynas [IM.02 3amwura wuHopmanuy B aBTOMaTU3MPOBAHHBIX CHCTEMAaxX
MPOrPaMMHBIMH U MIPOTPAMMHO-AMIAPATHBIMU CPEICTBAMHU.

DK3aMeH BKII0YAeT: MPaKTUYECKUI IK3aMeH, 3aluTa MopThomo.

HTtorom »sK3amMeHa SBISETCS OJHO3HAYHOE pEIICHHE: «BUA MPOo(ecCHOHANIBHON NeATeIbHOCTH
0CBOEH/ HE OCBOCH.

VYcnoBueM TOJIOKHUTENBHOW aTTecTanuu (BUA TMPOQPECCHOHAIBHONW JCSITEIPHOCTH OCBOCH) Ha
9K3aMeHE KBaNU(UKAIMOHHOM SIBISETCS] TOJIOKUTENbHASI OIIEHKAa OCBOCHHUS BCEX MPOQECCHOHATHHBIX
KOMITIETCHIIM 10 BCEM KOHTPOJMPYEMBIX TIOKa3aTelsiM, a Takke OOIMUX  KOMIICTCHITHH.
YcnoBueM Jomycka K 9K3aMeHy (KBATM(DHUKAIMOHHOMY) SIBJISETCS TOJOXKUTENbHAs aTTecTalus IIo
TEeKyIeMy KOHTPOJIIO (3alIUuTa KOHTPOJBHBIX paboT, TectupoBaHue, 3ammurta JIII3, pemenue
CUTYallMOHHBIX 3a/1a4) u 1o npomexyrouHomy (MK.02.01, MJIK.02.02, yue6Hol mpakTtuke YI1.02 u

MIPOU3BOJICTBEHHOM MpakTuke (1o mpoduiio cnennanbuoctu [111.02)).
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3.5.2 Tabauna coueranuii, npoBepsiembix I1K u OK:

B pe3yabTare KOHTPOJIS U Ioka3aTesiu olleHKH ®opma
OLICHKH IO NPO(eCcCHOHAIBLHOMY pe3yJbTarTa JK3aMeHa
MOJYJII0 OCYIIeCTBJISACTCS
KOMILJIEKCHAsI MIPOBEpPKa
CJIeAYIOIIUX NPOo(ecCHOHAIBHBIX
M 00INMX KOMIIETeHINH:
I1K 2.1. OcyuiecTBisATh yCTAaHOBKY | BBINOIHEHBI yCTaHOBKA U HACTPOMKA [IpakTrueckoe
U HACTPOMKY OTIIEIbHBIX OTJIEIbHBIX MPOTPAMMHBIX, TPOIPAMMHO- BBITIOJIHEHHE

IIPOrPaMMHBIX, IPOTPaMMHO-
arrnapaTHbIX CPEACTB 3aLUTHI

uH(popManuu

afmnapaTHbIX CPCACTB 3allIUThI I/IH(i)OpMaI_II/II/I.

3amaaus Nel

[1K 2.2. ObecrieunBaTh 3aIIATY
uH(popMaluu B
aBTOMAaTHU3UPOBAHHBIX CUCTEMaX
OTJICTBHBIMU TIPOTPAMMHBIMH,
MIpOrpaMMHO-anmnapaTHbIMU

CpencTBaMu

Obecneuena 3amuTa HHGOPMALIUY B
ABTOMATHU3UPOBAHHBIX CUCTEMAX OTACIIbHBIMU
IPOrPaMMHBIMH, ITPOTPAMMHO-aIIapaTHEIMU

CpE/ICTBaMH.

[IpakTrueckoe
BBIIIOJTHECHHUEC

3agaHus Nel

1K 2.3. OcyuiecTBisATh
TECTUpOBaHUE (PYHKIIHIA
OTJIENbHBIX IPOTPAMMHBIX U
IIPOrPaMMHO-AIIIapaTHBIX CPENICTB

3a1uThl HH(OpMaLUn

BeinonneHo TectupoBanue GpyHKIHMA
OTJENIbHBIX MPOrPAMMHBIX U IPOTPAMMHO-

armapaTHbIX CPCACTB 3alllUThI I/IH(i)OpMaHI/II/I.

[IpakTrueckoe
BBITIIOJIHEHHE

3aganus Nel

I1K 2.4. OcymiecTBasTe 00paboTKYy,
XpaHeHHue U mepeaavy
MH(pOpMally OTPAHUYEHHOTO

JIOCTyTIa

BrimonHeHsl 00paboTKa, XpaHEeHUE U Tiepeaaya

I/IH(i)OpMaLII/II/I OrpaHUYCHHOI'0 JOCTYIIA.

[IpakTrueckoe
BBITIIOJIHEHHE

3aganus Nel

I1K 2.5. YHuuTOX)aTh
UHPOPMALIHIO U HOCUTEIH
MH(pOpPMaIUHU C UCTIOIb30BAaHUEM
IIPOrPaMMHBIX U IPOTPaMMHO-

armapaTHbIX CPCACTB

YHHUYTOXKEHBI I/IH(bOpMaI_[I/IH 1 HOCUTCIIN
I/IH(I)OpMaI_II/II/I C UCITIOJIb30BaAHHEM
MMpOrpaMMHBIX U IPOIrpaMMHO-aIlIIapaTHbIX

CPEICTB.

[IpakTrueckoe
BBITIIOJIHEHHE

3aganus Nel

[IK 2.6. OcyiiecTBisiTh
PETHCTPALINIO OCHOBHBIX COOBITHI
B aBTOMAaTHU3UPOBAHHBIX

(nHGOPMAIIMOHHBIX ) CUCTEMAX, B

BrlimotHeHa perucTparusi OCHOBHBIX COOBITHI
B aBTOMAaTU3UPOBAHHBIX (MH(YOPMAIIMOHHBIX )
CUCTEMAX, B TOM YHCJIE C UCIIOJIb30BAaHUEM

MPOrPaMMHBIX U MPOTPaMMHO-aNapaTHbIX

[IpakTrueckoe
BBITIOJTHEHUE

3amaausd Nel

68



TOM YHCJIE C UCITIOJIb30BaHUEM
IPOTPaMMHBIX M ITPOrPaMMHO-
anmapaTHBIX CPE/ICTB
OOHapyXeHUs, IPEAYIPEKICHUS U
JMKBHJIALNH TTOCIEICTBUI

KOMITBIOTCPHBIX aTaK

CpeACTB OOHAPYKEHUS, IPEIYIPEKACHUS U
JIMKBUJALUY TIOCIEICTBUN KOMIIBIOTEPHBIX

aTak.

OK 01. Beibupats criocoObt
peleHus 3a1a4
po(hecCHOHATTLHOM e TEIIbHOCTH,
NPUMEHUTEIBHO K Pa3IHYHBIM

KOHTCKCTaM

OO6ocHOBaH BBIOOP METO/Ia M CPEJICTBA
pelreHus mpohecCHOHATBLHOM 3a/1a4H.
Jlana ajiekBaTHas OILEHKA U CAMOOLICHKA
3¢ (HEKTHBHOCTH M KQ4€CTBA BBITIOJTHCHUS

po(hecCHOHATLHOM 3a/1a4H.

[IpakTnueckoe
BBITNIOJIHEHHE

3aganus Ne2

OK 02. Ocy1iiecTBisITh MOUCK,
aQHAJIA3 W UHTEPIIPETAIHIO
nHpopmalu, HeoOXOAMMOMN IS
BBIIIOJIHEHUS 3a0a4

poecCuOHANBEHOM e TeNIbHOCTH

Hcronb30BaHbl pa3iMyHbIe ICTOYHHUKH,
BKJIIOUAsi JIEKTPOHHBIE PECYPCHI,
Meauapecypcesl, IHTepHeT-pecypchl,
NEePUOANYECKHUE U3JIaHUS 110 CHEIUATIbHOCTH

JUTsI pelieHus mpodeccnoHanbHOM 3a1a4u.

[IpakTuueckoe
BBITIOJIHCHHE

3agaHus Ne2

OK 03. [TnmanupoBath
peaan30BbIBATh COOCTBEHHOE
poeCCUOHATLHOE W IMYHOCTHOE

pa3BuTue

[IponemoHcTpUpOBaHa OTBETCTBEHHOCTD 32
IPUHSTHIE PELICHMUSL.
OO60CHOBaHbI CaMOaHaIN3 U KOPPEKLUs

pe3yJIbTaTOB COOCTBEHHOM pa0OTHI.

[IpakTrueckoe
BBIIIOJTHECHHUEC

3agaHus Ne2

OK 04. PaboraTh B KOJJIEKTUBE U
KoMaH[e, 3PPEKTHBHO
B3aMMOJIEHCTBOBATE C KOJIJIETaMH,

PYKOBOJICTBOM, KJIINEHTaM

[TponemMoHcTpHpOBaHa CIIOCOOHOCTH PabOTHI B
KOJIJICKTUBE U KOMaH/E, BSaI/IMOIIeﬁCTBI/IFI C

KOJUICTaMU, pPyKOBOACTBOM, KJIMCHTaMH.

[IpakTrueckoe
BBIIIOJTHECHHUEC

3amanusg Ne2

OK 05. OcyiiecTBiTh YCTHYIO U
MUCHMEHHYIO KOMMYHHUKAITHIO Ha
rOCY/IapCTBEHHOM SI3BIKE C YYETOM
OCOOEHHOCTEH COIMAILHOIO 1

KYJIbTYPHOI'O KOHTCKCTA

[TporeMoHCTpHUpOBaHa CIIOCOOHOCTH
OCYHICCTBJIATL YCTHYIO U TIMCBbMCHHYIO
KOMMYHHKAITUIO Ha TOCYAapCTBEHHOM SI3BIKE C
Y4€TOM OCOOEHHOCTEH COIUATBHOTO 1

KYJIbTYPHOI'O KOHTCKCTA

[IpakTrueckoe
BBITIOJTHECHHUEC

3amanus Ne2

OK 06. ITposiBIATE Tpak1aHCKO-
NaTPUOTHYECKYIO MTO3ULUIO,
JIEMOHCTPUPOBATh OCO3HAHHOE
MIOBE/ICHNE HA OCHOBE

00IIIeYeTOBEYECKUX [IEHHOCTEH

[Tpe3eHTOBATH CTPYKTYPY NpOhecCHOHANBHOM
JeSITeILHOCTH 110 Mpodeccun

(cienManbHOCTH)

[IpakTueckoe
BBITNIOJIHEHHE

3aganus Ne2

OK 07. CoxeiicTBOBaTh
COXPaHEHHUIO OKPYKAIOIIEH Cpeibl,
pecypcocoepexeHuto, 3pPeKTUBHO
JIEUCTBOBATh B YPE3BbIYAHBIX

CUTyalusax

Co01r0,1aTh HOPMBI IKOJIOTHUECKOM
0€30MacHOCTH.

OnpenensiTh HaNpPaBICHUS
pecypcocOepexeHus B paMKax
po(hecCHOHANEHOM e TENLHOCTH 10

npodeccuu (CeruaTbHOCTH)

[IpakTrueckoe
BBIITOJIHEHHE

3aganus Ne2

OK 08. Mcnonbs3oBaTh cpeacTBa

¢u3nUecKoil KynbTyphl IS

Hcnonb30Bath GU3KYIBTYPHO-

O3JOPOBUTCIIbHYIO ACATCIIbHOCTD IJISA

[IpakTrueckoe

BBIIIOJIHCHHUEC
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COXPAHEHUS U YKPEIUICHUS
3J0pPOBbS B ITpoLIecce
po(heCcCHOHATBHOMN e TeIbHOCTH
U TO/JIepKaHne HE0OX0IMMOT0
YPOBHS (HPU3HYCCKON

HOoATOTOBJICHHOCTH

YKPEIUICHUS 310POBbs, JOCTUKECHUS
KU3HEHHBIX U MPO(HECCHOHABHBIX LIEJICH;

[TpuMeHsTh panoHaIbHbIE IPUEMBI

JIBUTATENbHBIX (QYHKIUI B TpodecCuOHaTbHON

nesrenbHOCTH. [lonp30BaTbes cpencTBamu
npoUIAKTUKY TIepeHANPsHKEHUS
XapaKTepHBIMU JUIsSI JaHHOU mpodeccuun

(criennanabHOCTH)

3amaaus Ne2

OK 09. Ucmionb3oBarhb
UH(OPMAIIMOHHBIC TEXHOJIOTHUHU B

npodecCuoHaNbHOM NeSTeIbHOCTH

D} PeKTUBHO UCTIOTH30BAHBI
UH(OPMAIIMOHHO-KOMMYHHUKAIIHOHHBIC
TEXHOJIOTUH B TPOPECCHOHATLHON
JESITEIIBHOCTH COTIIACHO (hOPMUPYEMBIM

YMCHUAM U ITOJIYUIAEMOMY IMMPAKTUYCCKOMY

[IpakTrueckoe
BBITIOJTHCHHUEC

3aganus Ne2

OTIBITY.
OK 10. ITons3oBaThCs D¢ PexTUBHO HCIONIb30BaHA TEXHUYECKAs [IpakTrueckoe
npodeccuoHanbHOM JIOKYMEHTAIMs1, B TOM YHCJI€ HAa aHTJIMMCKOM BBINIOJIHEHHE
JIOKYMEHTale Ha SI3BIKE. 3aganus Ne2
roCyJapCTBEHHOM U MHOCTPAHHOM
SI3BIKE
3.5.3 PesympraThl = OCBOeHHSI  MOAYJIsl, MOAJeXalIHe TpPOBepKe Ha  JIK3aMeHe

(kBaIM(PMKALUOHHOM) 10NOJTHUTEIbHO

OO0uue KoMneTeHUMH, SIS TPOBEPKH CHOPMHUPOBAHHOCTH KOTOPHIX HCHONb3yeTcs nmopTdonro: OK
01, OK 02, OK 03, OK 04, OK 05, OK 06, OK 07, OK 08, OK 09, OK 10.

TpeGoBanus k nopr¢oauo:

Tun noprdonro: nopTdhoano cMEenaHHOrO TUIIA,

OcHoBHbIE TpeOOBaHMUS:

O0s3aTesIbHbIC JOKYMEHTBI:

- CBO,I[HaSI BCOAOMOCTh OICHUBAHHUA OK3aMCHa (KBaJII/I(bI/IKaLII/IOHHOFO) 1o HpO(I)CCCI/IOHaHLHOMy

monymto IIM.02 3amurta wuHpOpManmuu B aBTOMATU3UPOBAHHBIX CHCTEMax MPOTPAMMHBIMU U

IporpaMMHO-ammnapaTHbIMAU CPEACTBAMU,

- aTTECTALIMOHHBIN JIUCT MO Y4eOHOM MpaKkTUKe, JHEBHUK 00y4Yaronierocs;

- aTTECTAIMOHHBIN JIMCT MO MPOU3BOJICTBEHHON MPAKTUKE, JTHEBHUK 00y4YaIOLIerocs;

- XapaKTCPUCTHKA HpO(beCCHOHaHLHOﬁ JACATCIIBHOCTHU OGy‘-IElIOIlICFOC}I BO BpEMA HpOH3BOJICTBCHHOI>i

IPAaKTUKH,

I_[OHOJIHI/[TCJII)HLIC mMaTtepualbl:

- Jlokstajpl y4acTHUKOB HAyYHO-TIPAKTHUECKUX KOH(MEPEHIINH;
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- pe3yabTaThl y4acTHsl BO BHEYPOUHON HAyYHO-HUCCIIE0BATENbLCKON eI TeIbHOCTH;

- 'paMOTHI 32 CHOPTUBHBIC U OOIIECTBEHHBIE TOCTHKCHHUS,

- mopThoNHO B AIEKTPOHHOM BHAE (cooOmieHus, pedepaTsl, JOKIAAbI, OTYETHI MO MPAKTUYECKUM

3aHATUSAM, BHJIEOMAaTepualibl, (poTOMaTepuasbl, MpPe3eHTAMH MPOo(hecCHOHATFHONW HANpPaBICHHOCTH,

BBIMOJTHEHHBIE 00yUYaIONIMMUCS BO BPEMS CAMOCTOSITENILHOM paboTh);

- CBHACTCIILCTBA,

MOATBCPIKAAOIUEC YYACTUC B KOJUJICKTUBHBIX TBOPUYCCKHUX MCPOIPUATUAX

(Benymuii TEeMaTHYECKOTO Be4yepa, WieH JKIOpHU, YUYAaCTHUK CIIeTa, YIaCTHUK TypHoxoja, U T. 11.).

TpebGoBanusi Kk cTpyKType 0(pOpMIICHHIO U 3alUTe NMOPT(HOoJIHO:

1. lloptdonro  odopmiseTcs

oOydJaromuMmcsi B

TCUYCHHUC

BCETO

Heproia  OCBOCHUS

po¢eCCHOHATBLHOTO MOAYJISA, B TOM YHUCIIE B IEPHOJ] YIeOHON M MPOU3BOACTBEHHON MPAKTHKU.

2. OcopmiieHne B COOTBETCTBHHU C 3TATOHOM (TUTYIIBHBIH JIUCT, TACIIOPT MOPTHOIHNO);

3. 3amuTa mopT¢OINO B BIIE KOMITBIOTEPHOH MTPE3EHTAINH, BBIITOJIHEHHOH B cpene PowerPoint.

Kapra ¢popmupoBanusi 061ux KoMneTeHuu

Kpurepun onenku noprgosimo

Ne IMoka3aTenb OLlEHKHU pe3yJbTara JoxkymeHT noprgo/imo Ounenka
c¢popMHPOBAHHOCTH
KoMmeTeHuun (1a\uer)
OK 01. | Beibop u npuMeHeHue cnocoboB JTHEBHUK (y4eOHOH)

peHiCHusd HpO(l)eCCI/IOHaJIBHBIX 3aaa4

IIPOU3BOIACTBEHHOMN
MIPAKTHUKU;

aTTCCTAIMOHHBIC JINCThI

OK 02. | DddexTuBHBI MOKUCK, AaHATTU3 U THEBHUK (y4yeOHO)
UHTEpIpeTanus nHpopmanuu, IIPOM3BO/ICTBEHHOM
HEOOXOIMMOM /ISl BBITTOJTHEHUS 3a71a4 MIPAKTUKH;
npodecCHOHATBHOMN 1A TENbHOCTH. aTTeCTallMOHHBIC JTUCTHI

OK 03. | DddexTuBHOE MIITaHUPOBAHHUE U THEBHUK (y4yeOHOM)
peanu3alysi COOCTBEHHOTO IIPOM3BO/ICTBEHHOM
poeCCHOHATBHOTO JINYHOCTHOTO MIPAKTUKH;
pa3BUTHUSA aTTeCTAllMOHHBIC JTUCTHI

OK 04. | Beimosnnenue o0s3aHHOCTEH B nopT¢oano B

COOTBCTCTBUH C POJIBIO B I'PYIIIIC,
y4aCTHEC B IJIIAHUPOBAHUYW U OpraHu3allun

IpyNIIOBON pabOThI

AIIEKTPOHHOM BUJIE
(cooOuienus, pedeparsl,
JIOKJIA/IbI, OTYETHI 110
MMPAKTUYCCKUM 3aHATUAM,
BUJICO MaTEpUaIbI,
dboTromaTepuansl,
Ipe3eHTaIH

po¢eCCHOHATBHON
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HaHpaBHCHHOCTI/I,
BBITIIOJIHCHHBIC
00ydJaronMucs BO

BpEMsI CAMOCTOSITEIIBHOM

paboThI)

OK 05. | leMoHCcTpanusi ClIOCOOHOCTH nopTdonmo B
OCYILIECTBIICHHS YCTHOM M TUCHbMEHHOU DIIEKTPOHHOM BUJIC
KOMMYHHKAITMH Ha TOCYIapCTBEHHOM (cooOmenwus, pedeparsl,
SI3BIKE C YUETOM OCOOCHHOCTEH JIOKJIAIbI, OTYETHI 110
COLMAIBHOTO U KYJAbTYPHOTO KOHTEKCTa | IPAKTUYECKUM 3aHSATHSIM,

BUJICO MaTEPUAIbI,
¢doromarepuansl,
Npe3CHTAIH
poQeCCHOHAIBHON
HaIPaBJICHHOCTH,
BBINTOJIHCHHbBIE
00yJaroumMucs Bo
BpPEMsI CAMOCTOSTEIIbHOM
paboThI)

OK 06. | IIpe3enTanus CTpyKTypbl JTHEBHUK (y4eOHOI)
npo¢eCCHOHATIBHOMN I TETFHOCTH T10 MIPOU3BOICTBEHHOM
npodeccuu (CreruanbHOCTH) MIPaKTHUKU;

aTTEeCTAIlHOHHBIE JTUCTHI

OK 07. | CobmroieHue HOpM SKOJIOTHUECKON JTHEBHUK (y4yeOHOM)
6e3omacHocTH. OnpeneneHue IIPOU3BOJICTBEHHON
HarpaBJIeHUH pecypcocOepexeHus B NPaKTHKH;
paMKax npogeccuoHaTBHON aTTEeCTAIlHOHHBIE JTUCTHI
JeSITeLHOCTH 110 Mpodeccun
(criennanbHOCTH)

OK 08. | IIlpumeHeHuE pallMOHATBHBIX IPUEMOB THEBHUK (y4yeOHO)
JIBUTATeNbHBIX (QyHKINH B IIPOM3BO/ICTBEHHOM
poeCCHOHATBLHOMN IeATEFHOCTH. NPaKTHKH,
Hcnonb30BaHue cpencTB NPOPUIAKTHKN | aTTECTAllMOHHBIE JIUCTHI
NepeHaINPsHKSHUS XapaKTePHBIX IS
JaHHOM mpogeccu (CrenuaTbHOCTH)

OK 09. | Pemenue npodeccuoHaIbHBIX 3a/1a4, noptdonno B

CBSI3aHHBIX ¢ 00paboTKOI HHpOpManuH, ¢

HCIIOJIB30BaHHUEM I/IH(I)OpMaI_II/IOHHBIX

TEXHOJIOTUH

JIIEKTPOHHOM BH/IC
(coobmenus, pedeparsl,
JOKJIaabl, OTYETHI I10
NPaKTHYECKUM 3aHSTHUSM,
BHUJICO MaTCpUuabl,

¢doromarepuansl,
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Mpe3eHTAINH
npodecCHOHABLHOM
HAIPaBJICHHOCTH,
BBIIIOJIHEHHBIE
00yJarouMMucs BO

BpEMsI CAMOCTOSITEIIBHOMN

padoTHhI)
OK 10. | Ilpumenenue npodeccruoHaibHON noptdono B
JIOKYMEHTAIUU TpY PELICHUH 3a/1a4 AIIEKTPOHHOM BUJIE

(coobmenus, pedeparsl,
JTOKJIa b, OTYETHI O
MPAKTUICCKUM 3aHATHIM,
BUJICO MaTEPUATIBL,
¢doTromaTepuansl,
Mpe3eHTAIUN
poQeCCHOHAIBHON
HAIPaBIEHHOCTH,
BEITIOJTHEHHBIC
00y4JarouuMucs BO
BpEMsI CAMOCTOSTEIIBHOM

padoThI)

3.6.4 BpinosiHeHUS 32JaHUA B X0/1€ IK3aMeHA

KomiuiekT IK3aMCHAIITMOHHBIX MaTe€pHuajaoB

1. 3aganue AJs IK3aMeHYIOLEr0Cst

3aganue 1

Kozst mpoBepsiembix npodeccuonanbubix kommnerennwmii: MK.2.1., IIK. 2.2., ITK.2.3., IIK 2.4, [IK
2.5., TIK 2.6.

I[IK 2.1. OcyuecTBisiTh YCTaHOBKY W HACTPOHKY OTHENbHBIX IPOrpaMMHBIX, MPOrPaMMHO-
anmapaTHbIX CPEJCTB 3aLIUThl HHPOPMAIUH.

IIK 2.2. OOGecneunBarh 3amMTy HMHGOpPMALMKM B AaBTOMAaTH3MPOBAHHBIX CHCTEMaX OTAEIbHBIMU
MPOrpaMMHBIMH, TPOrPaMMHO-AIIAPATHBIMU CPEJICTBAMH.

[IK 2.3. OcymecTBiiaTh TeCTUpPOBaHUE (DYHKIUI OTAEIBHBIX HPOTPAMMHBIX M IMPOrpaMMHO-
anmnapaTHbIX CPEJCTB 3alIUThl HHPOPMAIUH.

1K 2.4. OcymecTBiasaTh 00pabOTKy, XpaHeHHEe U Tiepeady HHPOpPMaIMi OrpaHUYEHHOTO J0CTYIIA.

[IK 2.5. YanuToxate HHOOPMAINIO U HOCUTETH WH(OPMAIMH C UCTIOIH30BAHUEM MTPOTPAMMHBIX U
POrpaMMHO-aIapaTHBIX CPEJICTB.

I[IK 2.6. OcymecTBisITh PETUCTPAIMI0  OCHOBHBIX  COOBITHH B aBTOMAaTH3WPOBAaHHBIX
(MHQOPMAIIMOHHBIX) CHCTEMax, B TOM 4YHCJIE C HCIOJIb30BaHHUEM MPOrPaMMHBIX U MPOrPaMMHO-
anmapaTHbIX CpPEICTB OOHAapy)KEHUs, MPeAYNpexIeHUS U JUKBUIALUU MOCIEICTBHA KOMITBIOTEPHBIX

aTak.
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Hnempykyus
BauMmarensHO npounTaiTe 3a1aHue.
Bpewms Boinonnenus 3aganus — 40 MUHYT

Texkct 3amanus:

Bapuanr Ne 1

HazoBute oCHOBHEIE TpeOOBaHUS K COOPY JaHHBIX U K XPAHUMBIM JaHHBIM. [lepedrnciuTe OCHOBHBIC
cpencTBa cOopa TEKCTOBOM, rpaduueckoil, 3BykoBol U BuaconHpopmanuu. Kakue eme cpeacrsa cbopa
uHpopmanuu BaMm u3BecTHHI? [IpennokuTe TEXHONOTHIO yuyeTa U OTPaOOTKH 3asiBOK Ha BBIOJHEHUE
paboT MO0 PEeMOHTY KOMITBIOTEPHOM TEXHUKH B CaJOHE IO PEMOHTY KOMIIBIOTEPHOTO 000pYyJOBaHUS
«CepBuc-TEXHO».

Bapuant Ne 2

Onummre TEeXHOJIOTUYECKUH mporecc o0padoTku uHpopmanmu. [lepeuncnure u oxapakTepusyiTe
TEXHOJIOTHYECKHE TMpolecchl mporecca o0paboTtku wuHpopmanmu. Kakue pexxumbl 00pabOTKU
uHbopmanuu BaMm u3BecTHBI? [lepeunciuTe yCTPOHCTBA  3alIUTHl TEXHUYECKHX  YCTPOWCTB

PIH(bOpMaTI/IBaI_II/II/I OT UBMCHCHMA HAIIPSXKCHHA U TOKA UX 3JICKTPOIIMTAHWA.

Bapuant Ne 3

Onummre TEXHOJOTUIO CO3[aHUS W YIpPaBICHUS YYETHBIMH 3alucsiMu mosb3oBareneil. Coznaiite
YYETHBIC 3allUCH Ui JIBYX pa3HbIX TMoyib3oBaTeneil.  Jlyis OJHOrO TOJb30BaTeNs IMPOBEPHTE
JNEHUCTBEHHOCTh (UIakKa — TpeOOBaHUS CMEHBI MApoJIsl MOJIb30BATENsl MPU CIENYIOIIEH perucrpanuy B
cucTeme, JUIsl APYroro — 3alpeT Ha U3MEHEHHUe maposis mois3oBaTeneM. Co3laiTe JTOKAIBHYIO TPYIIY.
ITomecture B JIOKAJIBHYIO TIpyniy CO3JaHHBIX BaMHU HOJIL30BaTeIel M AIMUHUCTPATUBHOT'O
nonb3oBarens. [Ipogenaiite 5To AByMs cmocoOaMu: depe3 OKHO CBOWCTB TPYHIBl M OKHO CBOWMCTB

IIOJIB30BaTECIIA.

Bapuant Ne 4

OnuiuTe mapaMeTpsl JOKaJIbHOW IMOJUTHKK O€30MacHOCTH orepalonHoi cuctemsr Windows,
napameTpsl U 3Ha4eHHs mapaMeTpoB [lOTUTHKHM ydeTHOHW 3amucH, mapaMmeTpbl U 3HAUCHUS MapaMeTpOB
[Monmutuku mnaponeit. M3menute mapameTrp «Ilaponb A0mKeH oTBeuaTh TPEOOBAHUSIM CIOKHOCTH»
[Monutuku maponeit Ha «BKIIOYEH» M TIOCIE 3TOTO TMOMPOOYHTE M3MEHUTh Mapojib CBOEH YUYETHOU

3allucCH. 33(bHKCpr1>iTC BCC COO6IJ_ICHI/IH CHUCTCMBEI, HpoaHaHH3prﬁTe U BBCOUTC IIOHy'CTI/IMHﬁ apoJib.

Bapuant Ne 5

Co3pmaiiTe mamnky, B KOTOPYIO IOMECTHTE TEKCTOBbIM (aiim u mpuiiokeHue B Buie ¢aitna ¢
pacuipeHreM €xe. YCTaHOBUTE Uil 3TOW MamKy pas3pelieHuss MOJHOro JO0CTyna A OJHOTO U3
MOJIb30BaTENE Trpynnbl AJMUHUCTPATOPBl M OrPAHWYEHHBIE pa3pelIeHHs Ui I0JIb30BaTENs C
OrpaHUYEHHON YYETHON 3amuchio. YCTaHOBUTE OOIIMH JOCTYN K Manke W MOJKIIOYUTECh K HeW uepes
CeTh C APYroro BUPTYaIbHOTr0 KoMibloTepa. [Ipennoxure crpaTeruto peryaupoBaHusi 6€30MacHOCTH IpU

KOJUICKTUBHOM JOCTYIIC K O6I_I_II/IM nankKam JJisd pa3jIndHbIX T'PYyHIT I0JIb30BaTeICH.
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Bapuant Ne 6

Onummre mapameTpel M 3HadeHwWs napamerpoB l[lomwtuku aymuta. IIpocmoTpute cOOBITHS B
XKypHajie coObiTuil. MHDOpMaIms o KakuxX COOBITHAX COXpaHsSeTCs B CHUCTeMHOM >xypHane? Kakwue
JAHHBIE TI0 KaXIOMY COOBITHIO OTOOpaxkaroTcs B kypHaie? BxiiouuTe ayauT ycrnexa M OTKa3za BCeX

apaMeTpoB.

Bapuant Ne 7

OnuumuTe NpuvnHbl BO3HUKHOBEHUsI OCTaTOYHOW MH(popMmaiwu. [IpuBeanTe npuMepbl yCTPOMCTB
YHUUYTOXKEHHU MHGQOpMAlMM C MarHUTHbIX Hocutesed. Ilepeuncnure OCHOBHBIE TpeOOBaHUSA K
COBPEMEHHBIM YCTPOHCTBAM YHHUTOXCHHsS MH(OpMAIMM ¢ MarHUTHBIX HocutTened. OxapakTepusynTte
IpOrpaMMHBIE METOIbl YHHUTOXeHHS uH(popMmarmu. OOOCHYHTEe BBIOOpP YCTPOWCTBA YHHUYTOXECHUS

nH(OPMAIUY C MATHUTHBIX HOCUTEJEH.

Bapuant Ne 8

[IpoBenuTe aHaMW3 3AIUIIEHHOCTH 33JaHHOTO OOBEKTA 3aIIUThl MH(GOPMAIMU IO CIETYIONIHM
pasjenam: BHIbI BO3MOXHBIX yrpo3, XapakTep MPOUCXOXKICHHS yrpo3, KIacChl KaHAJIOB
HCCAHKIIMOHHUPOBAHHOI'O IMOJIYYCHHA I/IH(l)OpMB.IIPIH, HWCTOYHHUKH IMOABJICHUA YI'PO3, IPUYXMHBI HAPYHICHUA

OCJI0CTHOCTHU I/IHCI)OpMaI_II/II/I, MOTCHUUAJIBEHO BO3MOKHBIC 3JIOYMBIIJICHHBIC HeﬁCTBHH.

Bapuant Ne 9
Onwumute pazgensl peectpa Windows. B kakux pasgenax peectpa XpaHHTCS HHPOpPMALUS O
BbIOpaHHOM monuTHKe 6e3onacHocTr? Onummre Bo3moxkHocTH nporpammbl REGEDIT.EXE. IIposeaute

HCCIICAOBAaHUC peeCTpa Windows I HAXOXKACHUA CJIICAOB AKTUBHOCTHU BPEAOHOCHOTO I10.

Bapuant Ne 10

Co3pmaiiTe HOBYIO KHUTY JJISl TIPOBEIEHUS MPOCTHIX BBIYMCICHUNA CyMMBI, pa3HOCTH, POU3BEICHHS
Ha/Jl YHUCIIAMH, VYJIOBJIETBOPSIOMIMMH HEKOTOPOMY YCJIOBHIO, Ha OCHOBE JIaHHBIX, BBOJHMMBIX
noJib30BaTesieM. 3ajaiTe MPOBEPKY BHIMOIHEHUS YCIOBUS (HApUMEpP, TOJIBKO MOJI0KHUTEIbHbIE, TOIBKO
OTpHIIATENIbHBIC, TOJBKO IIEJIBIE M3 ONPENEIIEHHOTO Jrana3oHa 3HauYeHWH W T.I.) Ui ST9eeK, B KOTOpBIE
OyZIeT OCYILECTBIIATHCS BBOJ JIAHHBIX. Y CTAHOBUTE 3alllUTY: SYEHKH JJI BBOJA JAHHBIX JOJDKHBI OBITH
Pa30I0KUPOBAHBI, OCTAIBHOE COAEPKUMOE JIMCTA — 3AlUIEHO OT U3MEHEHHH; (OPMYIbI, IO KOTOPHIM
MIPOU3BOJIATCS] BBIUMCIIEHUS], — CKPBITHIL. [Ipy ycTaHOBKE 3alIUTHI JUCTA pa3pelInTh BCEM MOJIb30BATENSAM

HACTpPanBaTh HIMPUHY CTOJIOIOB U BHICOTY CTPOK, MEHSTD 3AJIUBKY SUEECK.

3AJTAHHE 2

Kogs! mpoBepsiembix obmux kommereniuii: OK 01, OK 02, OK 03, OK 05, OK 06, OK 07, OK 08,
OK 09, OK 10

OK 01. Beibupatb criocoObl pemeHust 3a1a4 MpoeCCHOHATFHON AESITeNbHOCTH, IPUMEHHUTEIBHO K
Pa3IMYHbIM KOHTEKCTaM.

OK 02. OcymiecTBisaTh TOWCK, aHATU3 M WHTEPHpPETANMI0O WHPOpPMAIMHA, HEOOXOTUMOHN IS
BBINOJIHEHUS 3a/1a4 TPO(ECCUOHATIBHOMN 1EATEIbHOCTH.

OK 03. [TmaHupoBaTh U peann30BbIBaTh COOCTBEHHOE MPO(ECCHOHATFHOE U IMYHOCTHOE Pa3BUTHE.
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OK 05. OcymiecTBasTh yCTHYIO M NHCbMEHHYI0 KOMMYHHUKALMIO HAa TOCYJapCTBEHHOM S3BIKE C
y4eTOM 0COOEHHOCTEH COLMATBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 06. TIlposBaaTh TpaxxgaHCKO-TATPUOTUYECKYIO TO3UINI0, JIEMOHCTPHUPOBATH OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAJAUIIMOHHBIX OOIIEUEIOBEYECKUX IICHHOCTEH.

OK 07. CopelicTBOBaTh COXpPaHEHUIO OKPYKAIOIIEH cpenbl, pecypcocOepexennto, 3hPpeKTUBHO
JIEHCTBOBATh B UPE3BbIYANHBIX CUTYaLUsAX.

OK 08. Ucnonb3oBath cpeacTBa (HU3HMUECKON KYIbTYPHI IJI51 COXPAHEHUS U YKPEIUICHUS 3[J0POBbS B
nporecce Npo(ecCHOHAIBHOW JAEATEIIBHOCTH U TOAJACPXKAHUA HEOOXOJUMOTo YpPOBHS (DU3HYECKOM
MIOATOTOBJICHHOCTH.

OK 09. Ucnonb3oBaTh HHGOPMAITHOHHBIC TEXHOJIOTHH B IPO()ECCHOHATBLHOM NeATEIbHOCTH.

OK 10. [Tonb3oBarbest mpohecCHOHANBHON JOKYMEHTAIMEel Ha roCyAapCTBEHHOM W MHOCTPAHHOM

SA3BIKC.

Hnempykyus

BaumarensHO npounTaiite 3agaHue.

Br1 moxete Bocnosnb3oBathkes [IK 1 HE0OX0MMBIM IPOTPaMMHBIM 00€CTICYEHUEM ISl BBITIOJTHEHUS
3aJJaHMs

BperI BBIINIOJIHCHUSA 3aJaHUA — 40 MUHYT

Bapuanr 1.
Omnwucare mpocTelmme creraHorpaduyeckue anropuTMbl. BeIOpaTe KOHTEHHEpP H  BBITOJHHUTH

BHEJPCHHUE B HEro HEKOTOpod mH(popmamwu. OT 4ero 3aBHCHT KPUIITOCTOWKOCTh CTEraHOTPaQUUSCKUX
cucreM?

Bapuanr 2.
OnuiuTe Mocien0BaTeIbHOCTh JEHCTBUNM MPU UCTIOIB30BaHUH anroput™a Juddu-Xemnmana. s
KaKuX IieJiedl MOoXKeT npuMeHsAThes anroput™ udpou-Xemnimana? Ha uém ocHOBBIBaeTcs 0€3011aCHOCTD

obmeHa kitoda 1o cxeme Judppu-Xemnmana?

Bapuant 3.
[TpuBenure anroput™m peanm3anuu UPpoBoi moamucu RSA. B yem ornwmume moamucu RSA ot
anroputMa tmmdposanus RSA? [puBenanure mpumMepsbl MPOrpaMMHO-AIIAPATHBIX CPEICTB, PEATU3YIOTIX

OCHOBHBIE (DYHKITH 3JIE€KTPOHHON TU(PPOBON TOAMUCH.

Bapuanr 4.

[lpencraBeTe anroput™M paboThl poccuiickoro craHmapra mudpoanus ['OCT 28147-89.
BemmonHuTE pydHOe mmdpoBaHUEe HCXOTHOTO TeKkcTa ¢ momonibio anroputma ['OCT 28147-89. CpaBaute
anroputMmel mudpoBanus ['OCT 28147-89 u DES. IlpuBeaurte mpuMepbl IporpaMM CHUMMETPHYHOTO

1 ppOBaHUS.

Bapuanr 5.
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[lepeunicnure KIaCCHYECKHE AITOPUTMBI MIM(POBAHMSA, KOTOPbIE OMKMCAaHBl W pEaJM30BaHBI B
nporpamme CrypTool. 3anm¢pyiite n pacmmdpyiite cooOIIEHHE ¢ TOMOIIBIO OJJHOTO M3 UMEIOIIETOCs B

nporpamme CrypTool kmaccudeckoro mudpa 3aMeHbl U mudpa nepecTaHOBKH.

Bapuanr 6.
[TpuBeauTe anropuT™ MmMUGPOBAHUS TEKCTa METOJIOM TaMMUpOBaHuA. 3amupyiite u pacmudpyiTe

COOOIIIEHHUE TI0 TIPEJICTABICHHOMY alroputMy. ONMUIINTE 0COOEHHOCTH JTBOMYHOTO TaMMHUPOBAHUS.

Bapuanr 7.
[TpuBenuTe anroput™ MHU(POBAHUS TEKCTAa METOJOM IMEPECTAaHOBKU. 3amupyiTe U pacmmdpyire
cooOlIeHne MO TMPEeACTaBIEHHOMY anroputMmy. llpuBenute mnpUMephl KIACCUYECKUX METOOB

mmdpoBaHus.

Bapuanr 8.
[IpuBenure anropuT™M MmHUGPOBaHUS TEKCTa METOJIOM 3aMeHbl. Jammdpyiite u pacmudpyiite
COOOIICHWE TI0 MPEJACTaBICHHOMY airoputMmy. [lpuBemuTe mNpuUMepbl KIACCHYECKHX METOJIOB

mmdpoBanus. OnumuTe cxoAcTBa U pazmuus mmdpa I'porcdensaa u mmdpa Lesaps.

Bapuanr 9.
OnummMre METOAMKY KpUIITOAHAM3a, OCHOBAHHYID Ha HCCJIEIOBAHUU YaCTOTHOCTU 3aKPBITOTO
Tekcta. HMccnenyiite 49acToTHOCTH — 3amm@poBaHHOTO TekcTta. [IpuBenuTe TUIIOBBIE  METOJIBI

KpHUIITOAHATIN3a KIIACCUYCCKUX aJITOPUTMOB.

Bapuanr 10.
CocraBuTh airoput™M mudpoBaHus U pacuMdpoBaHus MeTogoM Bmxenepa. Ouenure

KpHHTOCTOﬁKOCTB JaHHOIo M€Ttoaga HII/I(i)pOBaHI/I}I.

3.6.5 IMaker 3x3aMeHaTopa

YcioBuA BLINOJIHEHUS 3aJaHUS:

HNucrpykuus

O3HaKOMBTECH C 3aJaHUSIMU JUISI 3K3aMEHYIOIINXCS

KonngecTBo BapraHTOB 3a1aHui (ITaKeTOB 3aaHnil) IuTst Sk3aMenyrommxcs: 10.

Bpemst BbInoIHEHHS KaXI0T0 33/1aHUs U MaKCUMaJIbHOE BpeMS Ha dK3aMeH (KBaIU(DPHUKAIMOHHBIH):
3ananue Ne 1-40 MunyT

3aganne Ne 240 MuHYyT

3ananue Ne 3-40 muHyT

Bcero Ha sk3aMeH — 2 Jaca

DK3aMeH MPOBOAMUTCS B TPYIIE B KOJUYECTBE - 19 demoBek
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Meroanueckoe obOecneuenne: dDenepanabHbIi TOCYTApPCTBEHHBIN 00pa30BaTeIbHBIN CTaHAAPT IO

cneuuansHocty 10.02.05 Obecneuenne nHPOPMALMOHHON 6€30MACHOCTH aBTOMATU3UPOBAHHBIX CHCTEM,

y4eOHBIN T1aH 10 podeccuu, pabodast mporpamMma npo(ecCHOHATEHOTO MOTYJIS.

3.6.6 Kpurepuu oueHku

ITokazarens Pesynbrar Onenka
1. BemmonHeHo 3a1anue + - HE BBIIOJIHEHO  3aJaHue —  OLCHKA
2. JlaHbl OTBETHI HA BOIPOCHI + «HEYJIOBJIETBOPUTEILHOY
3. IIpoBenen ananus + - BBIIIOJHEHO 3aJaHHE HE B IIOJHOM OOBEME —
POrPaMMHOTO MPOIYKTA. OLICHKA «Y/IOBJICTBOPUTEIHHOY
4. Cnenansl BBIBOJbI + - IIPaBWJIBHO BBINOJIHEHO 33J]aHUE C HEJ0UETaMH —

OLICHKA «XOPOoUIO»
- IlpaBuUIBHO BBINIOJIHEHO 33JaHHE — OLICHKA

«OTJIIMYHO»

[TapameTpsl OLIEHUBaHHS:

Hqu)eCCI/IOHaJH)HI)IG KOMIICTCHIIMU CYHUTAKOTCA OCBOCHHBLIMH ITPH BBINTOJIHCHUHN 3aJlaHUSA — 3K3aMCH

«0CBOeH». Ecniu 3agaHre He BBITIOJIHEHO — AK3aMEH «HE OCBOCHY.
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